
WITHOUT BREAKING THE BANK
TODAY’S TUNNEL VISION: 
USB CONTROL REQUESTS

BREAKING USB



AND NOW
TRUE HORRORS

FROM THE DARK TIME
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Legacy Peripheral Busses
e.g. RS-232, IEEE 1284

Q: How do you know what’s plugged in?
A: You don’t. (Use your eyeballs.)

Q: How I know how to talk to it?
A: You don’t. (Did it come with a disk?.)

Q: W-what do I do?
A: Eh, send it AT commands. 
It’s probably a modem.



USB: ENUMERATION

enumeration allows devices to be identified and 
paired with the correct drivers automatically



to support enumeration, every USB 
device must support a standard 
protocol on one of its channels

this protocol is carried over the 
most common form of USB data 
exchange: usb control transfers



each control transfer is made
up of three stages…

…which form a simple 
command-and-response protocol.



Each control transfer begins with a setup stage, describing the 
“command” (or “request”) the host wants the device to perform.

SETUP STAGE



SETUP PACKETS
The setup stage of a control transfer 
describes the type of request, the size 
and direction of the any data to be 
transferred, and provides space for 
simple arguments.

The USB specification requires all 
devices to support a number of 
standard control requests, which 
are used for enumeration and 
configuration.



SETUP PACKETS

Finally, each setup packet contains 
a length field, which indicates the 
maximum amount of data to be 
transferred over the request.

Data is only transferred in one 
direction per request: IN to the host, 
or OUT to the device.



If the request has a non-zero length, the control 
transfer has a data stage during which data will 
be transferred in a single direction: either from 

host to device (OUT) or from device to host (IN).

DATA STAGE

An OUT transfer always carries the maximum length of data advertised.
An IN transfer can contain any amount of data up to the maximum, 

but should never carry more.  



If the host ever asks for data in a way the device 
doesn’t support, the device can respond with a 
STALL instead of the requested data.

STALLING

Stalling a request communicates that the given request isn’t expected to 
succeed in the future – and hints that the host shouldn’t try it again.



Each control transfer ends with a status 
stage, which confirms both sides agree that 
a transaction completed correctly.

The status stage provides an opportunity 
either side to report a transmission error, or 
for the device to report that it doesn’t know 
how to handle the data it’s been sent. 

STATUS STAGE

In the latter case, a device can indicate that an ‘OUT request’ – a request 
transferring data from host to device – isn’t supported by responding with a STALL. 



WHEW. 
THAT’S A LOT OF INFO.

LET’S SEE WHAT SOME CODE LOOKS LIKE. 

a playground script is available on the course website
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