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Who is this talk for?

Bluetooth device developers
Penetration testers

Managers
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Structure of the Talk

Overview of Bluetooth

RE Process and Tools

Case Studies
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Bluetooth and the
Reverse Engineering Process
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Reverse Engineering Process

1. Do something with the device and app

2. Capture the data sent via Bluetooth ? ? ?
e o o

3. Analyze
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Pros: 100% reliable
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Trigger
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Ubertooth One

Pros: $120, open source

Cons: Unreliable, BLE only

Disclaimer: | wrote most of the BLE sniffing firmware
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Bluetooth Overview

App Layer App Layer
[various layers] TCP
L2CAP — IP
Link Layer Ethernet LL
PHY Ethernet PHY
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Bluetooth Overview Host

App Layer

[various layers]

Link Layer
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Logging HCI
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Hardware Security Coi nardwear.io

<  Developer options

On

Take bug report

Desktop backup password
Desktop full backups aren’t currently protecte«

Stay awake

Screen will never sleep while charging .
Enable Bluetooth HCI snoop log .
Capture all bluetooth HCI packets in a file

Running services

View and control currently runn ng services

Debugging

USB debugging

ICE9 Debug mode when USB is connected .

CONSULTING
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OS X packet logger

@ s $ f;d; u

Untitled [Live]

Stop Clear Priorities Throughput

Packet Types ~ Priori. Decode Packets

ACLDecoder 5

ATTDecoder 5

ATTDecoder:Error 10

AVCTP 5 HCI EVENT

Error 10 KERNEL DEBUG

HCI Command:Accept Connection Request 5 NOTE

HCI Command:Authentication Requested 6 KERNEL DEBUG

HCI Command:Change Connection Packet Type 5 KERNEL DEBUG

HCI Command:Change Local Name 5

HCI Command:Create Connection 9 Ll ie

HCI Command:Create Connection Cancel 9 KERNEL DEBUG

HCI Command:Delete Stored Link Key 8 KERNEL DE.BUG

HCI Command:Disconnect 9 ::z:::z::uc

HCI Command:HCI Inquiry 6 NC‘:L

HCI Command:HCI Inquiry Cancel 6 o e

HCI Command:LE Add Device To White List 9 KERNEL DEBUG

HCI Command:LE Clear White List 5 NOTE

pr.ﬁcl.’;, SLt nadldeClanmttionlladoia = KERNEL DEBUG
KERNEL DEBUG

Default

Audio KERNEL DEBUG

HID KERNEL DEBUG

LE KERNEL DEBUG

Kernel AVDTP SEND

KERNEL DEBUG

NOTE

Handle

0x000C

0x000C

0x000C

0x000C

Unfiltered Hand... “ K)\ Q

ACL Filter Find Filter

CL /0 SCO /11448 Misc)

Decoded Packet

**%* [TOBluetoothHostControllerUSBTransport][BulkOutWriteCompleteAction]

P Number of Completed Packets - Connection Handle: 0x000C - Packets: 0x0001

p**** [I0BluetoothHostContreoller][ProcessNumberOfCompletedPacketsEvent) --

**%%* [TOBluetoothDevice]( mentNumberOfOutstandingPacketsBy) -- Handle
p**** [I0BluetoothHostController)[ProcessNumberOfCompletedPacketsEvent] --

p **** [I0OBluetoothHostController)[DecrementOutstandingACLPackets] - decreme

p **** [TOBluetoothHostControllerUSBTransport)][BulkOutWrite)]) -- add Bulk Ouf
p**** [I0BluetoothHostController)[SendACLData)] -- Handle 0x000c -- Before :
p **** [I0BluetoothHostController)[SendACLData) -- Connection Handle 0x000c

P SBC Audio Data - Sequence 13305 - Size: 603 (0x25B) - Frames: 5 - Bitpool/

p **** [I0BluetoothHostController)[TransferACLPacketToHW] -- Handle 0x000C -

**%% [IOBluetoothHostControll

rt][BulkOut teCompleteAction]
P Number of Completed Packets - Connection Handle: 0x000C - Packets: 0x0001

p **** [I0BluetoothHostController)[ProcessNumberOfCompletedPacketsEvent] --

**%%* [TIOBluetoothDevice]|

ntNumberOfOutstandingPac

p**** [I0BluetoothHostController)[ProcessNumberOfCompletedPacketsEvent) --

p **** [I0OBluetoothHostController)[DecrementOutstandingACLPackets] - decreme

p **** [TOBluetoothHostControllerUSBTransport)[BulkOutWrite)]) -- add Bulk Ouf
p**** [I0BluetoothHostController)[SendACLData)] -- Handle 0x000c -- Before :
p **** [I0BluetoothHostController)[SendACLData)] -- Connection Handle 0x000c

p SBC Audio Data - Seg nce 13306 - Size: 603 (0x25B) - Frames: 5 - Bitpool:

p**** [I0BluetoothHostController)[TransferACLPacketToHW] -- Handle 0x000C -

**%%* [IOBluetoothHostControllerUSBTransport][BulkOu

riteCompleteAction]
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Linux Logging

$ sudo btmon -w logfile.log
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Reverse Engineering Process

1. Do something with the device and app

2. Capture the data sent via Bluetooth

3. Analyze
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Case Studies
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Case Study 1: BLE Heart Rate Monitor

Running

ICE9
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00 ] 01_hrm.log

' btatt +

No. Time Source Destination Protocol Lengt Info
1517 ©.990614 _00:0.. localhost.. ATT 18 Rcvd Handle Value Notification, Handle: @x0011 Heart Measurement)
1518 ©.992877 _00:0.. localhost.. ATT 16 Rcvd Handle Value Notification, Handle: 9x0011 Heart Measurement)
1532 ©.977430 _00:0.. localhost.. ATT 16 Rcvd Handle Value Notification, Handle: @x0011 Heart Measurement)
1552 1.483901 _00:0.. localhost.. ATT 18 Rcvd Handle Value Notification, Handle: @x0011 Heart Measurement)
1553 ©.496208 _00:0.. localhost.. ATT 16 Rcvd Handle Value Notification, Handle: @x0011 Heart Measurement)
1554 ©.999473 _00:0.. localhost.. ATT 16 Rcvd Handle Value Notification, Handle: 0x0011 (Heart Rate: Heart Measurement)
1555 ©.990111 _00:0.. localhost.. ATT 18 Rcvd Handle Value Notification, Handle: @x0011 Heart Measurement)
1556 ©.989773 _00:0.. localhost.. ATT 16 Rcvd Handle Value Notification, Handle: @x0011 Heart Measurement)
1557 ©.990310 _00:0.. localhost.. ATT 18 Rcvd Handle Value Notification, Handle: @x0011 Heart Measurement)
1558 1.485342 _00:0.. localhost.. ATT 16 Rcvd Handle Value Notification, Handle: @x0011 Heart Measurement)
1559 ©.494066 _00:0.. localhost.. ATT 18 Rcvd Handle Value Notification, Handle: @x0011 Heart Measurement)
1560 ©.990667 _00:0.. localhost.. ATT 16 Rcvd Handle Value Notification, Handle: @x0011 Heart Measurement)
1561 ©.989790 _00:0.. localhost.. ATT 16 Rcvd Hand tification, Handle: @x0011 Heart Measurement)
1562 ©.990521 _00:0.. localhost.. ATT 16 Rcvd Hand tification, Handle: @x0011 Heart Measurement)
1576 ©.980326 _00:0.. localhost.. ATT 18 Rcvd Hand 82 tification, Handle: @x0011 Heart Measurement)

» Bluetooth HCI H4

» Bluetooth HCI ACL Packet

» Bluetooth L2CAP Protocol

v

Handle: @x@011 (Heart Rate: Heart Rate Measurement)

Flags: @x16, RR Interval, Sensor Support, Sensor Contact
Value: 82

v RR Intervals [count = 1]
RR Interval: 729

btatt

bthci_cmd.le _long tem key
No encryption
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Case Study 1: Conclusions

= Wireshark is incredible

= Getting Bluetooth logs is practical
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# gatttool -b 00: .7E --primary
attr handle = 0x0001, end grp handle = 0x000b
ulid: 000¢1800-0000-1000-8000-00805f9b34fb
attr handle = 0x00¢c, end grp handle = 0x000e
ulid: 000¢1801-0000-1000-8000-00805f9b34fb
attr handle = 0x00¢f, end grp handle = 0x0014
ulid: 000¢180d-0000-1000-8000-00805f9b34fb
attr handle = 0x0015, end grp handle = 0x0023
ulid: 000¢180a-0000-1000-8000-00805f9b34fb
attr handle = 0x002z4, end grp handle = 0x0026
ulid: 000¢180f-0000-1000-8000-00805f9b34fb
attr handle = 0x0027, end grp handle = Oxffff

uutd: 6217ff49-ac7b-547e-eecf-016a06970ba9

by payatu
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Case Study 2: BLE Blood Pressure Monitor

Carrier & "ii ii
-

Yesterday 9:30 AM

BLOOD PRESSURE

125/ 80....

Y PULSE RATE: 62 bpm
mmHg

http://hardwear.io

&
e

nmHg

Yesterday 9:30 AM

WEIGHT

190.2..

BMI: 27.3
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O @ 02_bpmon.log

| 1l | btatt.value = ~| Expression.. © +
. 0.0.. localh.. e7:5.. A Sent Write Request, Handle: 0x@000e (Unknown)
. 0.0.. localh.. e7:5.. A. .. Sent Write Request, Handle: 0x0016 (Unknown)
. 0.0.. e7:59:.. loca.. A. .. Rcvd Handle Value Indication, Handle: ©0x0015 (Unknown)
. 0.0.. localh.. e7:5.. A Sent Write Request, Handle: 0x0013 (Unknown)
. 0.0.. localh.. e7:5.. A. .. Sent Write Request, Handle: 0x0013 (Unknown)
. 0.0.. - . A. . Handle Value Indication, Handle: 0x000d (Unknown)
. 0.0.. localh.. e7:5.. A. .. Sent Write Request, Handle: 0x0013 (Unknown)
. 0.1.. e7:59:.. loca.. A.. .. Rcvd Handle Value Indication, Handle: 0x000d (Unknown)

0.0.. localh.. e7:5.. A. Sent Write Request, Handle: 0x0013 (Unknown)
| Frame 460: 29 bytes on wire (232 bits), 29 bytes captured (232 bits)
» Bluetooth

» Bluetooth HCI H4
» Bluetooth HCI ACL Packet
» Bluetooth L2CAP Protocol
+ Bluetooth Attribute Protocol
» Opcode: Handle Value Indlcatlon (0x1d)

» Hand le g222024 Rrafeccad. Connaction Parameters: Unknown)
Value: 3e75005100000062535510610001000001
[Respo e T 0
0000 ©02 06 20 18 00 14 00 94 00 1d od 00 3e 75 00 51 cr saaas ceea>U.Q
P010 00 00 00 62 53 55 10 61 00 01 00 00 01 ...bSU.a .....

() 7 value (btattvalue), 17 bytes Packets: 508 - Displayed: 17 (3.3%) + Load time: 0:0.36 Profile: Default

ICE9
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& - C | & https://www.bluetooth.com/specifications/gatt/services

Protocol Specifications

GATT Specifications

Generic Access

GATT Overview

GATT Characteristics
GATT Declarations

GATT Descriptors

GATT Services

Mesh GATT Services XML

Alert Notification Sg

Automation |O

Available Schemas

Errata Service Releases

ontinuous Glucose
Monitoring

Qualification Test Requirements

Assigned Numbers

Cycling Power
Specifications in Developmen
Cycling Speed and

Cad
Interoperable Prototype Te® adence

Bogd Management Servid

Current Time Service

&% 0 @O0

org.bluetooth.service.generic_access
org.bluetooth.service.alert_notification
org.bluetooth.service.automation_io
org.bluetooth.service.battery_service
org.bluetooth.service.blood_pressure
org.bluetooth.service.body_composition
org.bluetooth.service.bond_management

RgL. bluetooth.service.continuous_glucosq

org.bluetooth.service.current_time

org.bluetooth.service.cycling_power

org.bluetooth.service.cycling_speed_and|

Write characteristic: Phone = Device
Notify characteristic: Device - Phone

HTTP Proxy

ICE9

org.bluetooth.service.http_proxy 0x1823 GSS

CONSULTING
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O @ 02_bpmon.log

| 1l | btatt.value = ~| Expression.. © +
. 0.0.. localh.. e7:5.. A Sent Write Request, Handle: 0x@000e (Unknown)
. 0.0.. localh.. e7:5.. A. .. Sent Write Request, Handle: 0x0016 (Unknown)
. 0.0.. e7:59:.. loca.. A. .. Rcvd Handle Value Indication, Handle: ©0x0015 (Unknown)
. 0.0.. localh.. e7:5.. A Sent Write Request, Handle: 0x0013 (Unknown)
. 0.0.. localh.. e7:5.. A. .. Sent Write Request, Handle: 0x0013 (Unknown)
. 0.0.. - . A. . Handle Value Indication, Handle: 0x000d (Unknown)
. 0.0.. localh.. e7:5.. A. .. Sent Write Request, Handle: 0x0013 (Unknown)
. 0.1.. e7:59:.. loca.. A.. .. Rcvd Handle Value Indication, Handle: 0x000d (Unknown)
0.0.. localh.. e7:5.. A. Sent Write Request, Handle: 0x0013 (Unknown)
LfFrame 460: 29 bytes on wire (232 bits), 29 bytes captured (232 bits)
» Bluetooth

» Bluetooth HCI H4 7 5 @@ 5 1 @@
» Bluetooth HCI ACL Packet 1 17 8 1
» Bluetooth L2CAP Protocol

+ Bluetooth Attribute Protocol

» Opcode: Handle Value Indlcatlon (0x1d)

» Hand le 262024 (Rarinhe prafercad. Caonnaction Parameters: Unknown)
Value: 3e75005100000062535510610001000001
[Respo e T 0
0000 ©2 06 20 18 00 14 00 94 00 1d Od 00 3e 75 00 51 . vee>U.Q
0010 ©0 00 00 62 53 55 10 61 00 01 00 00 01 ...bSU.a .....

O 7 value (btatt.value), 17 bytes Packets: 508 - Displayed: 17 (3.3%) : Load time: 0:0.36 Profile: Default

ICE9
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BluetoothLeService.class - Java Decompiler

O o
B ®Fie

> 8 andro'(') Py . : . . e

BluetoothProtocolUtil.class - Java Decompiler

v # com o
>  an =7 -
> gil (o classes-dex2jarjar .
» i go > fub AccountActivity.class EM
> f# sjl » {ub AccountUpdateReceiver.class
> i tel » T AdvancedSettingsActivity.class localBPData.valid = true;
v 8 we - j; 2'ar(/nRefnin§:r-ck'asls if ((paramArrayO0fByte[0] & 0x1) == 0)
> B > }ﬂb pp erS|on. .ec .class - {
] g . B E:E:f;‘,ﬁff,‘:,‘fjf.’:jj localBPData.units = Util.BPUnit.MMHG;
. 4l » {u» BPListActivity.class Log. v("BluetoothProtocolUtil", String.format("Units on bp unit are set to: %s'", new Objec
. B > j_ L T localBPData.sys = ((paramArrayOfByte[2] & @xFF) << 8 | paramArrayOfByte[1l] & OxFF);
> b : ’L localBPData.dia = ((paramArrayOfByte[4] & OxFF) << 8 | paramArrayOfote[3] & OxFF);
> & > % BuildConfig.class localBPData.map = ((paramArrayOfByte[6] & © By [5] & OXFF);
> » iy CHTAppCompatActivity.class Log.i("BluetoothProtocolUtil", String.formatl("Received sys/dia: %d/%d,f map: %d", new Obje:
> > o E:I;\PD'::&“?"I“‘ISS int i = (paramArray0fByte[10] & OXFF) << 24 Si==iemmmsms o FF) << 16 | (param
1 ;\% ’ o T es Log.i("BluetoothProtocolUtil", String.formaff("Received BP timestamp: §x%08x", new Objectl
] ’5, » 3 CHTDatabaseHelper.class localBPData.timestamp = normalizedTime(1i);
- » fu CHTNotificationReceiver.class localBPData.hr = ((paramArray0OfByte[12] & @xFF) << 8 | paramArrayOfByte[11l] & OxFF);
> ol
" > 1 CHThatifcationSenvice.class Log.i("BluetoothProtocolUtil", String.format("Received heart rate: %d", new Object[] { In
> oy » Tab ChangePasswordActivity.class . _ .
v B » % Chartseries.class localBPData.motionDetected = Boolean.FALSE.booleanValue();
> ) » b Chartutil.class if ((paramArrayOfByte[14] & 0x1) == 1)
> & > Tab ConfirmWeightReadingsActivity.class S {
> b > B comactusAcuviy.class Log.i("BluetoothProtocolUtil'}, "Motion Detected")
1 o ~ T DecimalDigitsinputFiter.class localBPData.motionDetected = Boolean. IRUE.DoO LeanValue();
( f\% > up DeviceAddActivity.class }
( 5 > gevicegonnfc;ions‘wiICE-C'aSS localBPData.irregularHeartbeat = Boolean.FALSE.booleanValue();
g » fub DeviceDetailsActivity.class . .
> b » up DeviceFoundActivity.class ?f ((paramAr‘rayOfote[14] & 0X4) - 4)
> » {ub DeviceListActivity.class -
> » 1 DevicePairingFailedActivity.class Log.i("BluetoothProtocolUtily, "Irregular Heartbeat")
> oy > {ub DevicePrepareActivity.class localBPData.irregularHeartbead 5 e R canvalue();
> G > {ub DeviceSetupCompleteActivity.class }
( D’ » fu EllipsedEditText.class .
> T FollowersActivity.class °© if ((paramArrayOfote[16] & 0X1) 1= 1) {
> ub ForgotPasswordActivity.class break label443;
I C E 9 ﬁ » T GlucoseChartActivity.class =

CONSULTING
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Conclusions: BP Monitor

= “Hidden” serial port
= Normal binary protocol reverse engineering

= Look in the app

Once again — No Encryption
Firmware Update Service

ICE9
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Case Study 3: BLE Padlock

Manage Lock

Manage Lock

UNLOCKED

Press any button
Bluetooth Si

Lockec

Ready to be opened

ICE9
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| 1 | btatt.value && !btatt.opcode == 0x17 = ~| Expression... +
VO ] 03_lock.log V
b bt ualita 0.0 lhinatt Amanda —— Nul [\ ] - Evnracsinn e
e O @ 03_lock.log
| /| ' btatt.value && !btatt.opcode == 0x17 ] ~| Expression... +
= O @ T T . 03_lock.log
. "1l | btatt.value && !btatt.opcode == 0x17 = ~| Expression.. : +

o No. Time Source Destination Protocol Lengt Info

. 0.0.. TexasI.. loca.. A Rcvd Read Blob Response, Handle: 0x000d (Unknown)
localh.. Texa.. A Sent Prepare Write Request, Handle: 0x000d (Unknown), Offse
localh.. Texa.. A Sent Prepare Write Request, Handle: 0x000d (Unknown), Offse
TexasI.. loca.. A.. .. Rcvd Handle Value Notification, Handle: 0x000d (Unknown)
TexasI.. loca.. A. .. Rcvd Read Response, Handle: 0x000d (Unknown)

localh.. Texa.. A Sent Prepare Write Request, Handle: 0x000d (Unknown), Offse
localh.. . A Prepare Write Request, Handle: 0x000d (Unknown), Offse
TexasI.. loca.. A.. .. Rcvd Handle Value Notification, Handle: 0x000d (Unknown)
! localh.. Texa.. A.. Sent Write Command, Handle: 0x000d (Unknown)

.

[, Fi

B -

|, B]» Frame 454: 18 bytes on wire (144 bits), 18 bytes captured (144 bits)
|, g1» Bluetooth

| B]”

| B'|

»

g

0.0..
0.0..
0.1..
w 0.0..
. 0.1.
0.0..
0.1.
0.0..

v v v

4

Bluetooth HCI H4
Bluetooth HCI ACL Packet
» Bluetooth L2CAP Protocol
~ + Bluetooth Attribute Protocol

I

v

/ » Opcode: Prepare Write Request (0x16)
@ p | Handle: 0x00@d (Unknown)
— 8 ool Offset: 18

Value 8aa5f5a4

0 nnnnnnnnnnnnnn Acc
%_ 0000 02 09 00 0d 00 09 00 04 ©0 16 0d 00 12 00 83 35  +vvvvvns srveniis
Qi 0010 f5 a4 ..

I O 7 Value (btatt.value), 4 bytes Packets: 502 - Displayed: 79 (15.7%) + Load time: 0:0.11 Profile: Default

CONSULTING
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Open #$0

Open Recent > 01_bpmo
Merge... _

Import from Hex Dump... @'3 '§> C\E ?

Close

dW

Save e SSEb Urce

Save As... 10S t

et ontroller
Export Specified Packets...

Export Packet Dissections B As Plain Text...

Export Packet Bytes... 38X As CSV...

Export PDUs to File... As "C" Arrays...

Export SSL Session Keys... |

Export Objects : As PSML XML...
IC E9 . As PDML XML...
CONSULTING Print... P As JSON...
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> 00808ce41b91c80036cec999ac3b3c28 ........ 6....;<(
8a59 Y

> 6734e9599d67aebe9872a2d4b53be37e g4 Y.g. cey e
ce27

> a85ee6a4473b75bb5d728fe4ebfd27f4 .A .Gyu.]r..

fd4b K

ca320ac80767c32b841ef0@929%9ea5¢18¢c .2...9.+...cv....

010002ad84a3d26928e0@ed4172 ....... '

010002b06544063fe@42eaa7d7 ....eD.?7.B......

0100024221a301f917f9d19ceea Y -
0118 i et
0100 e iieeetceeaaes
00808ce41b91c80036cec999ac3b3c28 ........ 6....;<(
8a59 Y
6734e9599d67aebe9872a2d4b53be37e g4 Y.g. R
ce27

> | a85ee6a4473b75bb5d728fed4ebfd27f4 .A Gyu.]r..

fd4b K
ca320ac80767c32b841ef@929ea5¢c18c .2...g.+. ...

VVVY

v
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Conclusions: Padlock

= Developers were security-minded

= Home-grown crypto is fraught with peril
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Intermission
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Case Study 4: Classic Bluetooth Headset

¥ Reasons

30 Serial Port Profile (SPP)
31 Service Discovery Application Pr d B
32 SIM Access Profile (SAP, SIM, r¢ T

ICE9
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9 04_headset.pcap

~| Expression.. : +

=y
3
@

GSGGQGQGS
sossfdssss

» Bluetooth
» Bluetooth
» Bluetooth
» Bluetooth
» Bluetooth
- Data (650

Data:

0000 02 0
0010 16 @

Source

»Frame 206:

0048ff16010cff70fffbOOc3TfOfO05e0010ffbfOBbeff7b. ..
[Length:

Destination Protocol Length Info

localh.. Bang.. RFCOMM 664 Sent UIH Channel=1
localh.. Bang.. RFCOMM 23 Sent UIH Channel=1l
localh.. Bang.. RFCOMM 664 Sent UIH Channel=1
localh.. Bang.. RFCOMM 664 Sent UIH Channel=1

- . RFCOMM 664 Sent UIH Channel=1
localh.. Bang.. RFCOMM 23 Sent UIH Channel=1
localh.. Bang.. RFCOMM 664 Sent UIH Channel=1
localh.. Bang.. RFCOMM 664 Sent UIH Channel=1
BangAn.. loca.. RFCOMM 29 Rcvd UIH Channel=1
664 bytes on wire (5312 bits), 664 bytes captured (5312 bits)

HCI H4

HCI ACL Packet

L2CAP Protocol

RFCOMM Protocol
bytes)

650]

c 00 93 02 8f 02 44 00 0b ef 14 05 00 48 ff
1 0c ff 70 ff fb 00 c3 ff Of 00 5e 00 10 ff

() 7 Data (data), 650

CONSULTIN

bytes Profile: Default

Packets: 411 - Displayed: 173 (42.1%) - Load time: 0:0.61
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80 77 DD AF magic number

XX opcode

YY sequence number

.7 77 length (16 bit little endian)
data

CC CC checksum
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> [08] 01000000
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o Audacitye

v L 1 1 1 | 1 1 1 1 1 1 1 1 1 L} L} l 1 L} L} l

. i ~57~54-51-48~-45~-42~ (lick to Start Monitoring 1 -18~-15-12 -9 -6 -3 0

EnCOdlng: I I 44 .) I = ﬁ 23 ' ' ' | ' ' ' | ' ' ' | ' ' ' 1 [ ' ' |

] p “— )k 4>)vR -57 -54-5]1-48 -45 -42 -36-36~-33 -30~-27-24-21-18-15-12 -8 -6 -3 0O

rder: - - ST R = - '

Byt ordeigg- » 54 o 5[4 |me|@ ] [ [B] |2 2]2]L, Pt
Channels: Core Au... uﬁ Built-in Microphone k3 1(Mono)R.. [ 4) Built-in Output [T
3.0 3.5 4.0 4.5 5.0 5.5 6.0

2.5
Start o{l | [ [ [ ( | ( [ [ [ | [ [ [ [ | [ ( [ ! | [ [ [ ( | ( [ ! [ | [ [ [ [ |
X audio_2018 w| 1.0

Mono, 4000Hz

32-bit float 0.5-
Mute | Solo s ‘NAMU‘ ] LL ,Ws I L‘u,_w ‘&"J'\_ ‘m u_JWUu I'MH

Amount to im

Sample | - 0.0- Bt —

O ! v r AL o e L.

L R 1-0.5- W
: |

-1.0 2
Project Rate (Hz): Snap To: Selection Start: End @ Length Audio Position:
4000 < Off “ O0OhOOmOOsv O0OhOOmMmOOsv | OOhRhOOmMOOsv
I C E 9 Actual Rate: 4000

CONSULTING
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Conclusions: Headset

= The techniques apply equally well to BR and BLE

= Ultimately boils down to basic RE
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Case Study 5: BLE Credit Card

http://hardwear.io
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What is a Bluetooth credit card?

R VISA
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Bluetooth credit card
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Bluetooth Hacking: Tools and Techniques — Mike Ryan
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delete.log

Adm @ RE QesET = HQaQQF

|1 btheci_cmd.le_long_tem_key E3 -] Expression... w7

No. Time Source Destination Protocol Length Info

. 0.0.. host HCI_C.. 32 Sent LE Start Encryption

» Frame 778: 32 bytes on wire (256 bits), 32 bytes captured (256 bits)

» Bluetooth

» Bluetooth HCI H4

+ Bluetooth HCI Command - LE Start Encryption

» Command Opcode: LE Start Encryption (0x2019)

Parameter Total Length: 28
Connection Handle: 0x0002
Random Number: 0000000000000000
Encrypted Diversifier: 0x0000
Long Term Key: 8dfa9078fe@d7e28c8c68feld2adfld37
[Pending in frame: 779]

[Command-Pendinag Delta: 15.089ms]
0010 8d fa 90 78 fe 07 e2 8c 8c 68 fe 14 2a df 1d 37 cesXeans sNaoaken7

O by Long Term Key (bthci_cmd.le_long_tem_key), 16 bytes Packets: 1350 - Displayed: 1 (0.1%) - Load time: 0:0.15 Profile: Default

ICE9
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O O misc_actions.log
: e : —— —_— — —_— —_— —

A m - ©® R Qe EF IS H QA QQE

\ ((btatt.opcode.method == 0x12) && (btatt.handle == 0x0018)) || ((btatt.opcode.method == 0x1b) && (btatt.handle == 0x001a)) X ~ | Expression... -

No. Time Source Destination Protocol Lengt Info
3314 316.173622 LgElectr_e7:94:38.. Brillia.. ATT 32 Sent Write Request, Handle: @8x9018 (Unknown: Unknown)
3317 316.259659 Brillian_@@:4e:62.. LgElect.. ATT 25 Rcvd Handle Value Notification, Handle: @x@01a (Unknown: Unknown)
3318 316.306833 LgElectr_e7:94:38.. Brillia.. ATT 32 Sent Write Request, Handle: @x@018 (Unknown: Unknown)
3321 316.397758 Brillian_@@:4e:62.. LgElect.. ATT 26 Rcvd Handle Value Notification, Handle: @x@01a (Unknown: Unknown)
3322 316.409395 LgElectr_e7:94:38.. Brillia.. ATT 32 Sent Write Request, Handle: ©0x0018 (Unknown: Unknown)
3325 316.485582 Brillian_@@:4e:62.. LgElect.. ATT 32 Rcvd Handle Value Notification, Handle: 9x@01a (Unknown: Unknown)
3326 316.486765 Brillian_@@:4e:62.. LgElect.. ATT 32 Rcvd Handle Value Notification, Handle: 9x@01a (Unknown: Unknown)
3327 316.489184 Brillian_@@:4e:62.. LgElect.. ATT 32 Rcvd Handle Value Notification, Handle: 9x@01a (Unknown: Unknown)
3328 316.528282 Brillian_@@:4e:62.. LgElect.. ATT 29 Rcvd Handle Value Notification, Handle: @x@0l1a (Unknown: Unknown)
3329 316.994640 LgElectr_e7:94:38.. Brillia.. ATT 32 Sent Write Request, Handle: @8x90018 (Unknown: Unknown)
3332 317.068326 Brillian_@@:4e:62.. LgElect.. ATT 29 Rcvd Handle Value Notification, Handle: 9x@081a (Unknown: Unknown)
3371 336.015132 LgElectr_e7:94:38.. Brillia.. ATT 32 Sent Write Request, Handle: @x@018 (Unknown: Unknown)
3374 337.221906 Brillian_@@:4e:62.. LgElect.. ATT 25 Rcvd Handle Value Notification, Handle: @x@01a (Unknown: Unknown)
3407 345.883355 LgElectr_e7:94:38.. Brillia.. ATT 32 Sent Write Request, Handle: ©0x@018 (Unknown: Unknown)
3410 346.843388 Brillian_@@:4e:62.. LgElect.. ATT 21 Rcvd Handle Value Notification, Handle: 9x@081a (Unknown: Unknown)

Frame 3575: 32 bytes on wire (256 bits), 32 bytes captured (256 bits) 0000 ©2 0d 00 1b 00 17 090 64 ©0 12 18 99 82 b9 91 81 ........ . o o o uinials
Bluetooth 0010 31 30 6d 69 72 73 74 20 6e 61 6d 65 00 00 00 ee 10mirst name....

Bluetooth HCI H4

Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol

v Bluetooth Attribute Protocol

» Opcode: Write Request (@x12)

1306d69727374206e616d65000000ee

l O 7 Value (btatt.value), 20 bytes Packets: 9801 - Displayed: 59 (0.6%) + Load time: 0:0.148 Profile: Default
CONSULTING
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30303100000000000000000000000
000000000VVBBBBBVVVYAYYLBLBVKKKOO
000000000BVVBBBBVVYAYYLBLBVKKO
303000000000000000VBBVVYAYLKLLY
00000000V
31304669727374206e616d6500000
3130313034666T61f6+31303b393938
38373737373130303330300000000

OO OO

02 XX YY ZZ

XX — opcode

YY — total number of messages
Z/Z — current message

| WW — checksum

C/\JI‘\JUI—I 11 N\

http://hardwear.io

c e e irst name....
... J10[1e4food10]; 998.
....87777°00300.....



Hardware Security Conference http://hardwear.io

Conclusions: Credit Card

= HCl logging allows us to see encrypted data

= Encryption isn’t a silver bullet
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Case Study 6: BLE Electric Skateboard
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Launch Ubertooth
2. Connect remote tof

3. If connection not fc
4. Do stuff with boarc

5. Analyze
I {' i cgn A / \E éa

! (!- .'J"'
' Ub rtoo th @ ﬁ A T %
[5.) 2 : % 5 :ﬂﬂ :

3 o= TIVEW ST,

by payatu
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O O 9 01_connection.pcapng
4d = ® R Qe=msEF I S H QA Q Q K
|1 (btatt.opcode == 0x1d) || (btatt.handle == 0x0013) X ] = | -} Expression... +
No. Time Source Destination Protocol Lengt Info
1830 ©.015483 Unknown_©@x6477b343 Unknown_@.. ATT 48 UnknownDirection Write Request, Handle: @x@@l1a (Unknown)
1844 ©.067138 Unknown_@x6477b343 Unknown_@.. ATT 48 UnknownDirection Write Request, Handle: @x@@la (Unknown)
1850 ©.029968 Unknown_@x6477b343 Unknown_@.. ATT 48 UnknownDirection Write Request, Handle: @x@@l1a (Unknown)
1856 ©.030261 Unknown_@x6477b343 Unknown_@.. ATT 48 UnknownDirection Write Request, Handle: @x@@l1a (Unknown)
1862 ©.029887 Unknown_@x6477b343 Unknown_@.. ATT 48 UnknownDirection Write Request, Handle: @x@@l1a (Unknown)
0.030028 Unknown_0x6477b343 Unknown_#... UnknownDirection Write Request, Handle: ©0x001a (Unknown)
1878 ©.029732 Unknown_@x6477b343 Unknown_@.. ATT 48 UnknownDirection Write Request, Handle: @x@@l1a (Unknown)
1884 ©0.030005 Unknown_@x6477b343 Unknown_@.. ATT 48 UnknownDirection Write Request, Handle: @x@@l1a (Unknown)
0 020 g nlknnun Oviad K2/ A nlnauwnNyiro i An it+o [ Handlo. 2vPf@l1a (Unknown)
@01a (Unknown)
@01a (Unknown)
@01a (Unknown)
@01a (Unknown)

Bluetooth Attribute Protocol

» Opcode: Write Request (@x12)
Handle: @x@01a (Unknown)
Value: 524330323332370d
[Response in Frame: 1874]

00 90 18 00 93 00 00 0@ 36 75 @c 90 00 7e 09 90 sesesses BULLa~,
22 b9 4b 7b 80 7f 00 0@ 43 b3 77 64 @e Of b 00 ".K{ .e
0020 ©4 00 12 1a 00 52 43 30 32 33 32 37 @d bd a8 be <+« JRCO 2327.Q..

I C E 9 () 7 Opcode (btatt.opcode), 1 byte Packets: 2821 - Displayed:
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RCOOOOP| idle

RCO200 dead man’s trigger
RCO232

RCO27DE

RCO2AAE

RCO32F¢

increasing throttle
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Conclusions: Skateboard

= Ubertooth is much harder to use than HCl logging

= |f using encryption, have to crack
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Parting Thoughts
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Most Common Security Problems

No encryption

Problems with home made encryption

Debug interfaces left behind

Incomplete threat modeling

ICE9

CONSULTING



Hardware Security Conference http://hardwear.io

Conclusions
Affordable
RE Process and Tools

Case Studies
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Call to Action

Go forth and hack some Bluetooth
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Bluetooth Hacking:
Tools and Techniques

https://ice9.us/

mike@ice9.us
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