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PRACTICAL APPLICATION
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Alice Benjamin

Charlie

What if Charlie still wants to listen in?
• People still tend to use bad crypto, so 

there is hope for Charlie
• But: crypto might be secret
• Algorithm must be recovered for 

subsequent analysis
• But how?



HOW TO FIND (BAD) CRYPTOGRAPHY
• Documents

• Academic papers, standards, patents, …
• Not always available

• Reverse Engineering
• Software
• Hardware
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Where’s Crypto?, Meijer, Moonsamy, Wetzels at USENIX’21
???



HRE OVERVIEW
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Cryptography in Hardware

How does it look like and what makes it special
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SYMMETRIC CRYPTOGRAPHY IN HARDWARE
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WHAT MAKES SYMMETRIC CRYPTO 
SPECIAL?
1. FFs in state register influence only 

state register and ciphertext output

2. State register FFs and ciphertext FFs 
are distinguishable (believe me)

3. Round function only depends on 
plaintext, round keys, and FSM 
control signals
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AES
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WHAT MAKES SYMMETRIC CRYPTO 
SPECIAL?
1. FFs in state register influence only 

state register and ciphertext output

2. State register FFs and ciphertext FFs 
are distinguishable (believe me)

3. Round function only depends on 
plaintext, round keys, and FSM 
control signals

4. Avalanche effect: Bits in first state 
register influences all bits of later 
state registers 
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HAWKEYE: A MULTI-STAGE APPROACH
1. Structural Candidate Search

• We face a potentially huge netlist, only a small piece of it being the crypto implementation
• Candidate search needs to be freaking fast, so ideally we use only structural properties
• Relying on known graph algorithms provides significant speed-up
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HAWKEYE: A MULTI-STAGE APPROACH
1. Structural Candidate Search

• We face a potentially huge netlist, only a small piece of it being the crypto implementation
• Candidate search needs to be freaking fast, so ideally we use only structural properties
• Relying on known graph algorithms provides significant speed-up

2. Functional Candidate Analysis
• Having found a few rather small candidates, we can switch to functional analysis
• Goal: extract and analyze the round function by looking at Boolean functions (expensive)
• If possible: identify cryptographic algorithm by matching against known ciphers
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Structural Candidate Search

Using graph algorithms to find cryptographic implementations



PREPROCESSING
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PREPROCESSING
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CANDIDATE SEARCH
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CANDIDATE SEARCH
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CANDIDATE SEARCH
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CANDIDATE SEARCH
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CANDIDATE SEARCH
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CANDIDATE SEARCH
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CANDIDATE SEARCH
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Functional Candidate Analysis

Using functional methods to dissect and identify the round function



ROUND FUNCTION ANALYSIS
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ROUND FUNCTION ANALYSIS
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ROUND FUNCTION ANALYSIS

40

R
ou

nd
 F

un
ct

io
nS-Box

S-Box

S-Box

S-Box

Linear
Layer

S-Box Cipher

S1 AES

S2 PRESENT

S3 Kuznyechik

… …



Evaluation

Finding out how well it works



EVALUATION
• Our techniques are based on heuristics
• Imperative to evaluate the techniques

• Actual hardware reverse engineering is not an option (ASIC/FPGA → netlist)
• Instead: synthesize open-source hardware designs (hardware design → netlist)

• OpenTitan: industry-grade security chip
• Cryptographic accelerators in a small system-on-chip
• Isolated (non-)cryptographic benchmarks

• Implementation is available as artifact as part of our open-source netlist reverse 
engineering framework HAL

42



OPENTITAN
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OPENTITAN
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After 44 seconds on Apple M2:

Contains 424.341 gates



• Finds almost all ciphers in FPGA 
and ASIC netlists 

• Runtime is in the seconds

• Even finds some ciphers that we 
did not expect it to find

• Only very few false positives

KNOWN CIPHERS
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CONCLUSION & FUTURE WORK
Recap:
• HAWKEYE is optimized for SPN, ARX, and Feistel ciphers 
• It reliably locates all kinds of ciphers, even in a large industry-grade SoC
• Detection is fast and usually requires at most a few minutes

Future Work / Please Reach Out:
• Symmetric cryptography based on shift registers
• Side-channel protected implementations
• Actually finding unknown cryptography
• If you have a real-world device to look at, please reach out to us!
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HARRIS 2025 Workshop:
• We host a hardware reverse engineering 

workshop on March 17-18, 2025
• Located in Bochum, Germany
• Last year: 130 participants from industry, 

government, and academia

If you want to know more:
• HAWKEYE has been published as an 

academic paper at IACR Crypto’24
• The open-source implementation of 

HAWKEYE is available as a plugin to our 
netlist reverse engineering framework HAL

THE END
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