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Memory corruption attacks

have been the most pervasive and dangerous security threats

Heartbleed (2014)
OpenSSL information leak

reggreSSHion (2024)

regreSSHion: Remote Unauthenticated
Code Execution Vulnerability in OpenSSH
server

Bad Binder (2019)
Bad Binder: Android In-The-Wild Exploit

BLASTPASS (2023)

NSO Group iPhone Zero-Click, Zero-Day Exploit
Captured in the Wild



What is Memory Corruption?

Valid Access Invalid Access
(Out-of-bounds)

Pointer Memory Pointer Memory

| &obj1 | | | &obj2 —
obj1 obj1
\

obj2




What is Memory Corruption?

Valid Access Invalid Access
(Use-after-free)

Pointer Memory Pointer Memory

[ 8objt ] ’[ obj" ] | &obj1 | (T ~

——————————————




Attack and Defense Techniques

70s-80s —— 90s 2000s 2010s 2020s ——

Stack Heap ROFNOF

Overflow Overflow _
JIT spraying

Stack Canaries
ARM MTE
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Google Pixel 8 / 8 pro
— First MTE hardware “MTE being one key feature that is delivering

released in Sep. 2023 secure mobile experiences”
- Arm (Feb 2023)

Coffg with Robin in 30 min
L~ o%
10:00- 11:00 AM @ 68°F"

“MTE is still by far the most promising path
forward for improving C/C++ software security”
- Google Project Zero (Aug 2023)

‘Memory tagging has the potential to provide
good value both for discovering vulnerabilities
and as a mitigation for vulnerabilities”

- Microsoft (Mar 2020)



Why is MTE so Special?

Hardware-based
Memory Corruption Detection
Fast and Compatible
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ARM Memory Tagging Extensions

Pointer Memory
Valid
. Address ]\ -
Pointer Tag Invalid -
(Key)

Memory
Tag
(Lock)
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(1) Memory Tag

Dedicated memory region stores
a 4-bit tag per 16-byte data

Memory Tag
................ (Lock)

Data Tag
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(2) Pointer Tag

Pointer

. Address ]

Pointer Tag
(Key)

A pointer stores a 4-bit tag in its
unused space
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(3) Tag Allocation

New Instructions to create a random tag
and load/store memory tags

Pointer Data Tag

2] ovj1
2] &obj2

(2] 8obp2

N’ N’ N’
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(4) Tag Check

Transparently done by hardware

Valid memory access Invalid memory access

Pointer Data Tag Pointer

&obj1
- ob, 1—[ - . - Bobi?
Cl'agchecD ~

‘ Tag check

Data Tag

No Fault Tag Check Fault




How to Bypass MTE?

(1) Tag Collision (16 possible tags)
Wait until the pointer tag matches the target memory tag

Pointer Data

Tag
- &obj2 obj1
\\\ ]i} obj2 ‘
\Cl'ag checD—”'/
|

Match

16



How to Bypass MTE?

(2) Pointer Tag Corruption
Corrupt the pointer tag to the target memory tag

Pointer Data Tag

L] 8obj2 ]T obj
\ >

\

N ob2 | (&
Cl'ag checD—*’/

Match

17



Challenge: Random Tags

Pointer Data Tag
ptr | 2] &obj2 ]\ obj
\ > <
N obj2

\\Cl'ag checL:D——‘:}/

Match = Attack Succeeds 1/16 (6%)

Mismatch
= Attack Fails 15/16 (94%)




MTE Bypass Requirement

A reliable way to leak the MTE tag
of any address



Approach
Leak tag check result from Cache Side-channel

Exploit Speculative Execution to avoid crash

20
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What is Cache?

| cPu |
¢
[ Cache ]
¢
4 )
Memory
\_ _J
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What is Cache?

First Access : Second Access : Fast
CPU CPU
Loadptr); | [ pr @ Bob ] (o @ &ob)
val [ obj val | obj ]

\_ J \_ J

Cache Fast Cache
Cached ‘ [ obj ' ] Cached‘ [ obj ' ]




Cache Side-Channel

CPU
- 2? 4 )
Q. Has obj been accessed” s @ &5
> . | obj ]/
Load(ptr); ]* A Cache

A. ptr has been accessed!

24



What is Cache Side-Channel?

Q. Has obj been accessed?

hd

Load(ptr); r‘

A. ptr has NOT been accessed!

Not

Cached

CPU
N
otr @] &obj ]
L ob ]
Y
{} Cache

Memory

|

[ o [
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Exploit cache side-channel
= Leak whether an address is accessed
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Cache 3 |
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What is Speculative Execution?

#kcond){
v = Load(ptr);

}._

CPU
4 )
ptr . &obj |
\_ J
Cache

28



What is Speculative Execution?

CPU
4 )
otr (@ &obj ]
— cond | Unknown |
if cond){ T —
‘ /
Waiting until cond is ready
v = Load(ptr);| Huge resource waste!
Cache

! |




What is Speculative Execution?

if cond){ T —

}...

v = Load(ptr); — Q

CPU

-

-

cond | Notready J[| True |

Evaluated Speculated 9

otr (@ &obj ]

ISpecuIate cond ‘

Cache

30



What is Speculative Execution?

|f .(cond) { T

}...

v = Load(ptr); — Q

-

CPU
4 Evaluated Speculated 9
ptr - &obj |
cond wot ready J[|  True |

~

AN

Cache

.® Match

\
\
\
\

[

obj

B |
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What is Speculative Execution?

#kcond){

v = Load(ptr); — @

}...

> 4
e

CPU
4 Evaluated Speculated 9
otr (@ &obj ]
cond | Notready J[| True |
V o]
N L__ob) ]/

t Cache
[ (ot ]
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What is Speculative Execution?

#kcond){

v = Load(ptr); — @

J

—

Continue
Execution

CPU
4 Evaluated Speculated 9
ptr - &obj |
cond [ True J|| Confirm
i Changes
L v [ obj ] 9_ y
| Correct Speculation |
Cache
[ (ot ]
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What is Speculative Execution?

#kcond){

v = Load(ptr); — é

J

_

_

Revert
Execution

CPU

-

cond [ False | Discard

Evaluated Speculated @

v Changes
——

Wrong Speculation

Cache

L (ot [ J

Does not Revert Cache

34



Tag check fault on
Speculative Execution?

CPU
4 Evaluated Speculated 9

ptr - &obj |
It (cond) { T cond [ False ||| True |

Discard Fault _? N Wrong Speculation
Check
" Cache \
1t

Tag check fault does not crash the }

program in the speculative execution!




Exploit cache side-channel
= Leak whether an address is accessed

Exploit speculative execution
= Avoid crash on tag check fault

36



Roadmap

-

-

Cache
Side-Channel

[ Cache ]z

~N

J

g Speculative
Execution

True

\_

~

TikTag:
MTE Tag Side-Channel

: 1! ,
‘/" b b ‘ _/
| s | ’
B
; e N
= AN Y
A
I
[ %7 o

37



MTE Side-channel attack

Goal: Leak the memory tag given a pointer

Pointer Memory

check_ptr | 2] &check | { check 1’?]
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MTE Side-channel attack

Two test cases:

Access(check ptr);

No Cache
Difference

39



MTE Side-channel attack

Two test cases: Access(check ptr); Access(test ptr);

A. Valid tag in check_ptr

test_ptr (B &test ]—»[ test .

Cache
Difference?

40



A. Valid tag in check_ptr

CPU
Tag Leakage Gadget 4 Evaluated Speculated @
| I check_ptr[ ] &check |
if (cond) { I - test ptr ‘ &test |
/1 Check ‘ cond | \Fa\lse | True |
Access(check ptr); «— @ \
/l Test L -

Access(test_ptr);

J

<

Cache contains both

check and test

N
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B. Invalid tag in check_ptr

CPU
Tag Leakage Gadget 4 Evaluated Speculated @
|
— check_ptr ] &check |
if (cond ¥ Rever =
( ) { X2 Execution test ptr &test |
/1 Check cond | False 11| True |

Tag Check Fault

// .Test

- NC Tag *’
Check |\l|icma'l-r:h

Not Accessed

No reason to continue speculative execution
‘ Correct spec—~> (synchronous) tag check fault

J

Wrong spec = Revert execution

I | CNEecCkK, Nnot test |

42



Leak by Cache Side-Channel

A. Valid tag in check_ptr

B. Invalid tag in check ptr

\ o Fast
Load(test ptr); I-L

Load(test_ptr); |«

Leak whether the tag is Valid/Invalid by
test_ptr access latency!
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Do new MTE chips contain the tag
leakage side-channels?

PACMAN - ISCA 2022, DEF CON 30
* Discovered a Pointer Authentication Code (PAC) side-channel

MTE as Tested — Google Project Zero, POC 2023

« Attempted to find a MTE tag side-channel - Failed It (cond) {

Il Check

Our work K_ptr;

* Found 2 TikTag Gadgets + Root Causes
 (Gadget poc: https://github.com/compsec-snu/tiktag

 Paper (IEEE S&P 2025): https://arxiv.org/abs/2406.08719

Access(test ptr);
StickyTags — VUSec, IEEE S&P 2024 !

44

Orthogonally found one of our tag leakage gadets


https://github.com/compsec-snu/tiktag
https://arxiv.org/abs/2406.08719

TikTag-v1: Multiple Loads + Gap

iIf (cond) {
/| CHECK: 2+ loads
*check ptr; |Tag Check Faultl

*check_ptr; [ Tag Check Fault |

[/ GAP: 10+ cycles
test ptr = test_ptr | O;

[/ TEST: dep/indep Id/st
*test_ptr; | Not Accessed |

100

test ptr
Cache hit rate (%)

100 1
80 1
60 1
40 1
20

INDEP_LD

TEST

INDEP_ST

DEP LD

DEP ST

TR o
80 1
60 -
40 1
201

11111

W

vvvvv

100 1
80 1
60 1
40 1
20

4(a) ai

11111

vvvvv

100 1

60 A
40 1
20

11111

vvvvv

—e— Tag Match (SYNC)
—*— Tag Mismatch (SYNC)

vvvvv

—&— Tag Match (ASYNC)
Tag Mismatch (ASYNC)

vvvvv

2+ tag check faults + 10+ cycle gap (If - TEST)
— test_ptr cache hit rate dropped
= test_ptr is not accessed

(MD3HD)u=

45



TikTag-v1: Multiple Loads + Gap

test_ptr access latency

_ Valid
if (cond) { B % % %
6 38 38 38
[/ CHECK: 2+ loads SO S
*check_ptr; | Tag Check Fault -
. R 36 36 36
check _ptr; | Tag Check Fault 36 36 36

36 36 36

Invalid tag

36
38
491

test ptr = test_ptr | O; 3
. 489
/| TEST: dep/indep Id/st >
* . )
test_ptr; | Not Accessed 2+ tag check faults + 10+ cycle gap (If - TEST)
} — test_ptris periodically not cached.

— more tag check faults resulted in the shorter period




TikTag-v1: Multiple Loads + Gap

] | INDEP LD INDEP_ST et DEP LD DEP ST
if (cond) { Q1. Why 2+ loads? ' ""m “'“WW )
[/ CHECK: 2+ loads I - I -
*check_ptr; | Tag Check Fault | SRS T | [ ml_—w 5
* . 8T . — k—qu- ..... I 7;?;

check_ptr; |Tag Check Faultl o= | B

Q2. Why a 10+ cycle gap? —— - et b . N
/I GAP: 10+ cycles 2 1 lg? :
test ptr = test_ptr | O; 3§l m o : %__ E - ,:ru,d), b

QQ$

S 0 O O S O S O
v ‘OQ)'\?'Q’ f\:vto%,s,;\, ’\/V‘o‘b,\?,:l\/

o . —e— Tag Match (SYNC) —&— Tag Match (ASYNC)
// TEST dep/lndep | Q3_ Why periodic? —»— Tag Mismatch (SYNC) Tag Mismatch (ASYNC)
* .
test_ptr; | Not Accessed | 2+ tag check faults + 10+ cycle gap (If - TEST)
} — test_ptr is periodically not cached.
— more tag check faults resulted in the shorter period .




TikTag-v1: Root Cause Analysis

The CPU speculatively accesses memory by:

1) Speculative Execution (SE) | if (cond) |
. Speculate branch results based on branch history True /\\False

— Hypothesis 1: SE stops on tag check faults

2) Hardware Data Prefeteching (DP) Accessed Prefetch

---------

. Prefetch based on memory access history  ml){m2){m3] (m1{m2] (m3]{m1j(m2] :m3:
— Hypothesis 2: DP stops on tag check faults

Method 1: Ablation Study

Challenge: Blackbox CPU ©> _
Method 2: Patent Review

48



TikTag-v1: Ablation Study

An ablation study investigates the performance of an Al system by removing
certain components to understand the contribution of the component to the
overall system. (Wikipedia)

 Baseline (SP&DP)

« -SE (DP only) : insert speculation barrier

« -SE & -DP (None) :insert speculation barrier & change access pattern
- -DP (SE only) : change access pattern

49



TikTag-v1: Ablation Study

/Il BR

if (*

*

m1

m2

)1
/I CHECK

L] *

[ TEST

*

m3

m2

Branch training

Speculative execution

(*@m1) = True) (*@m1) = False)
Test BR CHECK TEST BR CHECK TEST Result Root cause
Baseline m1] [m2 m3 m1] [m2 m3 m3J hit
SE&DP m3| miss Not
( ) mij (m2 m3 (periodic) Speculative
......... _ Execution
SE mi] (m2] SB|m3 mi] (m2) SB im3: m3J hit
Speculation Barrier R -
(DP) ( ) m1 m2) SB i m3: m3_ miss Data
......... (perlodlc) )
Prefetching
gnenen m4 mISS
_SE&-DP m1 m2J SB | m3 mij (m2) SB i m4: @ways)
None — :
(None) m1) (m2) sB ima: o s _
"""" (always) Speculative
DP m1) (m2 m3 m1) (m2 ma m4] hit Execution
(SE) m4 ) miss
mij (m2 md (periodic)

50



TikTag-v1: Patent Review

a2 United States Patent

Cai et al.

(10) Patent No.:
45) Date of Patent:

US 11,526,356 B2
Dec. 13, 2022

(54) PREFETCH MECHANISM FOR A CACHE
STRUCTURE

Improve performance on some cases e.g., Loop-end detection

Q1. Why 2+ loads? 2+ tag check faults treated as a wrong path event

(56)

References Cited

U.S. PATENT DOCUMENTS

The wrong path event... provides a hint that the
processor pipeline may have fetched one or more
instructions that do not require execution. ... some
examples are invalid memory accesses, ...

Q2. Why a 10+ cycle gap? Remaining instructions in the pipeline

& Latency of the wrong path event detection

Training
701, Commitf'F_Eush 404
Instruction -
ancounterad ? #id Blt
v;f
Already .
§702 7 entry in the prefetch ™, Add entry 8707
~._ pattemn storage .-
Ty Populate Prefetch 5708
Control Information
by monitoring traffic
5703 Monitor Traffic fo
\ detect paftern L
e _| ~5709
Qnitialise Confidence_b R—
Mcnﬁored e Decrease Confidence D
5704 < pattern matches that s Mess Ay P s706
~ [nenty? 7 at minimum
Increase Confidence
S705° " njess already
at maximum

Q3. Why periodic? Confidence decreased
on wrong path events

51



TikTag-v2: Store-to-Load Forwarding

(

within 5 assembly
Instructions

J

if (cond) {

// CHECK: store-to-load
*check ptr = val; |Tag Check Fault
val = *check ptr; |Tag Check Fault

/I 1ES|: dependent load/store
*(test_ptr+val); |

No Access ‘

Suspected root cause

On tag check fault, the CPU blocks

store-to-load forwarding

0x2: wrong tag

Store Buffer | oad Buffer
4 N\ (
Address | Data Address | Data
0x1...1000 0x1...1000
) )
0x1...1000 | | val 0x2...1000 ?
0x2...1000 | | val 0x1...1000 ?
0x2...1000 | | val 0x2...1000 ?
;'_) \TJ
0x1: correct tag o i @ pnlentenk Mkt
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Roadmap

Real-world
gTE Bypass Attack
@

\Y"S ],[MTE]j
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Real-world Gadgets & Attacks
When MTE is enabled
r 1. Google Chrome V8 Engine 1

Constructed exploitable Gadget 2 from JavaScript
— Leak MTE tag of the renderer memory

. J

2. Linux kernel
Found potential Gadget 1 in snd_timer()
— Leak MTE tag of the kernel memory from user space

Refer to our paper for the details: https://arxiv.org/abs/2406.08719
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https://arxiv.org/abs/2406.08719

Google Chrome Threat Model

Chrome Renderer process

e

v N

8 JavaScript
Engine

_ V8 Sandbox p

P Blink Repderlng
Engine

[ JavaScript % LA J(css |

@

{—> Third-party libraries

Potential
Memory
Corruption

7

Attacker-
provided

N

Protected
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Google Chrome Threat Model

6 Chrome Renderer process
V ~N | MTE |
V8 Java.Scrlpt ¢  Blink Repderlng
Engine Engine

[ JavaScripﬁ [ s ][ 55 ] |
U | MTE |

L V8 Sandbox )<:> Third-party libraries

Potential
Memory

Corruption

7

Attacker-

N

_ provided

Protected

Challenge: Speculatively accessing beyond the V8 Sandbox

b/




Speculatively accessing beyond the
V8 Sandbox

JavaScript code

V8 compiled code

arr = new Uint8Array(64);

val = arr[idx];

64-bit out-of-bounds
else

:> elements = arr.Pointer + PirComprBase;
9 if (idx < arr. ) val = elements[idx];

37-bit (128GB Sandbox)

access arbitrary 64-bit addr
val = undefined;

— V8 does not protect the speculative paths

— Allows constructing TikTag-v2 gadget (+ Spectre-v1)

58



TikTag-v2 in JavaScript

iIf (cond) {

.
} Speculative Execution

- \ : out-of-bounds index (64-bit)
check[(idx)] = val;
val = check[] ; check[idx] : check_ptr
x =|test[vall]; e test[val]: test_ptr




Exploiting TikTag-v2 in V8

TaglLeak(target) { ‘
for (let tag=0; tag < 16, ++tag) { « lterate all tag values

7 _ ; . gheck]idx]
@ = AddrToldx(tag, target);, out-of-bound§v)?ﬂ%eé Invalid tag
. N
if (cond) {
check][ idx ]|= val: Tag Leakage No fault ‘ Tag Check Fault \
val =|check[ idx ]; Gadget No fault ‘Tag Check Fault\
x =| test[vall}; Q Access ‘ No Access ‘
\ } — =
| time[tag] = Measure(|test[val]||); I Fast Slow
}
| return time.indexOf(min(time)); | Tag Leaked!
}




1. Leak MTE Tag of vulnerable object

vuln.tag = . - &vuln ]—*[ vuln

[ TagLeak(&vuln)
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2. Leak MTE Tag of target object

vuln.tag = .
target.tag = C]

6 Chrome

.

target

vuln

TagLeak(&target) [«
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3. Reallocate target on tag mismatch

6 Chrome

vuln.tag = . - &vuln ]—> vuln
target.tag = C] . target

vuln.tag != target.tag
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3. Reallocate target on tag mismatch

6 Chrome

vuln.tag = .

Free(target);
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3. Reallocate target on tag mismatch

vuln.tag = .

Free(target);
Alloc(target);

.

TagLeak(&target) [«
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4. Trigger vulnerability on tag match

Trigger out-of-bounds access

vuln.tag = .
target.tag = .

vuln.tag == target.tag




CVE-2023-5217 Chrome libvpx heap overifow
Original Memory Corruption = Attack Fail

Elements Console Sources Network >>

© it Default levels ¥ No Issues git:( ) x ./out/pixel/bin/chrome_public_apk logcat -d 38151FDJHO0OVB

tart proc Z2o/0 rg nrom chrome:sandboxed processviorg.cnromium.conte

07-20 21:45:33.867 26749 26749 ] Zygote : Forked child process 26765
07-20 21:45:33.869 569 1746 t Mana - 765 :

t.a 3 e e Service 1€ Pai2d4 fo I nium rome/ore ymi content.app.SandboxedProcessService0:16}
07-20 21:45:33.873 26765 26765 E cessService0:16: Using CollectorTypeCMC GC.

07-20 21:45:33.890 26765 26765 |j) CompatibilityChangeReporter: Compat change id reported: 171979766; UID 90024; state: ENABLE
D

07-20 21:45:33.890 26765 26765 [] CompatibilityChangeReporter: Compat change id reported: 242716250; UID 90024; state: ENABLE
D

07-20 21:45:33.893 26765 26765 E ApplicationLoaders: Returning zygote-cached class loader: /system_ext/framework/androidx.wi
ndow.extensions.jar

07-20 21:45:33.895 26765 26765 [I] nativeloader: Configuring clns-7 for other apk /data/app/~~Wq5SRFIKnKZXtEjRSzjS3rg==/org.chr
omium.chrome-1RbKRdB7K3uFbjJgnLiqUA==/base.apk. target_sdk_version=34, uses_libraries=, library_path=/data/app/~~Wq5RFIknKZX
tEjRSzjS3rg==/org.chromium.chrome-1RbKRdB7K3uFbjJlgnLiqUA==/1ib/arm64:/data/app/~~Wq5RFIKnKZXtEjRSzjS3rg==/0rg.chromium.chrom
e-1RbKRdB7K3uFbjJgnLiqUA==/base.apk!/lib/arm64-v8a, permitted_path=/data:/mnt/expand:/data/user/0/org.chromium.chrome

07-20 21:45:33.902 26765 26765 i cr_SplitCompatApp: version=125.0.6422.231 (642223104) minSdkVersion=26 isBundle=false proce
ssName=org.chromium.chrome:sandboxed_process@:org.chromium.content.app.SandboxedProcessService0:16 isIsolatedProcess=true
07-20 21:45:33.906 26765 26765 M cr_ChildProcessService: Creating new ChildProcessService pid=26765

07-20 21:45:33.915 26765 26781 W cr_Libraryloader: Successfully loaded native library

07-20 21:45:33.916 26765 26781 W cr_CachingUmaRecorder: Flushed 2 samples from 2 histograms, © samples were dropped.

07-20 21:45:33.918 26765 26781 SystemServiceRegistry: No service published for: uimode

07-20 21:45:33.921 26765 26781 libc : SetHeapTagginglLevel: tag level set to 3

07-20 21:45:33.972 14168 14168 M cr_E2E_ControllerImpl: E2E Up Tab ‘New tab'

07-20 21:45:33.982 1569 3876 A\ctivityManager: Killing 26544:org.chromium.chrome:sandboxed_proces org.chromium. cc

e ated )yt needed

07-20 21:45:33.996 26749 26749 [l Zygote : Process 26544 exited cleanly (0)

’ - git:( ) X node ./server.js

i Listening on 0.0.0.0:8000

8767G =40% $08% §46.0°C 2 0/0 MB/s @ 47% balanced Sat20jul21:45:35 & @ & (43




CVE-2023-5217 Chrome libvpx heap overifow
With MTE Tag Leakage >

Elements Console Sources Network >>

Terminal - tmux

VI"ws:Ject with Chrome Developer Tools - Google Chrome
top v | © | [Filter Defaultlevels¥ | Nolssues | &3 | . o, ) x ./out/pixel/bin/chrome_public_apk logcat -d 38151FDJHO0OVB

€ Not allowed to load local resource: newtab/:1
chrome-native://newtab/

Navigated to

Initialize

- iromium-oob2 git:( ) X node ./server.js
Listening on 0.0.0.0:8000

Console

87676 =41% $07% §47.0°C ¥ 0/0 MB/s  47% balanced Sat 20 Jul21:50:08 ®




Vendor Responses

ARM

Acknowledged the MTE tag side-channel in multiple ARM cores
Cannot leave comments on the root causes

MTE Tags are not a secret

- Tag leakage iIs not a security vulnerability

Expected the cost of the hardware fix to be low and
recommended the fix.

ARM MTE Security Updates:
https://developer.arm.com/Arm%20Security%20Center/Arm%20Memory%20Tagqing%20Extension

69


https://developer.arm.com/Arm%20Security%20Center/Arm%20Memory%20Tagging%20Extension

Vendor Responses

Google Android Security Team
MTE tag leakage are hardware flaw of Pixel 8 & Pixel 8 pro

Still, MTE is a strong mitigation against
- Minimal attack surface (e.g., Messaging app)
- Physically remote attack (e.g., Bluetooth, NFC, Wi-Fi, ...)

- Process isolation, IPC attack (e.g., Android, Chrome browser)
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Vendor Responses

Google Chrome V8 Team

. Data confidentiality (including MTE tag’'s confidentiality) is out of
scope of the V8 Sandbox

(3 Chromium > Blink > JavaScript 41484034 ~

< C ¥r Security: V8 Spectre-v1
Comments (21) Dependencies (0) Duplicates (0) Blocking (0) Resources (0)
Vulnerability P3 + Add Hotlist external_security_report Security_Impact-Extended

awn STATUS UPDATE No update yet.

@ DESCRIPTION 253 / 84 / M7|- HE Z38tE created issue #1

Dec 14,2023 11:10AM

This template is ONLY for reporting security bugs. If you are reporting a
Download Protection Bypass bug, please use the "Security - Download
Protection" template. For all other reports, please use a different
template.

Please READ THIS FAQ before filing a bug: https:/chromium.googlesource.com
/chromium/src/+/HEAD/docs/security/faqg.md

Please see the following link for instructi on filing security bugs:
https://www.chromium.org/Home/chromium-security/reporting-security-bugs

Reports may be eligible for reward pay under the Chrome VRP:
http://g.co/ChromeBugRewards

NOTE: Security bugs are normally made public once a fix has been widely
deployed.

VULNERABILITY DETAILS

1. Overview

We report a new vulnerability in V8-optimized code that allows speculative memory access to arbitrary 64-bit memory addresses,
which bypasses the V8 Sandbox.

By design, V8 Sandbox thwarts illegal JavaScript memory access, ensuring both speculative and non-speculative memory access
are strictly restricted within the V8 sandbox. This design safeguards the renderer process from malicious JavaScript.

+1 o Hotlists (2) o
Reporter @ kimjuhi96@snu.ac.kr
Type Vulnerability
Priority P3
Severity sS4
Story points

sa...@google.com <sa...@google.com> #12 Dec 15,2023 07:10PM :

From the Objective section of the V8 Sandbox: "Build an in-process sandbox for V8 to prevent an attacker who successfully
exploited a V8 vulnerability, and thus is able to corrupt objects inside the V8 heap, from corrupting other memory in the
process and thus from executing arbitrary code" | think this is really it. We simply want to prevent memory corruption outside
of the sandbox. If we make reading memory outside of the sandbox harder, that's a nice side-effect, but we don't
design/implement anything specifically to prevent reads. Similarly, if we make it harder to exploit certain Blink bugs (e.g.
ArrayBuffer UaFs or OOB accesses), that's also nice, but is also just by accident.

Un-CC me

Code
Changes

N di e A
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Vendor Responses

Google Chrome V8 Security Team

Currently doesn'’t plan to adopt MTE on renderer due to potential

side-channel issues — Can be mitigated with a speculation-aware

(3 Chromium > Blink > JavaScript 41484041 ~
< C  Security: V8 Speculative MTE Tag Leakage

Comments (8) Dependencies (0) Duplicates (0) Blocking (0) Resources (0)

Vulnerability P3 + Add Hotlist external_security_report

an STATUS UPDATE No update yet.

@ DESCRIPTION 23| / &1 / H7|- Y E I8 created issue #1
VULNERABILITY DETAILS

1. Overview

We have identified an ARM Memory Tagging Extension (MTE) tag leakage vulnerability in V8, which bypasses the MTE-backed

e . sandbox design

Reporter & kimjuhi96@snu.ac.kr
Type Vulnerability
Priority P3
Dec 14,2023 11:17AM  } Severity s4
Status Won't fix (Obsolete)

Story points

Access Default access View

object-granule memory protection of Chrome on recent ARM devices (e.g., Pixel 8).

Heap objects, allocated through either PartitionAlloc (excluding v8 cage memory) or Androi
MTE. In this configuration, both PartitionAlloc and Scudo assign a random tag to an allocat:
between different objects. Upon deallocation, PartitionAlloc increments the tag, and Scudo
use-after-free.

With a 15/16 chance, two spatially or temporally disjoint objects are tagged with different t3
of memory corruption attacks to 1/16, raising the bar against memory corruption attacks.

Unfortunately, the tag leakage primitive we report here bypasses the MTE protection.

This primitive istriggered by malicious lavaScrint when ontimized intg native arm64 instri 1

sr...@google.com <sr...@google.com> #6 Dec 15,2023 05:32PM

Status: Won't Fix (Obsolete)

Hey, thanks for the report, this is really cool research!
However, this is a wontfix for us. We currently don't consider MTE to be a security boundary in the renderer and one of the

reasons is exactly side-channel issues like this.
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Hardware Mitigations

if (cond) { f

1. Always Block (Bad)

// Check
Access(check ptr); | NoFault | | Tag Check Fault
/] Test
Access(test ptr); ‘ No Access ‘ ‘ No Access ‘
! — Performance sacrifice

No Speculative Execution & No Data Prefetching
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Hardware Mitigations

if (cond) { T 2. Always Allos (Better)
// Check
Access(check ptr); | NoFault | | Tag Check Fault
/| Test A A *
Access(test_ptr); ceess ceess
! — MTE-Meltdown

Allows leaking data protected by MTE
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Software Mitigations

1. Eliminating Gadgets

Gadget scanning
Inserting speculation barrier or dummy instructions to invalidate

the gadget

2. Speculative path-aware Sandbox
V8 sandbox: Complete pointer (and index) compression
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The End of Memory Corruption?

Current MTE tag leakage side-channels allow the
attacker to bypass MTE random tagging

Next steps to end memory corruption:

Deterministic tagging (No random tags! - StickyTags),

Random tagging

Fix TikTag and prevent brute-force attacks (No second chance!)
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Questions?

kimjuhi96@snu.ac.kr
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