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×Vulnerability research: 

×Source code review 

×Reverse engineering 

×Debugging 

×Fuzzing 

×etc.

White box setting
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×Targets with limited/no public spec 

×No source code

×No available binary

×Encrypted updates

×Protected memory

×No debug 

Black box setting 

3



Can we explore black box targets more 

efficiently by leveraging physical access to 

the target? 

Fuzzing with side channels
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Sources of side channels
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Fuzzing with side channels
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×Types of side channels:

×Response data, timing, power trace, EM trace, 

serial memory access, GPIO activityé

×Hierarchy of sources

×Not all the SCA data has equal priority of labeling

×Response Ą Serial Ą Timing Ą Power/EM trace

×Extendable Hierarchical Labeler

Fuzzing with side channels approach
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Extendable Hierarchical Labeler
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Jitter and labelling
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