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INTRODUCTION

A Bloom filter is a memory structure that is used
to check whether input search data are present
in a table of stored data (Lookup) and are exten-
sively used in network security solutions that ap-
ply traffic flow monitoring or deep packet inspec-
tion.Speed of lookup affects the speed of many
network applications.

The most important components determining the
speed of Bloom filters are (1) Hash functions
(Non-cryptographic hashes not preferred) and (2)
Number of memory accesses (Limited or No use
of external memory).

We take on the challenge of developing ultra-
high-speed Bloom filters on FPGAs by propos-
ing a new noncryptographic hash function, called
Xoodoo-NC, derived from the cryptographic per-
mutation Xoodoo. We adopt Bloom-1 architecture
for a low latency bloom architecture.

CHALLENGES

=Slower lookup architectures cause mismatch in
throughput between the router and the network.
=High processing overhead not always mean

fast. More area, power, and low frequency on
hardware. =Present architectures are fast?

CAM: Low latency, low operating frequency. Op-
erating frequency of CAMs is not really suitable
for Terabit networks.

Bloom Filters: High latency, high operating fre-
quency. Low memory footprint but high compu-
tation overhead and presence of false positives.
No. of memory accesses o< No. of Hash functions
(k).

=The computation overhead of hash functions
must also be reduced without adversely atfecting
the avalanche properties.
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ALGORITHMS & ARCHITECTURESHE ALGORITHMS & ARCHITECTURES

A high-speed non-cryptographic algorithm
Xoodoo-NC is proposed and integrated to
Bloom-1 [1] architecture.

Xoodoo-NC: Xoodoo-NC is a reduced-
round,reduced-state version of Xoodoo [2],
inheriting Xoodoo’s desired avalanche prop-
erties, resulting in an ultra-low-latency non-
cryptographic hash function.

=Xo00doo-NC is faster, thanks to low logical
depth.

=QOutput size can be any multiple of 96 by con-
catenating each round outputs after 2 rounds.
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Figure 1: Xoodoo graphical representation

Xoodoo Xoodoo-NC
384-bit state 96-bit state
x=4, y=3, z=32 x=1, y=3, z=32

No. of rounds=12 No. of rounds=2 to 3

Table 1: Xoodoo Vs Xoodoo-NC
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Figure 2: Xoodoo hardware block diagram

Bloom-1: A fast Bloom filter architecture Pro-
posed by Y. Qiao et al., that only requires one
read-out for each query and update operations.
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Figure 3: Bloom-1 representation

=Bloom-1 uses a single hash function (log2l +
k.logaw) (Xoodoo-NC in our implementation).
=2-Dimensional memory array with all hash val-
ues mapped to a single membership word.
=Frequency of operation and latency doesn’t
change with k.

h=logyl + klog,w
J
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Figure 4: Bloom-1 hardware block diagram

RESULTS & ANALYSIS

=Experiments conducted on a Xilinx Virtex Ul-
trascale+ FPGA (XCVU7PFLVC2104-1-E)

= Testing parameters: Flow ID-96 bits

=Hash functions used: FNV-1la (64-bit & 128-
bit, Pipelined and non-pipelined) and Xoodoo-
NC (96-bit & 192-bit, Number of rounds 2 or 3)
—Bloom-1 Parameters: 1=4096, w=64, m=262144
=Xo00doo-NC provides full bit-dependence and
quasi-strict avalanche weight after 2.5 rounds,
and ~ 90% dependence after round 2.

CONCLUSION
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RESULTS & ANALYSIS

Rounds D,, Wy, H,.,

2 84 35.408 80.332
2.5 96 47.324 95.864
3 96 47.309  95.867

Table 2: Avalanche scores of Xoodoo-NC

=X00doo-NC based bloom-1 outperforms the
Xilinx IP CAM in terms of latency, resource uti-
lization, and operating frequency for inserting
1024 elements(Fig D).

= Comparing with the Bloom-1 implementation
with FNV-1a, Xoodoo-NC based implementation
significantly better than the other 5).

= This implementation has a latency of 3 clock
cycles for update operation consisting of only one
memory access, which is the lowest latency pos-
sible among available hardware implementations
of bloom filters to the best of our knowledge.
=The proposed implementation has a lookup de-
lay of 6.49ns, which makes Xoodoo-NC based
bloom-1 the the fastest lookup architecture to the
best of our knowledge.

Max freq| Lookup

Design k fpr LUTs| FFs BRAM DSP| [MHz] Delay [ns]
Xo00doo-NC 12[2.61x10~7| 675 158 751 0 462.32 6.49
FNV-1la 12]2.61x10—7| 1366] 339 7.5 15 121.18 132.03
FNV-1a Pipelined 12 2.61x10~7| 2706[1562 7.5180] 104.87 38.14
CAM 0.0 6731|1145 320 O 112.75 17.74

Figure 5: Comaprison of Bloom-1 & CAM

=We targeted novel algorithms and architectures for high-speed Bloom filters on FPGA, used for fast

lookups in network (security) applications.

=A new high-speed hardware-oriented non-cryptographic hash function called Xoodoo-NC is pro-
posed and is integrated into a Bloom-1 architecture and evaluated on a Virtex UltraScale+ FPGA of

Xilinx.

=To our knowledge, our work significantly outperforms all other existing solutions in terms of resource
occupation, operating frequency, lookup delay and false positive rate compared to previously reported
Bloom filter architectures and Contentaddressable Memories on FPGA.
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APPENDIX APPENDIX

Evaluation: Figures and Tables

Hardware block diagrams
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Figure 5: Xoodoo hardware block diagram
Figure 1: Maximum Operating Frequency and Delay of Bloom-1
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Figure 2: Resource Utilization of Bloom-1: Logic resources and DSP units 5
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. Figure 7: FNV-1a architecture
Figure 3: COMPARISON OF BLOOM-1 BASED AND CAM BASED IMPLEMENTATIONS
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Design m k | input size | LUTs FFs BRAMs Frequency fpr accesses FPGA TN I”p"”efm” <|I:D . fah ep e 1€
'1](SBF) 4006 | 10 | 10 byte | 1495 | 1297 5 73.51 MHz | 8.89x10—? 2 Virtex 2000E et e I —
2] (SBF) 16384 | 8 8 byte 1058 | 1058 4 200.6 MHz | 5.74x10—1 4 Virtex-4 <> gp b — >
2] (CBF) 16384 8 8 byte 1188 1188 4 201.6 MHz 5.74x10—4 4 Virtex-4 P Octet register L Ofi‘ij
Ours (xoodoo-NC) | 262144 | 12 12 byte 675 158 7.5 462.32 MHz | 2.61x10—7 1 Virtex UltraScale+ ol Bt 2] 1]0 P PE

3 PE, [€ 1

» PEq o

Figure 4: COMPARISON WITH RELATED WORK
Figure 8: FNV-1a pipelined architecture

h=logyl + klog,w
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