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Steganography can be used for legitimate or malicious purposes
* Detection of malicious spatial-domain steganography inserted by untrustworthy hardware

* Novelty: Transmission channel affected by noise (Gaussian, packet loss)

* Neural Network for reliable detection of steganography bits inserted by state-of-the-art algorithms
* Noise affects both: the malicious communication and the detection procedure

Steganography : Hide information in multimedia content
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METHODOLOGY

Payload parameter: Bit flips and error rate Detection accuracy
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EXPERIMENTAL RESULTS

Error rate of steganographic channel when image transmitted Detection accuracy for different spatial-domain Detection accuracy for different payloads (percentages of
with noise levels leading to PSNR = 30-60 steganography algorithms and noise types/levels used stego bit positions) for WOW algorithm
(G : Gaussian, PL : packet loss)
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number of redundant bits which can be detectable by our deep learning approach




