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We are ..

❖ VUSec systems security academic research group

❖ Defensive & offensive security projects using systems 
techniques

❖ VU University in Amsterdam

❖ @vu5ec on Twitter
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Software depends on hardware

❖ Classic hierarchy
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❖ And hardware is solid right?

❖ CPU and memory can’t leak or corrupt data?



Software depends on hardware
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Overview: two ways hardware can let you down

❖ Breaking ASLR: an MMU side channel (AnC)

❖ Compute virtual addresses of data & code

❖ With microarchitectural MMU side channel, not software

❖ Even from a JavaScript sandbox, 22 u-archs

❖ This leaks secrets
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Overview: two ways hardware can let you down

❖ Rogue Memory Write with Rowhammer (Flip Feng Shui)

❖ Change a bit in a memory page of a victim

❖ Demonstrated with cross-VM memory write attack

❖ Cross-VM Break GPG (apt) and SSH RSA security

❖ This changes victim’s data
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Overview: two ways hardware can let you down

❖ Driven from Software

❖ We exploit Hardware Flaws

❖ No software bugs
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s
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ANC: MMU SIDE CHANNEL



Teaser - AnC
❖ Visualization - JavaScript - and no software bug  
 
 
 
 
 
 

❖ There will be a demo video
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ASLR
❖ Main justification

❖ Response to exploitation in the 90s

Application

Stack
0xbfffffff

Exec
Non-Exec

0x08048000

0xbffffxyz
0x90909090
SHELLCODE
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ASLR
❖ Let’s randomize both areas: ASLR

❖ Also DEP. So exploitation requires ASLR leak and ROP

Stack
0x????????

Exec
Non-Exec

0x8048abc
0x8048def
SHELLCODE

0x????????
Application
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Side Channels
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Pagetable Walks From DRAM
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❖ Page tables point to the next step in a tree



Pagetable Walks From DRAM
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CR3:  Level 4 Physical Addr

0x644b321f4000
11001000100101100110010000111110100000000000000



Pagetable Walks From DRAM
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CR3:  Level 4 Physical Addr

Level 4

0x644b321f4000
11001000100101100110010000111110100000000000000



Pagetable Walks From DRAM
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CR3:  Level 4 Physical Addr

Level 4

0x644b321f4000
11001000100101100110010000111110100000000000000



Pagetable Walks From DRAM
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PTE 200: Level 3 Phys Addr

CR3:  Level 4 Physical Addr

Level 4

0x644b321f4000
11001000100101100110010000111110100000000000000



Pagetable Walks From DRAM
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PTE 200: Level 3 Phys Addr

CR3:  Level 4 Physical Addr

Level 4 Level 3

0x644b321f4000
11001000100101100110010000111110100000000000000



Pagetable Walks From DRAM
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PTE 200: Level 3 Phys Addr

CR3:  Level 4 Physical Addr

Level 4 Level 3

0x644b321f4000
11001000100101100110010000111110100000000000000



Pagetable Walks From DRAM

20

PTE 200: Level 3 Phys Addr

CR3:  Level 4 Physical Addr

Level 4 Level 3

PTE 300: Level 2 Phys Addr

0x644b321f4000
11001000100101100110010000111110100000000000000



Pagetable Walks From DRAM
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PTE 200: Level 3 Phys Addr

CR3:  Level 4 Physical Addr

Level 4 Level 3 Level 2

PTE 300: Level 2 Phys Addr

PTE 400: Level 1 Phys Addr

0x644b321f4000
11001000100101100110010000111110100000000000000



Pagetable Walks From DRAM
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PTE 200: Level 3 Phys Addr

CR3:  Level 4 Physical Addr

Level 4 Level 3 Level 2 Level 1

PTE 300: Level 2 Phys Addr

PTE 400: Level 1 Phys Addr

PTE 500: Target  Phys Addr

0x644b321f4000
11001000100101100110010000111110100000000000000



Pagetable Walks From DRAM
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PTE 200: Level 3 Phys Addr

CR3:  Level 4 Physical Addr

Level 4 Level 3 Level 2 Level 1

PTE 300: Level 2 Phys Addr

PTE 400: Level 1 Phys Addr

PTE 500: Target  Phys Addr

0x644b321f4000
11001000100101100110010000111110100000000000000

TLB



Pagetable Walks From DRAM
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PTE 200: Level 3 Phys Addr

CR3:  Level 4 Physical Addr

Level 4 Level 3 Level 2 Level 1

PTE 300: Level 2 Phys Addr

PTE 400: Level 1 Phys Addr

PTE 500: Target  Phys Addr

0x644b321f4000
11001000100101100110010000111110100000000000000

TLB

VAddr PAddr



Pagetable Walks From DRAM
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PTE 200: Level 3 Phys Addr

CR3:  Level 4 Physical Addr

Level 4 Level 3 Level 2 Level 1

PTE 300: Level 2 Phys Addr

PTE 400: Level 1 Phys Addr

PTE 500: Target  Phys Addr

0x644b321f4000
11001000100101100110010000111110100000000000000

TLB

VAddr PAddr

PT Data Cache



CPU Caches
❖ Memory cache lines can only go into one small cache set
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Cache

DRAM

Cache Set



Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Cache

DRAM1 2 3 4 5

11 12 13 14 15

6 7 8 9 10

16 17 18 19 20

21 22 23 24 25 26 27 28 29 30

Cache Set



Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Cache

DRAM1 2 3 4 5

11 12 13 14 15

6 7 8 9 10

16 17 18 19 20

21 22 23 24 25 26 27 28 29 30

Cache Set



Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Cache

DRAM1 2 3 4 5

11 12 13 14 15
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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DRAM1 2 3 4 5

11 12 13 14 15

6 7 8 9 10

16 17 18 19 20

21 22 23 24 25 26 27 28 29 30

Cache Set



Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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1 2 3 7
Cache

DRAM1 2 3 4 5

11 12 13 14 15

6 7 8 9 10

16 17 18 19 20

21 22 23 24 25 26 27 28 29 30

Cache Set



Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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1 2 3 7 18
Cache

DRAM1 2 3 4 5

11 12 13 14 15

6 7 8 9 10

16 17 18 19 20

21 22 23 24 25 26 27 28 29 30

Cache Set



Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors
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Tiny Cache Example

❖ 2-way cache, 5 sets per page, showing 2 colors

❖ Eviction sets follow page offsets
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Big picture: cached page tables

Cache Set

Page



EVICT+TIME

❖ Flush TLB, forcing pagetable walk

❖ 2x to measure cached lookup time

❖ Flush TLB

❖ Evict first cacheline

❖ Measure possibly-uncached lookup time

❖ Find cacheline dependencies
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EVICT+TIME in Cache
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PTE 200: Level 3 Phys Addr

CR3:  Level 4 Physical Addr

Level 4 Level 3 Level 2 Level 1

PTE 300: Level 2 Phys Addr

PTE 400: Level 1 Phys Addr

PTE 500: Target  Phys Addr

0x644b321f4000
11001000100101100110010000111110100000000000000

TLB

VAddr PAddr



EVICT+TIME in Cache
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Cache
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EVICT+TIME in Cache
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❖ Let’s do it again
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❖ Uncached now



JavaScript Complications

❖ A security boundary: sandbox

❖ There are some complications

❖ Instruction re-ordering

❖ Low resolution timer

❖ Contiguous virtual address 
space

86

❖ For code: a large block of JIT

❖ Return right away

❖ Don’t forget to flush the iTLB

Prototypes in Firefox and Chrome
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Results: tested microarchitectures
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CPU Model Microarchitecture Year

Intel Xeon E3-1240 v5 Skylake 2015

Intel Core i7-6700K Skylake 2015

Intel Celeron N2840 Silvermont 2014

Intel Xeon E5-2658 v2 Ivy Bridge EP 2013

Intel Atom C2750 Silvermont 2013

Intel Core i7-4500U Haswell 2013

Intel Core i7-3632QM Ivy Bridge 2012

Intel Core i7-2620QM Sandy Bridge 2011

Intel Core i5 M480 Westmere 2010

Intel Core i7 920 Nehalem 2008

AMD FX-8350 8-Core Piledriver 2012

AMD FX-8320 8-Core Piledriver 2012

AMD FX-8120 8-Core Bulldozer 2011

AMD Athlon II 640 X4 K10 2010

AMD E-350 Bobcat 2010

AMD Phenom 9550 4-Core K10 2008

Allwinner A64 ARM Cortex A53 2016

Samsung Exynos 5800 ARM Cortex A15 2014

Samsung Exynos 5800 ARM Cortex A7 2014

Nvidia Tegra K1 CD580M-A1 ARM Cortex A15 2014

Nvidia Tegra K1 CD570M-A1 ARM Cortex A15; LPAE 2014
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FLIP FENG SHUI



Flip Feng Shui
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• Malicious VM in the cloud compromising neighbors 
• Rowhammer + Memory Deduplication 
• You can flip a bit in another VM

What would YOU flip?



Rowhammer 
A DRAM hardware glitch
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❖ Your DRAM is not as reliable as you think…

❖ If you read quickly charge leakages will result in bits to flip

❖ Does not happen due to multiple levels of caches

❖ 80+% of DDR3 DIMMs affected, reports also on DDR4 
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❖ Your DRAM is not as reliable as you think…

❖ If you read quickly charge leakages will result in bits to flip

❖ Does not happen due to multiple levels of caches

❖ 80+% of DDR3 DIMMs affected, reports also on DDR4 
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Rowhammering in the Cloud
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Hypervisor
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How do we force the Victim VM to store sensitive data here?
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Rowhammering in the Cloud
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Memory Deduplication
How do we force the Victim VM to store sensitive data here?
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Operating System / Hypervisor searches for duplicate pages

Hypervisor

buf = malloc(...)      0xbf610000  
                       0xbf650000 
    Attacker VM             0xbf690000 

buf = malloc(...)      0xbff00000  
                       0xbff40000 
   Victim VM               0xbff80000 
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Operating System / Hypervisor searches for duplicate pages
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Move victim’s page into a location with a bit flip!
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Flip Feng Shui

What would you flip?
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Juicy Targets
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Cryptographic public keys

Domain names



Reproduce the bit flip 
Cryptographic keys
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Hypervisor

Attacker VMVictim VM

Public RSA key from .ssh/authorized_keys

ssh-rsa AAAAB3NzaC1yc2EAAAADAQABl8h0VfRbC7naVs...



Reproduce the bit flip 
Cryptographic keys
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Hypervisor

Attacker VMVictim VM

Public RSA key from .ssh/authorized_keys 
• Flipping a bit changes the public/private key pair

ssh-rsa AAAAB4NzaC1yc2EAAAADAQABl8h0VfRbC7naVs...



Reproduce the bit flip 
Cryptographic keys
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Hypervisor

                      Attacker VMVictim VM

Public RSA key from .ssh/authorized_keys 
• Flipping a bit changes the public/private key pair 
• New public key is easy to factorize

ssh-rsa AAAAB4NzaC1yc2EAAAADAQABl8h0VfRbC7naVs...

P = ... 
Q = ...



Reproduce the bit flip 
Cryptographic keys
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Hypervisor

Victim VM

Public RSA key from .ssh/authorized_keys 
• Flipping a bit changes the public/private key pair 
• New public key is easy to factorize 
• Attacker computes the new private key and gets SSH access

ssh-rsa AAAAB4NzaC1yc2EAAAADAQABl8h0VfRbC7naVs...

                      Attacker VM
id_rsa = ... 



Reproduce the bit flip 
Cryptographic keys + domain names
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Hypervisor

Attacker VMVictim VM

Domain name used for apt-get upgrade

security.ubuntu.com/ubuntu



Reproduce the bit flip 
Cryptographic keys + domain names

114

Hypervisor

Attacker VMVictim VM

Domain name used for apt-get upgrade 
• Flipping a bit changes the domain name used to pull updates 
• Attacker hosts malicious ls command at ubunvu.com

security.ubunvu.com/ubuntu
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Hypervisor

Attacker VMVictim VM

Domain name used for apt-get upgrade 
• Flipping a bit changes the domain name used to pull updates 
• Attacker hosts malicious ls command at ubunvu.com 
• Packages are signed: also flip a bit in the GPG keychain

security.ubunvu.com/ubuntu
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Hypervisor

Attacker VMVictim VM

Domain name used for apt-get upgrade 
• Flipping a bit changes the domain name used to pull updates 
• Attacker hosts malicious ls command at ubunvu.com 
• Packages are signed: also flip a bit in the GPG keychain

security.ubunvu.com/ubuntu

/etc/apt/trusted.gpg: mQGiBEFEnz8RBAC7Ls...
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Cryptographic keys + domain names
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Hypervisor

Attacker VMVictim VM

Domain name used for apt-get upgrade 
• Flipping a bit changes the domain name used to pull updates 
• Attacker hosts malicious ls command at ubunvu.com 
• Packages are signed: also flip a bit in the GPG keychain 
• Attacker computes the new GPG key and signs his backdoored ls

security.ubunvu.com/ubuntu

/etc/apt/trusted.gpg: mQGiBDFEnz8RBAC7Ls...



Reproduce the bit flip 
Cryptographic keys + domain names
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Hypervisor

Attacker VMVictim VM

Domain name used for apt-get upgrade 
• Flipping a bit changes the domain name used to pull updates 
• Attacker hosts malicious ls command at ubunvu.com 
• Packages are signed: also flip a bit in the GPG keychain 
• Attacker computes the new GPG key and signs his backdoored ls 
• Wait for victim to apt-get upgrade

security.ubunvu.com/ubuntu

/etc/apt/trusted.gpg: mQGiBDFEnz8RBAC7Ls...
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• ubunvu.com 
• ubuftu.com 
• ubunte.com 
• ubuntt.com 
• ubuntw.com 
• ubun4u.com 
• ubunuu.com

Exploitable Domains

• dabian.org 
• ddbian.org 
• debiaf.org 
• debicn.org 
• debial.org 
• debiqn.org 
• debien.org

And more...
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Demo Time
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This Year’s Blackhat Pwnie Awards
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❖ Flip Feng Shui Nominated For Best Cryptographic Attack Pwnie



This Year’s Blackhat Pwnie Awards
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❖ AnC Won Most Innovative Research Pwnie
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❖ Victor went to Vegas to 
collect them for us

This Year’s Blackhat Pwnie Awards



Conclusion

❖ MMU cache side channel breaking ASLR in sandboxed environments

❖ Targeting Rowhammer to compromise SSH and GPG

❖ Hardware is not a flawless abstraction! it can break and leak.  

❖ AnC: www.vusec.net/projects/anc/

❖ FFS: www.vusec.net/projects/flip-feng-shui/
❖ @vu5ec, @gober, @bjg

127

https://www.vusec.net/projects/anc/
https://www.vusec.net/projects/flip-feng-shui/


Thank you

❖ Thank you for your attention
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Results: reliability

 0
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Success rate
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Results: noise
❖ Repeat measurements vs confidence margin  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