


1989

* Since 1989: Smart Card Research

* Brunsbuttel, Kiel, Hamburg

* Reverse Engineering

» Authors & Columnists during study

* Consultancy for Data Protection/Privacy

* Privacy/Security weaknesses revealed:
Health insurance card, ec-card, ...

» Contacted by headhunter in 1999
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2015

» Since 1999: Working with Infineon

* Munich
» Chip Security (Operational&Strategic)
* Leading the internal ,,hacker* group

* Development of new attacks
for threat anticipation

 Amateur attack projection
* Private security research ongoing...
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Let's go 25 years back !

Telefonkarte (=

sseagesprach st ilhger, als manchy
ule denk Zum Beispiel kostel 1 Minute
Deutschiand — USA nur 3 45 DM

o

40 Einheiten 12 DM Oy Telekom

ey wel

NEU:

Infineon

o

Chipcards were NEW in the field

Chip technology was unknown to public
WHAT'S BEHIND THE GOLD CONTACTS?

So let's do some reverse engineering! But...
Spent cards were rare

New cards were expensive (12 or 50 DM)
Non-destructive analysis first, to save costs

Telefonieren
ochne
Miinzen
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Let's go 25 years back !

Phonecard functional analysis
» ,Yellow Data Box*

Contains phonecard chip (see arrow)

Stimulates Clock&Reset pins

Shows phonecard output (1/0)

Logging done by pencil and paper...

Pictures: Private Archive M.Janke, P.Laackmann

01.10.2015 Copyright © Infineon Technologies AG 2015. All rights reserved.




