
Protect Your Screen From Eavesdropping
Don’t Forget Its Power Supply

Emmanuel COTTAIS
ANSSI - National Cyber Security Agency of France



About the author

â ANSSI: National Cyber Security Agency of France
â Wireless Security Lab

+ 11 members (4 PhDs, 1 PhD student)
+ Wireless Communications Security (mobile communication, Wi-Fi,

Bluetooth, RFID, etc.)
+ Embedded Systems
+ Physical layer
+ Signal Processing
+ Electromagnetic Security (TEMPEST, IEMI)

â Emmanuel COTTAIS
+ PhD in electronics
+ Electromagnetic security Expert
+ TEMPEST team leader

Protect Your Screen From Eavesdropping E. COTTAIS (ANSSI) November 3, 2023 1 / 47



TEMPEST: what will we talk about?

Google gives many different results:

WWII fighter Future RAF fighter

Sailboat Capelli®boats rangeK-pop group Metal groupShakespeare drama Video game

Fortunately, none of these !!!
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TEMPEST: what will we talk about?

Electromagnetic emanations
• Origin
• Impacts on security
• How to protect sensitive data?
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Agenda

1 The TEMPEST threat

2 Protection strategy against electromagnetic emanations

3 Live demo
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Electromagnetic compatibility (EMC)

â EMC gives a set of rules to assure that electronic equipment can
work close to each other
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Electromagnetic compatibility (EMC)

â EMC is based on 2 fundamental principles
+ Emissivity of parasitic signals

+ Can’t be canceled, always present, more or less powerful
+ Should not be too much powerful to cause perturbations on other

equipment around
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Electromagnetic compatibility (EMC)

â EMC is based on 2 fundamental principles
+ Susceptibility of an equipment

+ Ability to work inside an electromagnetic environment
+ Should not be too much weak to take into account other equipment

working around
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Electromagnetic compatibility (EMC)

â EMC is based on 2 fundamental principles
+ Susceptibility of an equipment

+ Ability to work inside an electromagnetic environment
+ Should not be too much weak to take into account other equipment

working around
+ What consequences of EMC susceptibility?

Fishbowl operation
High-altitude nuclear tests – 1962
400km above the Pacific Ocean
Impacts 1445 km away, in Hawaii

source: wikipedia.org
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Electromagnetic compatibility (EMC)

â EMC is based on 2 fundamental principles
+ Emissivity of parasitic signals
+ Susceptibility of an equipment

â Since 2014 (Directive EU/2014/30) UE includes EMC aspects for
all electronic devices to be sent in UE market
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Risk linked to emissivity

Confidentiality may be broken if compromising emanations
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Risk linked to emissivity

A

B

C

A can be regenerated from B =⇒ B is compromising

? ?

A can’t be regenerated from C =⇒ C is not compromising
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Risk linked to susceptibility

Integrity and/or availability may be broken
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Link between EMC and TEMPEST

IT
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Electromagnetic emanations: origin

NL
comp.

e1

e2
s = P(e1 + e2)

Any electronic board contains
nonlinear components which gen-
erate undesired amplitude modu-
lations

P(x) = a0 + a1.x + a2.x2 + a3.x3 + . . .
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Electromagnetic emanations: potential leakage paths

1

Ü

1 Leakage along power lines
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metallic conductors
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Most risky case: video signal

Video signal is repetitive (60 frames/sec)

Averaging is easy to improve quality

Leakage amplified by badly shielded connectors

shielded

connector

glued
connector
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Most risky case: video signal

VGA

borders only

DVI/HDMI
borders and contrast
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Part of a global protection scheme

Partial protection is not efficient !!!

TEMPEST

Sight Acoustics

IT security
Physical security
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Protection: balance equipment/building

Equipment

Building

Select equipment
with low power EM
emanations

Consider the pro-
tection given by
the building struc-
ture face to EM
waves
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Most efficient protection

Shielded enclosure (or Faraday cage)

3 Best protection

3 Efficient EM isolation between inside
and outside
3 Typical attenuation: 100 dB within
[10 MHz – 1 GHz]

s Door shall stay closed

7 Speech not protected

7 Inefficient against communicating
devices

7 Speech not protected

à Additional acoustic protection

7 Inefficient against communicating
devices

ß Rise maximum attenuation (140 dB)
and freq. (40 GHz)
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Most efficient protection

Example: Sistine Chapel was fitted with Faraday cage and electronic
jammers to prevent information leak during papal election
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But not applicable in all cases
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Protection based on equipment selection

?

Level A

Level B

Level C

Level D
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Protection based on equipment selection

Level A equipment
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Protection based on equipment selection

Equipment evaluation

Inside a shielded enclosure to be preserved from EM environment

H
HH

HHH
H H H
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Protection based on building structure attenuation

?

Zone 2

Zone 1

Zone 0
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Protection based on building structure attenuation
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Association room / equipment

Equipment
protection

Room
protection

Strong

Strong

Weak

Weak

Strong

Weak

Strong

Weak

possible leakage

additional charge not justified

good trade-off, protection level
optimized
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Demo 1: unshielded video cable

video cable with un-
shielded connectors
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Demo 1: receiving chain

PCB
antenna

real-time
spectrum
analyzer

computer
for display

Martin Marinov’s
TempestSDR*

* https://github.com/martinmarinov/TempestSDR
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Demo 2: leakage on power line
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Demo 2: receiving chain

Current clamp
real-time
spectrum
analyzer

computer
for display

Martin Marinov’s
TempestSDR*

* https://github.com/martinmarinov/TempestSDR
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Thank you for your attention
—

Questions?
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