How deep is the rabbit hole?

A deep dive into exploitation of a popular smart speaker

Sergei Volokitin
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About me

* Sergei Volokitin
* 7+ years at Riscure

* Independent Security research
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Are you listening, Alice Alexei?
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Alice

Developer(s)

Initial release

Written in
Operating system

Available in

Type

Website

Yandex

October 10, 2017, 6 years
ago

C-4.

Windows, i0S, Android
Russian

Intelligent personal
assistant
alice.yandex.ru2 (in
Russian)
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e Subscription only model:
* You get a device for 1 P, but

* it is locked and only works with valid subscription
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The suspicion

* No public research on Yandex Mini 2

e Similar device from another vendor (Alyssa enabled)

Irbis-A / research / mount.txt (&

O Rhyscoch # This is a combination of 2 commits. e

Code Blame 12 lines (12 loc) - 657 Bytes &3 Code 55% faster with GitHub Copilot
1 /dev/ubi@_© on / type ubifs (rw,relatime)
2 devtmpfs on /dev type devtmpfs (rw,relatime,size=51484k,nr_inodes=12871,mode=755)
3 proc on /proc type proc (rw,relatime)
4 devpts on /dev/pts type devpts (rw,relatime,gid=5,mode=620,ptmxmode=000)
g +mnfc nn /dovichm +una +mnfc (ru rolatima mndo=777)\
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Intro

* Amlogic A113X, 4-Cortex A53
« 256 MB NAND

* OTA updates are encrypted
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Hardware way

A S

Desolder NAND flash

Dump memory

Almost break one of the pins
Put it back in place

RE 12.5 MB maind C++ binary
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UART

* Under the bottom cover there are 8 pins
* Serial log on one of the pins
* RX only works in recovery

Recovery boot prompts “RH:”, reads 32 chars, reboots

uboot env amlnf env_save : ####
aml_nand_save rsv_infe , nenv: valid=1, pages=32

aml nand save rsv_info: ,s5ave info to 330668
aml nand write rsv:536,write info to 330600
Hit Enter or space or Ctrl+C key to stop autoboot -- : @

: AXG:BL1:didbf2:a 61 ; FEAT : FBDC31BC: 2600 ; POC:F; EMMC: 800 ;NAND:®;READ:9;0.0;0.0;CHK:0;
sdio debug board detected
TE: 13797%

BLZ2 Built : 19:34:36, Jul 306 2018. axg gd867c12 - yuegui.he@droid@g9-sz
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NAND and OOB

* Tom Catshoek
* First month project @Riscure
* Fl on “RH” input

* Not successful

e Crashes revealed SHA1 consts
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Glitching U-Boot

* PCjump to a string

Mode: [Text ‘v': EE'L_G@@ s &=

"Synchronous Abort" handler, esr 0x86000004 A
ELR:

LR 655fa5726f747370

0 ¢ 0000000000000000 1 : 0000000000003 c05
®2 : 0000000000000000 %3 @ 000000000ff06a14
*4 @ 000000000ff06a14 x5 : 000000000000000c
b

: 000000000ff3421e %7 : 0000000000000079
%8 : 000000000ff08bd0 x9 : 0000000000000000
%10: 000000000000000f x11: 000000000f3c7f8
x*12: 0000000000000000 x13: 0000000000000000

s A e TR T T T T T et e LT T T T T T T T T T

ASCII

ELDG:I‘-JE‘IM-&L'\JMH

i
i

Type of data currently in cell: Text [ Mumeric r:) Convert

e_erotsp
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First blood

* The board implements secure boot

* At some moment after FI campaign boot log changed:

uboot env amlnf _env _read : ##H##

aml nand read rsv_info:413,read nenv info
1In: serial

Out: serial

EEp: serial

project EATON or ORION force to A98L
board id is : 12

id is : @
luboot env amlnf _env save

Hexplot

uboot env amlnf_env_read

L

aml nand read rsv _info:413,read

Tn: serial
Out: serial

Err: serial
project EATON or ORION for
board id is : 12

id is : 2
uboot env amlnf_env_save

ce To

D

nenv info
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First blood

* The board implements secure boot

* At some moment after FI campaign boot log changed:

uboot env amlnf _env _read : ##H##

laml nand read rsv_info:413,read nenv info
1In: serial

Out: serial

ErEr: serial

project EATON or ORION force to A98L
board id is : 12

. id is : 8

luboot env amlnft _env save : ####

uboot env amlnf_env read : ####

aml nand read rsv _info:413,read nenv info
In: serial

Out: serial

Err: serial
project EATON or ORION force to ASS8L
board id is : 12
id is : 2
uboot env amlnf _env _save : ####

Not entire flash is authenticated?
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NAND OOB DATA

* NAND data blocks are 512 bytes
* 16 byte OOB data for each block
* The polynomial is unknown
* Brute force all the common polynomials
* The OOB data is XORed with 16 byte value
* Erased block of FF..FF has FF..FF OOB data

* OOB data can be recomputed
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NAND OOB DATA

* NAND data blocks are 512 bytes
* 16 byte OOB data for each block
* The polynomial is unknown
* Brute force all the common polynomials
* The OOB data is XORed with 16 byte value
* Erased block of FF..FF has FF..FF OOB data

* OOB data can be recomputed
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Can modify NAND data

Linux system files are not
authenticated
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NAND OOB DATA

e NAND data [

* 16 byte OO¥
odify NAND data

* The polyno

* Brute force § stem files are not

. The OOB da _ thenticated

* Erased b
* OOB data cc
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Getting Root

#1/bin/sh
case $1 in
start)
T=%(/bin/fw_printenv | grep rabbit_hole_debuq)

#!/bin/sh
case 1 in
start)
T=%(/bin/fw_printenv | grep rabbit_hole_debug)

Hexplot

if [ "$T" == "rabbit_hole_debug=1'1; then L if [ "$T" == 'rabbit_hole_debug=0'1]; then
sh > [dev/ttyS0 < [dev/ttyS0O & sh = fdev/ttyS0 < [dev/ttyS0 &
fi fi
*} rr *} r
echo $"Usage: $0 {start}" echo $"Usage: $0 {start}"
exit 1 exit 1
esac esac
exit §7 exit §?
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Getting Root

#1/bin/sh
case $1 in
start)
T=%(/bin/fw_printenv | grep rabbit_hole_debug)
if [ "$T" == 'rabbit_hole_debug=1']; then
sh > [dev/ttyS0 < [dev/ttyS0 &

-

-

#!/bin/sh
case 1 in
start)
T=%(/bin/fw_printenv | grep rabbit_hole_debuq)
if [ "$T" == 'rabbit_hole_debug=0' ]; then
sh = [dev/ttyS0 < [dev/ttyS0 &
fi

Hexplot
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How secure is the system

* Linux system, with some Android strings
 All the processes run as root

* Including network services
e All the mount points are RW

* Single compromised prosses gives

an attacker persistence on the device
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Secret message list commands

* There are 3 “Secret commands”

1 in { {
"firstrunddttpClientTimeoutSec™: 130,
"secretMsgList™: [

{
"hash™: "fB8c046lac78f4e0582eledetBell4cbh220aB1de",
"cmd": "/system/vendor/quasar/activate adb.sh"™

br

{
"hash": "34a5d105e3cdb&8£34a240ce51ec8le2e77135e3",
"cmd": "/system/vendor/quasar/enter factory mode.sh"

}!

{
"hash™: "fd5710554436f74e3dae%b7b9%2a76e75£7648817",
"cmd": "/system/vendor/gc test mode.sh"

}

Y
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129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147

sub_B44@A((int)v38);
v13 = sub_B42DC((_DWORD *)v38[1]);
sub_A7DC@(v38);
if ( v13))
{
sub_B7412((int)v46);
sub_B44@A((int)v39);
v31l = v39[1];
sub_B172C(v40);
append_str((int)v46, "Secret string received”);
MUIISUD 20); -
v29 = vl4;
sub_B37D8(
v43,
(int)"SoundInitEndpoint.cc”,
(int)"void quasar::SoundInitEndpoint::onDataReceived(
204);
sub_B4844(v31, (int)v4e, v29, v43);
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Secret message list commands

* The audio is used to send encoded messages
e Simple frequency encoding with 16 values
* Incoming messages are hashed

* Checked against hardcoded hash

e Every device has the same hash

-@LWmﬁﬁ;ﬂ": i
"firstrundHttpClientTimeoutSec™: 130,
"secretMsgList™: [

{

"hash": "fB88cl04€lacTifd4el5822ledecBellicb2Z0a81d6™,
"cmd": "/system/vendor/gquasar/activate adb.sh"
|

Hexplot
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Secret message list commands

"sound initd": {
"firstrundHttpClientTimeoutSec™: 130,
"secretMsgList™: [

{
"hash™: "fB8cl4€laci8fd4el582eledecl8=s014ckb220a81de"™,

"cmd": "/system/vendor/quasar/activate adb.sh"

bs

Sync

/etc/init.d/S89%usbgadget start

Hexplot
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Mute button for “paranoid”
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Mute button for “paranoid”

The solution seems to work:

* |f the button is pressed the LED turns red

* The device does not respond to commands

* Software reboot does not result in a mic unmute
* Cold reset turns the mic back on

e ...but

Hexplot
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Mute button for “paranoid”

The software can control the LED as well

138 Ji

139 "ledd™: |

140 "port™: S879,

141 "ledPatternsPath™: "/system/vendor/gquasar/ledpatterns/™,
142 "iZ2cDevicePath™: “,-’dev..-‘izc:—[lﬂ

143 e

IE mLﬁe_nﬁcs.led ]
I background
2 loop
FFOOOO FFOOOOQ FFOQOO FFOOOQO FFOOOQ FFOOOO 10000
s |
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NAND and OOB

FI, Uboot env and OOB
Dump before PCB_id corruption

1
7

& oo

Dump

after PCB_id corruption
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OTA SW Update
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SW update signature

* Having access to the file system | could read all the files
* Two files are interesting in particular:

e updatesd.log

@ httpsy//quasaryandexnet/check X S

L C B quasaryandexnet/check updates?device id= Sversion=1.3.4.21.637002...

T"crc32":1157933741, "critical” i true, "downloadUrl®” : "https: //quasar.s3.yandex.net/yandexmini/ota/release/ 18@8&1

 /etc/swupdate-public.pem

Hexplot
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s it large enough?

MFwwDQYJRoZIhvcNAQEBBOADSWAWSAJBANIsWE2SvPDngCJI8m2YwvE/ zP10gWTeR
fh3Urlgb20WSuHOhnpU+ir4i1+CDACJUGIok7CUVEc4gODY9zk9c9xTsCAWEARQ—=

Hexplot
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s it large enough?

Exponent
writing RSA key

BEGIN PUBI

=
{

END PUBLIC KEY-----
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SuHOhnpU+1ird4i+CDAOJUGIok?
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Software updates

hitps:fiit.slashdot.org » story » 512-bit-rsa-key-cracked

512-bit RSA Key Cracked. - Slashdot

24 Aug 19989 — As has been stated before, 1024-bit RSA and 1.28-bit blowfish are still plenty
secure, and likely will be for a long time.

Hexplot

30



Software updates — Factoring N of RSA512

e CADO-NFS (https://gitlab.inria.fr/cado-nfs)

Polynomial selection

The Filtering step

Relation search: lattice sieving

The linear algebra step

The square root step

W
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Software updates — Factoring N of RSA512

M =107979...6003 x 101942...7929

Hexplot
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Software updates — Factoring N of RSA512

M =107979...6003 x 101942...7929

* AMD Threadripper total time: 19hours * 64 cores
* AWS spot computation cost is under 7S
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Software updates — Factoring N of RSA512

Having P and Q we can easily reconstruct the private key

:~% cat swupdate-public.pem
BEGIN PUBLIC KEY
MFwwDQYJKoZIhvcNAQEEBQADSWAWSAIBANISWE2SvPDNQCI8m2YwvK/zP1BgWTeR
th3urlgb2eWouHOhnpU+irdi+CDAOJUGIok7CUNGECAg0ODY9zk9cOxTSCAWEAAQ==
END PUBLIC KEY
$ openssl rsa -in ~/private sw update key of yandex.pem -pubout

writing RSA key
BEGIN PUBLIC KEY
MFwwDQYJKoZIhvcNAQEEBQADSWAWSAIBANISWE2SvPDNQCI8m2YwvK/zP1BgWTeR
Th3urlgb2@WouHOhnpU+irdi+CDAOJUGIok7CUNVECAgODY 9z k9 cO9xTsCAWEAAD==
END PUBLIC KEY
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Back to U-Boot

Hexplot



U-Boot stage

 Glitching campaign was not really successful

* The U-Boot stage is encrypted

* The boot log gives a bit of information:

Hexplot

U-Boot 2015.01 (Oct 21 2019 - 20:39:26)
DRAM: 256 MiB

Relocation Offset is: @eebc000

gpio: pin GPIOA 20 (gpio 60) value is 1

uboot env amlnf_env_read : ####

aml nand read rsv _info:413,read nenv info to 310000
i serial

Out: serial
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U-Boot stage

* Glitching campaign was not really successful
* The U-Boot stage is encrypted
* The content of the NAND:

79 61 6E €4 €5 =0.pootcmddyande

72 €5 €3 6F 76 x_1io_check recov

] 6F 72 65 62 6F ery; run storebo

3 79 3D 31 00 63 ot.bootdelay=l.cC

6 3D 69 66 20 6B mdline keys=if k

2 E 2 30 78 31 32 33 eyman init 0x123

74 68 €65 6E 20 69 €6 20 €B 65 79 6D €61 4; then if keyma
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U-Boot stage

38
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U-Boot stage
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U-Boot stage

-———

1C printf("RH: ");

17| do
18 {
19 do
@ 20 ch = getchar{}J
@ 21 while ( ch == "' b3
. 22 vZ = i+ 32;
8 23 ++i;
@ 24 w5[v2] = ch;
25 1}
® 26| while ( i [= 32 };
® 27 | memcpy((__ints4)8&y 5[54], (__int64)"q)k:z*1g_.", 16is4);
® 28| v3 = compute_hash{({__inte4)"shal™, {__inte4}&v5[32], 42u, [__int64)hash_out, hash_out len};
® 20| 3if ([ v3 )
3@ | {
® 31 printf("RH: hash failed: ¥d\n™, w3);
® 32 return @;
33
® 34| if ( hash eut len[@] !'= 28 }
35l
® 36 w8 = v3;
® 37 printf{"RH: hash unexpected size\n");
® 38 return @;
33| 1}
® 48 | return (unsigned int)memcmp({_ int64)hash_out, {_ inte4)&unk FF35458, @isd) == 8;
® 41 [}
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Why did Fl fail

-———

1C prlntf("RH g o i
e Trigger 1
18 {

19 do

28 ch = getchar({};

21 while [ ch == " " };

22 v2 = i + 32;

23 ++1;

24 w5[v2] = ch;

25 1} .

26| while ( i != 32 ); Trigger 2

27 | memcpy((__ inte4)&v 5[64]J (Nint64)"q)k:z*1g_.", 16is4);
28 w3 = cumpute hash{{__inte4)"shal™, (__int64}&v5[32], 42u, {_ inte4}hash_out, hash_out len};
298 if ( v3 )

3@ | {

31 printf("RH: hash failed: ¥d\n™, w3);
32 return 8;

33

34 [ if ( hash out len[@] != 28 }

35l

36 w8 = v3;

37 printf{"RH: hash unexpected size\n");
38 return @;

33| 1}

48 | return (unsigned int)memcmp({ int&4}hash_out, (_ inte4)Bunk FF33458, 8icd4)} == 8; (:()rrlJF)t
41 [}

Hexplot
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Modify U-Boot from U-Boot env

ROM: @@0200000FEE387C loc_FEE387C ; CODE XREF: check_RH_shell password+B41j
ROM: 0C00C0RRRFEE387C Al @2 @@ De ADRP X1, #unk_FF39458@PAGE
ROM: @20000000FEE3880 A@ 43 €1 91 ADD X0, X29, #oxse ; 'P’
ROM: @00000000FEE3884 21 6@ 11 91 ADD X1, X1, #unk_FF394538@PAGEOFF
ROM: @02@000RRFEE3888 82 @2 80 D2 I MOV X2, #o0x14
ROM: @00000000FEE388C A8 5@ o1 94 BL sub_FF37B2C
ROM: @00C0000RFEE3890 1F @@ 1F 6B cMP We, WZR
ROM: @@0@000ROFEE3894 E@ 17 9F 1A CSET we, EQ
ROM: 220CC0000FEE3898
ROM: 2002000RRFEE3898 loc_FEE3898 ; CODE XREF: check RH_shell password+A8tj
ROM: @20000000OFEE3898 F3 @B 4@ F9 LDR X19, [SP,#@x80+var_8e+ex1e]
SRRt e e S SR T =R = S ——— COTs R ST R SN PN E=Teh Bt
ROM: @2000000@FEE387C loc_FEE387C ; CODE XREF: check_RH_shell password+B4tj
ROM: @2020000RFEE387C Al ©2 @0 DO ADRP X1, #unk_ FF39458@PAGE
ROM: @2000000RFEE3880 A@ 43 €1 91 ADD Xe, X29, #exs5e ; 'P’
ROM: 2000000RRFEE3884 21 6@ 11 91 ADD X1, X1, #unk_FF39458@PAGEOFF
ROM: 00000eeeFEE3888 &2 00 80 D2 MOV X2, #0
ROM: 200200R0RFEE388C A8 50 @1 94 BL sub_FF37B2C
ROM: 20000000RFEE3890 1F 0@ 1F 6B cMP Wo, WZR
ROM: @000000RRFEE3894 E@ 17 9F 1A CSET we, EQ
ROM: 2202R00RRFEE3898
ROM: 200C0RRRROFEE3898 loc_FEE3898 ; CODE XREF: check RH_shell password+A8t1j
ROM: 20000000QFEE3898 F3 @B 4@ F9 LDR X19, [SP,#@x8@+var_38e+ex10]
S TANEENe el e e e IS et e = e =R =R b Ce TSRSt RN SN PR REES=Te REENte)
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Getting the RH shell

Hexplot
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Takeaways

* Fault Injection is not always the easiest way
* Smart devices need more security

* RSA512 is not really secure
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Demo?
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