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How deep is the rabbit hole? 
A deep dive into exploitation of a popular smart speaker

Sergei Volokitin



2
Hexplot

About me

• Sergei Volokitin

• 7+ years at Riscure

• Independent Security research
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Are you listening, Alice Alexei? 
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Why?

• Over 3 million devices sold

• Hardware mute button for ‘paranoid’

• Subscription only model:

• You get a device for 1 ₽, but 

• it is locked and only works with valid subscription 
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The suspicion

• No public research on Yandex Mini 2

• Similar device from another vendor (Alyssa enabled)
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Intro

• Amlogic A113X, 4-Cortex A53

• 256 MB NAND

• OTA updates are encrypted
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Hardware way

1. Desolder NAND flash

2. Dump memory

3. Almost break one of the pins

4. Put it back in place

5. RE 12.5 MB maind C++ binary
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UART
• Under the bottom cover there are 8 pins

• Serial log on one of the pins

• RX only works in recovery

• Recovery boot prompts “RH:”, reads 32 chars, reboots
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NAND and OOB

• Tom Catshoek 

• First month project @Riscure

• FI on “RH” input

• Not successful

• Crashes revealed SHA1 consts
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Glitching U-Boot
• PC jump to a string
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First blood

• The board implements secure boot

• At some moment after FI campaign boot log changed:
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First blood

• The board implements secure boot

• At some moment after FI campaign boot log changed:

Not entire flash is authenticated?
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NAND OOB DATA

• NAND data blocks are 512 bytes

• 16 byte OOB data for each block

• The polynomial is unknown

• Brute force all the common polynomials

• The OOB data is XORed with 16 byte value

• Erased block of FF..FF has FF..FF OOB data

• OOB data can be recomputed
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Getting Root
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Getting Root
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How secure is the system

• Linux system, with some Android strings

• All the processes run as root

• Including network services

• All the mount points are RW

• Single compromised prosses gives

an attacker persistence on the device
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Secret message list commands

• There are 3 “Secret commands”
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Secret message list commands

• The audio is used to send encoded messages

• Simple frequency encoding with 16 values

• Incoming messages are hashed

• Checked against hardcoded hash

• Every device has the same hash 
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Secret message list commands
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Mute button for “paranoid”
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Mute button for “paranoid”
The solution seems to work:

• If the button is pressed the LED turns red

• The device does not respond to commands

• Software reboot does not result in a mic unmute

• Cold reset turns the mic back on

• …but
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Mute button for “paranoid”
The software can control the LED as well
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NAND and OOB
FI, Uboot env and OOB
Dump before PCB_id corruption Dump after PCB_id corruption
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OTA SW Update
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SW update signature

• Having access to the file system I could read all the files

• Two files are interesting in particular:

• updatesd.log

• /etc/swupdate-public.pem
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Is it large enough?
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Is it large enough?
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Software updates
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Software updates – Factoring N of RSA512

• CADO-NFS (https://gitlab.inria.fr/cado-nfs)

• Polynomial selection

• The Filtering step

• Relation search: lattice sieving

• The linear algebra step

• The square root step
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Software updates – Factoring N of RSA512

M = 107979…6003 x 101942…7929
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Software updates – Factoring N of RSA512

M = 107979…6003 x 101942…7929

• AMD Threadripper total time: 19hours * 64 cores
• AWS spot computation cost is under 7$
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Software updates – Factoring N of RSA512
Having P and Q we can easily reconstruct the private key
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Back to U-Boot
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U-Boot stage

• Glitching campaign was not really successful

• The U-Boot stage is encrypted

• The boot log gives a bit of information:
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U-Boot stage

• Glitching campaign was not really successful

• The U-Boot stage is encrypted

• The content of the NAND:
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U-Boot stage
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U-Boot stage
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U-Boot stage
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Why did FI fail
Trigger 1

Trigger 2

Corrupt
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Modify U-Boot from U-Boot env
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Getting the RH shell
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Takeaways

• Fault Injection is not always the easiest way

• Smart devices need more security

• RSA512 is not really secure
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Demo?


