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Agenda

Hacking a Smart Doorbell

● Mobile Application Security Fundamentals
● Bluetooth Low Energy Sniffing
● Getting access to the video stream



X9 Smart Wireless Doorbell
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Attack Scenario

Evil Neighbour



Attack Vectors

Network 
Communication

Bluetooth 
Communication

Mobile 
Application Physical Access





UART - Root Shell

USB to Serial 
UART





Android App



Tools
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Network Communication

frida --codeshare cipolloni/universal-android-
ssl-pinning-bypass-with-frida -f com.naxclow.home
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Network Communication
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Certificate Validation Vulnerabilities

GET 
home.naxclow.com

home.naxclow.com
er.dcloud.net.cn

Test certs

certmitm



Certmitm

GET 
home.naxclow.com

home.naxclow.com
er.dcloud.net.cn

Test certs

certmitm
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BLE Stack 

Controller (firmware)
Physical Layer

Link Layer

Host (OS)

L2CAP

SMP
ATT

GATT

GAP

Host Card Interface

● MAC address of client and 
server devices

● Encryption

Link Layer



BLE Stack 

Controller (firmware)
Physical Layer

Link Layer

Host (OS)

L2CAP

SMP
ATT

GATT

GAP

Host Card Interface

● SW interface to HW
● Packets can be captured here

Host Card Interface



BLE Stack 

Controller (firmware)
Physical Layer

Link Layer

Host (OS)

L2CAP

SMP
ATT

GATT

GAP

Host Card Interface

Attribute Protocol (ATT)
● Defines the format and rules for 

reading and writing attributes

● Read
● Write
● Notify
● Indicate

ATT



BLE Stack 

Controller (firmware)
Physical Layer

Link Layer

Host (OS)

L2CAP

SMP
ATT

GATT

GAP

Host Card Interface

Generic Attribute Profile (GATT)
● Defines how data is organized 

and exchanged
● Establishes hierarchy of

○ Services
○ Characteristics

GATT



Doorbell - Generic Attribute Profile (GATT)

Generic 
Access

1cf0fe663ecf

Device Name

Appearance

Characteristic 
ConfigurationSmart Doorbell

Characteristics Descriptor



Service
Characteristic

Descriptor: string
(e.g. “Battery Level”)

Properties: read, write, notify 
(authenticated or not)

Value

Descriptor: 
subscription status

Characteristic [...]

Service [...]

GATT Services



BLE Enumeration Tools

nRF Connect Bettercap



Bettercap - Doorbell Enumeration DEMO



BLE Sniffing Tools

Peripheral

BLE Communication

Central



BLE Sniffing Tools

Peripheral

BLE Communication

Central

HCI 
Interface

Capture from a 
device under our 

control Capture BLE 
Packets over the 

air



Android BLE Packet Capture

Enable Bluetooth HCI 
snoop logs



Android BLE Packet Capture



Android BLE Packet Capture

Live captures via ADB



Android BLE Packet Capture

Live captures via ADB

DEMO
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nRF Sniffer for Bluetooth LE

https://www.nordicsemi.com/Products/Development-t
ools/nrf-sniffer-for-bluetooth-le



BLE Packet Capture > Sniffle

Sniffle is a sniffer for Bluetooth 5 and 4.x (LE) using TI CC1352/CC26x2 hardware

DEMO



BLE Packet Capture > Sniffle

Sniffle is a sniffer for Bluetooth 5 and 4.x (LE) using TI CC1352/CC26x2 hardware

DEMO

● BT5/4.2 extended length advertisement
● Capturing advertisements from a target MAC on all three primary 

advertising channels



BLE Packet Capture > Sniffle

Sniffle is a sniffer for Bluetooth 5 and 4.x (LE) using TI CC1352/CC26x2 hardware

DEMO



BLE Packet Capture > Sniffle DEMO

https://docs.google.com/file/d/1sq9-CUQGYPuZYE2xW2N2MnJ5u9I6xW8u/preview


Challenges

Challenge
I sniffed the setup process of my camera 
doorbell. What’s my WiFi Password?

https://github.com/code-byter/doorbell-hacking

sniffle_ble_
capture.pcap



BLE Payload

{
“s”: “RogueAP”,

   “p”: “12345678”,
“u”: “tourist8488890423”

}

DEMO
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Network Communication - Doorbell

0111010110100100101110110111011001110101101001001011101101110110

doorbell_wifi_
capture.pcap



Wireshark Content DEMO



Network Communication - Doorbell DEMO



JPEG FILE INTERCHANGE FORMAT

0000   02 cc 1b f4 e6 00 00 c0 ca 98 74 a6 08 00 45 00   ..........t...E.
0010   04 1c 01 58 00 00 fc 11 05 ec 5d 68 4b 9f 0a 2a   ...X......]hK..*
0020   00 5c 27 16 ae 52 04 08 34 6b ec 03 00 00 01 00   .\'..R..4k......
0030   fa 00 00 00 00 00 00 00 00 00 d9 00 00 00 ff d8   ................
0040   ff e0 00 10 4a 46 49 46 00 01 01 00 02 80 01 e0   ....JFIF........
0050   00 00 ff c0 00 11 08 01 e0 02 80 03 01 21 00 02   .............!..
0060   11 01 03 11 01 ff db 00 43 00 08 06 06 07 06 05   ........C.......
0070   08 07 07 07 09 09 08 0a 0c 14 0d 0c 0b 0b 0c 19   ................
0080   12 13 0f 14 1d 1a 1f 1e 1d 1a 1c 1c 20 24 2e 27   ............ $.'
0090   20 22 2c 23 1c 1c 28 37 29 2c 30 31 34 34 34 1f    ",#..(7),01444.

Start of Image
Application Marker Length
Identifier Version



Image Extraction



Doorbell Alert



Doorbell Alert
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How to protect yourself? 

- Connect your Doorbell to a separate WiFi network
- Setup your Doorbell in a trusted environment


