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What We’ll Cover
■ Complex and legacy system design

■ How vulnerability likelihood and severity can change with rapid changes in technology

■ The importance of OSINT (Open-Source Intelligence) monitoring and threat intelligence

■ The process of responsible vulnerability disclosure to a government agency without a Vulnerability Disclosure 
Program



What’s the MBTA/Charlie Card?
■ Massachusetts Bay Transportation Authority (abbreviated MBTA and known colloquially as "the T")

■ Fourth-busiest rapid transit system and the third-busiest light rail system in the United States.

■ Electronic Fare Card is known as the CharlieCard, and can be refilled with credit/cash at fare machines 
around the city



CharlieCard - 2008
■ In 2008, a group of MIT students planned on appearing at Defcon and disclosing a set of vulnerabilities in the 
CharlieTicket (magstripe) and CharlieCard (Mifare Classic RFID card).

■ The students were famously sued by the MBTA and were issued a gag order preventing them from disclosing the 
findings at Defcon

■ The conference slides would later be posted online



CharlieCard - 2008 - Court Filing



CharlieCard - 2008 - Court Filing



CharlieCard - 2008 - Fixed



CharlieCard - 2016



CharlieCard - 2016
■ The CharlieCard keeps track of the number of rides taken on the card itself. 

■ The monitoring script would watch for instances where a CharlieCard’s transaction counter 
repeatedly decreased rather than increased

■ The MBTA also implemented monitoring for cards that responded to “magic” commands, which 
are a distinct feature of a type of Mifare cards that are manufactured in China and are often used for 
low-cost card cloning. 



CharlieCard - 2019
■ The research focuses on the vulnerabilities of Mifare Classic technology, and how a hardnested 
attack can be conducted with a Proxmark against the CharlieCard, by capturing a handshake between the 
card and the fare vending machine. 

■ He outlines that many of the key problems that MBTA had in their 2008 court filing still exist.

■ He alludes to the fact that it may be possible to ride the Boston subway without paying by 
leveraging mobile NFC technology.



Flipper Zero - 2022

Hex



Flipper Zero - Continued



Mifare Classic Card Dump

16 sectors x 2 keys = 32 Total Keys



Flipper Zero - Card Dump



Flipper Zero Firmware



Working Backwards

# Mifare Classic blocks
Block 0: F4 F5 67 42 24 88 04 00 C8 09 00 20 00 00 00 20
Block 1: 4E 0F 04 10 04 10 04 10 04 10 04 10 04 10 04 10
Block 2: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Block 3: 30 60 20 6F 5B 0A 78 77 88 C1 F1 B9 F5 66 9C C8



Working Backwards

# Keys from:
# https://github.com/iceman1001/proxmark
…
# HID Key B
204752454154
21A600056CB0
22729A9BD40F
…
3060206F5B0A

https://github.com/iceman1001/proxmark


Working Backwards



Working Backwards



Mifare Classic Toolkit



Mifare Classic Toolkit



Mifare Classic Toolkit



Definitive Proof of Stored Value



Where’s the Value?



MBTA - Retail Sales Locations



MBTA - Retail Sales Locations

      01 E0 ≈ 0x01E0 = 480    ->    480 ÷ 200 = $2.40 



Obfuscation



Need for Stored Value



Proof of Server-Side Validation



Online Reloads



Online Reloads



Online Reloads



Online Reloads



Lost Card



Attack Path #1 - Lost Card

a) Bypasses any ride counter checks

b) Bypasses any “magic” byte checks

c) Bypasses any cryptographic checks 



Attack Path #2 - Gen 2 Cards



Gen2 Cards



Gen2 Cards



Attack Path #3- Rewriting a CharlieCard Snapshot

$2.40 $0.00



Covert Disguise



Ride for Free

http://www.youtube.com/watch?v=7B6VG7cXLH8


Vulnerability Disclosure



Potential PR Nightmare?
 



Harvard to the Rescue
 



Vulnerability Disclosure



Harvard to the Rescue
 



Suggested Remediations

1. Server-side validation and tracking of card values

2. Tie value increases on the card with associated refill transactions

3. As CharlieCards get tapped against fare vending machines, regularly change the 

encryption keys, so they are different across cards, and subsequently regularly rotate them 

on a scheduled basis

4. Upgrade to a more secure Mifare technology like Mifare DESFire



Actual Remediations

1. “Improved system monitoring efforts for fraudulent rides”

2. Increased headcount of personnel dedicated to this system monitoring



Closing Thoughts
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