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What's an ESL tag?

Parts

» Display (e.g. E-Ink)
« Usually Battery powered, supposed to last multiple
EEIR

« Some method of wireless communication
(Bluetooth LE, NFC, 433 MHZz)

* A matching transceiver for a regular computer

QT
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ESL Tags

Is It Really the Next Big Thing?

ESL market worth 855 Million $ in 2021
Estimate for 2022: 980 Million $
2032: 5.2 Billion $

Convenient price changes
Promotional offers can be communicated easily

« Attentiondrawn by e.g. flashing lights
* Influencesconsumersdecision

[1]: https.//www.prnewswire.couk/news-releases/electronic-shelf-label-market-to-reach-usd-5-2-bn-by-2032-latest-fact-mr-study-834855956 html
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ESL Usage
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ESL Usage

Attack Scenarios

«  Obstruct retailer -> blackmail for ransom
* Phishing site as QR code for discount coupons

«  Maker community: Cheap display with long battery
lifetime
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ESL Usage

The Test Setup

« Common Chinese ESL tag supplier
« AP/Basestation, connected via Ethernet

« Tags connected via 433 MHz to
Basestation

* Qur Station: Retail Flavor
* Also available as Industrial Flavor

« Tags available in multiple sizes (1.5" to
11.6")

« Attacker: Using multiple HackRF for
receiving and sending custom data
frames
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ESL Usage

The Design Tool

20:300°400, 750:384°640; 1250.652°432

« Tool can create pixel graphics HLe[m im0 0w o [
« Tag field stores list of tags to update

« Status box in lower right-hand corner
gives status information after
transmission is completed

« Also available: NET SDK for custom
projects

« POS integration

Refresh(F5, Enter)

el

i ArtiColor FortFamily FortStyle AMignment  FortColor Rectangle
False SimSun Reqular Left Black

Title: Self-Labeling Electronic Shelf Labels. | Responsible: S. Robertz| Version / Date: V1.0/2022-06 | Confidentiality Class: public 8 |E S EC Consu It

© 2022 SEC Consult | All rights reserved

an atos company



Title: Self-Labeling Electronic Shelf Labels. | Responsible: S. Robertz | Version / Date: V1.0/2022-06 | Confidentiality Class: public

=
©2022 SEC Consult | Allrights reserved an atOS com pa I’W



The Tag

LED
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The Tag

The PCB
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The Tag

The PCB
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The Tag

External SPI Flash

« 2 MB of Flash storage Entropy
* Image data starts at 0x1e1000

» First black color channel, then red
* Image stored in rows

« Beginning of Flash contains something
else

«  Most likely firmware

« Python script that parses images from
flash dumps will be published
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The Tag

ldentifyingthe E-Tag M1

SWIM
Reset
unknown
unknown

GND
VCC
unknown
unknown

unknown

28 1ash_MISO
27 Flash_MOS]

26 Flash_CLK

25 Flash_CS
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The Tag

ldentifyingthe E-Tag M1

 Boiling the Chip in 95% concentrated sulfuric acid
« Removesthe epoxy packaging

« |C s cleaned with Isopropanol
«  Manufacturer marking is visible
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The Tag

The E-Tag M1 MCU

- Manufactured by ST
Microelectronics

« Likely designed or produced in
2010

* R758R, might be ST internal part
number?
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The Tag

Debug Access

« Backside of PCB has 4 testpads that look like debug
access

 Pin1. MCU Pin 2
 Pin2: GND
« Pin 3 MCU Pin 1
* Pin4: VDD
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The Tag

Debug Access

« Backside of PCB has 4 testpads that look like debug
access

« Pin1 MCU Pin 2

« Pin2: GND
« Pin3 MCU Pin 1
« Pin4 VDD

Figure 8. Target SWIM connector

- STM8 SWIM debug header

Pin 1-VDD
* Pin1isjust marked on the wrong side S DATA
- Pin1RESET |
. Pin 3 - GND
« Pin3 DATA

Pin 4 - RESET

« Confirm RESET by pulling pin low and checking if the
tag restarts
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The Tag

Debug Access

o Use stm8flash with ST-Link V2

« Use any STMS, preferably with much Flash and RAM

« Start addresses seem to be consistentacross all
versions

« stma8flash -c stlinkv2 -p stm8s2081b -s Ox8000 -b
131072 -r dump

» Indicates 64kByte Flash e0eaffoe: 7171 7171 7171 7171 7171 7171 7171 7171 qqqqqqqqqqqqqaaq

. geeeftfad: 7171 7171 7171 7171 7171 7171 7171 7171 qqQQqqqggqqqqqqqaq

« ROP seemsto be activated 0000ffbo: 7171 7171 7171 7171 7171 7171 7171 7171 qqqqqqqqqqqqqqqq

. geeeftfcad: 7171 7171 7171 7171 7171 7171 7171 7171 qqQQqqqggqqqqqqqaq

« Using same method: e@eeffde: 7171 7171 7171 7171 7171 7171 7171 7171 qqqqqqqqqqaqqaqq
peeetfed: 7171 7171 7171 7171 7171 7171 7171 7171 qqQQgqqggqqqqqqqqaq

* 2048 Bytes EEPROM eeoofffo: 7171 7171 7171 7171 7171 7171 7171 7171 qqqqqqqqqqqqqqqq

00010000: 0000 0000 000D DOOD VODO PODOD 0DOD POPD ........vvvvnene
00010010: 0000 0000 0000 QOO0 OGO 00OOD 0OOD Q0BD .........ovvvvuus
00010020: 0000 0000 0000 DOOD VOO0 PDOD 0DOD POPD ........vvvvnene
00010030: 0000 0000 0000 0000 00O 00DOOD 0OOO Q0OD .........ovvvvuns
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The Tag

Debug Access: Finding the Unique ID

Multiple known addresses for unique 1D
° OX48C D Table 14. Unigue ID registers (96 bits)

Content

. 0x4926 | Jrlefsfefajz]afo]
« Only 0x4926 returned data that would fit t“'
0x48CF ¢ co-ordinate on U_ID[23:16]
the format of Table 14 ?hp-.,..a;‘;r o628
" , Wafer number U_ID[39:32)
Hence:
* Xco-ordinate: 31

* Y co-ordinate: 58 Lur number U_ID[71:64]

«  Wafer number: 22 jiz e

* Lot number: G904379 0x4808 U_IDj95:88]
« According to STM Forums, 0x4926

seems to be unigue to STMS8L devices
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The Tag

OSINT

« Factory is Alibaba Gold Plus Supplier

« Alibaba producesa production line
verificationreport

« Containsall fabrication machinesof the
factory

* List contains "Ultrasonic Fuse®
« STMS8L are custombonded
« Unique pinout

«  Should still be traceable through STM Lot
numbers

« "Ultrasonic Fuse’ could also be for sealing
the casing (ultrasonic welding of plastics)
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The RF Protocol AL LY
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The RF Protocol

Gaining Insights From FCC Files

2.2 GENERAL DESCRIPTION OF EUT

Equipment

Station

Trade Mark
Model Name

Serial No.

N/A

ETAPO1

ETAP

2.2 GENERAL DESCRIPTION OF EUT

Equipment
Trade Mark
Model Name

Etag

N/A

ET0213

Model Difference

All models have the same functionality, software and
electronics, only the color, front frame shape and model
names may differ. Test sample model: ETAPO1

FCCID
Antenna Type
Antenna Gain

2ARJ5-ETAPOL

Suction cup Antenna

Frequency Range

Number of Channels
Modulation Type
Battery

S5dbi

Serial No.

Model Difference

FCCID

ET0290

All models have the same functionality, software and
electronics, only the color, front frame shape and
model names may differ. Test sample model: ET0213

2ARJS-ET0213

433.92MHz

1

GFSK

Antenna Type
Antenna Gain
Frequency Range

PCE Antenna

1.0dbi

433.92MHz

N/A

Power Source

AC 120V 50Hz from adapter

Adapter Model

MODEL NO. :GS12E05
INPUT:100-240V~,50/60Hz, 0.31A
OUTPUTSV=== 2.0A

Mumber of Channels
Modulation Type
Battery

1

ASK

NIA

Power Source

Adapter Model

DC 3.0V from battery

N/A

FCC Info Basestation FCC Info ESL Tag
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The RF Protocol

Gaining Insights From FCC Files

« FCC test lists different modulations for tag and base
station

« FCC files list one channel at 433.92MHz

«  Manual talks about frequency hopping technology for
anti-jamming
« Was neverobserved

« Violation of the one channel/one frequency
statement
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The RF Protocol

Finding the Right Frequency
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Live Demo
Replay Attack

A 4 ~: z5h — Konsale v A X @ A pentest-windows - VMware Workstation v oA X

File Edit View Bookmarks Plugins Settings Help File Edit View VM

» hackrf_transfer —r[]/tmp/old_price -f 433264000 -s 4000000 -d @0A0A0AAAPAAAOABABBBE6IdC337call -
b-al-x43-116 -g 20 fem Type: | Text

sh(F5,Enter)

Type
Text

= 0559
Z Hie 26/05/2022

To return to your computer, move the mouse pointer

- us 8 F A 1459 [
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The RF Protocol

Determining the Correct Modulation
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The RF Protocol

Manually Decoding Frames

® #

inspectrum: wakeup-f4.332540e+08-54.000000e+06-t202205082 14348, cfile

Controls

l Open file...

Sample rate:

Spectrogram
FFT size:
Zoom:
Power max:
Power min:

Scales:

Time selection

Enable cursors:
Symbuals:

Rate:
Period:
Symbol rate:

Symbaol period:

| 4e+06

4)::
9=

2 Mz
o

‘1 6681

00

| | i | | |
668200

668

=
—_—

5]

|184 C|

951.248Hz
1.05125ms
175.03kBd
5.71332ps

1 MHz

-2 MHz
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The RF Frames

Activating the Tag

* Q20 different frames, simply counting down to zero
« Each frame repeated 5 times
 Transmitted at 175 kBaud

AAAAAAAA  D391D301 08 065302 0000
AAAAAA
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The RF Frames

The Image Frame Structure

« Transmitted at 100kBaud

« Framei1outof 9

* Max 54 Byte of Image data

* Frame Length does not include CRC

« CRC creation starts at Frame Length field

AAAAAAA D301D3 3cC 065302 0901 33 <Image Data Structure>
AAAAAAA O1
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The RF Frames

Special Image Frames

« Larger displays will require more than 256 frames
« First frame uses 16bit as frame counter

« Second frame starts with count zero and counts up
towards the number transmitted in the first frame

AAAAAAA D3901D3 3cC 005302 <count> 33 <Image Data Structure>
AAAAAAA 0O1
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The RF Frames

The Image Data Structure

The image data structure starts with an additional
header

FCO0O000000 indicates black color channel
FC80000000 Indicates red color channel

Second LED byte, 0b0111 to turn LED to white
«  One bit per color channel

0700 BF75 O0OED O0OOOA fcO0O000000 007f 012/
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The RF Frames

The Image Compression

3 colors supported (white, black, red) = 2bit per pixel

Image payload too short for the amount of display
pixel = custom compression algorithm is used

Reverse Engineered from NET SDK package
(https.//www.nuget.org/packages/eTag.SDK/)

Uses Run-length encoding per color channel
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The RF Frames

The Image Compression

« (Case 1 Less than 8 consecutive bits

 Case 2: Less than 32 consecutive bits

* (Case 3 Less than 256 consecutive bits

« Case 4:lLess than 2 M 16 consecutive bits
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The RF Frames

The Tag Response

+ Repeated 3times
« 100kBaud

AAAAAAAA D391 07
AAAAAA D301
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The RF Protocol

Receiving Imagesin GNU Radio

Modulate Vector QT GUI Range QT GUI Range QT GUI Range QT GUI Range
Variable variable Variable Variable variable Variable I0: modulated preamble Variable 1D ted_gain 1D: ted_bw 10 ted_dampening 1D: ted_deviation

ID:samp_rate | | Ioc fsk_deviation_hz D2 5ps IDc data_samp_rate D sensitivity Import 10e bt Modulator e ID: sync_header Label: Gain Label: Bandwidth Label: Dampening Label: deviation

walue: 10 walue: 50% Walue: 10 walue: 100k Walue: 314.159m Import: math value: 500m Data vectar: 170, walue: 170, 170..0, 170,170 Default Value: 150m Default Value: 3m Default Value: 1 Default Value: 10

Filter taps: 1 Start: 100u Start: 0 Start: 0 Start: 0

variable Stop: 2 Stop: 10m Stop: 3 Stop: 20
ID: center_freq Step: 50m Step: 100u Step: 100m Step: 1
Value: 433 254M

Options
Title: ESL Decoder &
output Language: Python
Generate Optiens: OT GLI

wepeat: M Throtile
Addd begin tag: pmt PMT_NIL Sample Rate:
Offse

Low Pass Filter

- r Decimat| 1 A -
Frequency Xlating FIR Filter eoimatian Correlation Estimator

[} 1 .
Decimation: 3 o symbols: modulated_preamble Quadrature Demod

osMoecom Source — sample Rate: 1M -—_-.. samples per Symbol: 10 Snin31831
Device Arguments: ha_ 127307 Center Frequency:0 mof_fF_req: 130k Tag marking delay: 0
sync: Unknown PPS sample Rate: 8 Transition width: 30k Thresheld: $00m
Number Channels: 1 Windaw: Hamming Thresheld Methed: Absolute
Sample Rate {sps): M Beta:6.76
Chi: Frequency (Hzj: 4332540
Chio: Frequency Correction |ppm): O
Chi: DC Offset Mode: [
Chi: 1Q Balance Mode: 0
Cho: Gain Mode: Falze
Cho: RF Gain (dB): 0
cho: IF Gain (dB): 16
cho: BB GaindB): 20
Chi: Bandwidth (Hz): 8M Message Debug
FPDUW Vectars: On

Threshold
Initial State:

Stone:

print_pdy 4=,
.

symbal Sync

Multiply Const

Constant: 2

Timing Error Detector: Gardner
samples per Symbal: 10
Expected TED Gain: 150m

Loop Bandwidth: 3m

Damping Factor: 1 Add Const
Maximum Deviation: 10 Constamt:-1

.

" packet_deframer
1
+

Narme: test
SyncWord: [xto_bytes|1,"...

Mode: Variable Length
Mau Len (bytes): 7
Len Offset (bytes): [ .
socket PDU Additional Bytes:2 QT GUITimesink ; avill output S-!f_"‘ml es/symbal:

Type: UDP Client Mame: Ermor Interpal ati ng Resampler: MMSE, B tap FIR
Hase: 127.0.0.1 Mumber of Poines: 1.024k
Port: 1234 sarmple Rate: 100k

MTU: 10k Autoscale: No
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Live Demo

Receiving Tag Information

o hackrf-tests : zsh — Konsole v oA X g2 pentest-windows - VMware Workstation v A X

File Edit View Bookmarks Plugins Settings Help

hackrf-tests : zsh o= : -
e ek et IS EEE @ python esl_decoder9.py [] . . e i
python_final : zsh 0 &=

python es1_cli.py[] v ‘

26/05/2022 L

To direct input to thi

: ENCIGE N Rl us ¥ % ~ 17:33 O
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The RF Protocol

Sending Images With GNU Radio

Options
Tithe: es| sender Tull
Author: Steffen Robertz
CQutput Language: Fython
Generate Options: No GUI
Run Options: Fun to Completion

Variable Variable Variable Variable Variable Variable
ID: samp_rate ID: f=k_deviation_hz ID: 5ps ID: data_samp_rate | | ID: sensitivity Import ID: bt
Value: 2.1M Value: 50k Value: 12 Value: 175k Value: 149.6m Import: math Value: 285.714m

osmocom Sink
Device Arguments: ha...7callb
Sync: Unknown PP

MNumber Channels: 1

Sample Rate (sps) 2.1M

Interpolating FIR Filter . .

Sample Rate: 2.1M o |Pt' 1 g : Frequency Mod Ch0: Frequency (Hz): 43-_3-.1!34!5'1 async_msgs
nterpolation: H ]

Tag Id: 414, 466k P o Sensitivity: 149.6m 20 Frequ,:nc'; B ol

Height: 103 Taps: [1.0370673503984351e... Ch0: RF Gain (dB): 14

Width: 215 Ch: IF Gain (dB): 42

Chi: BB Gain (dB): 0

Chi: Bandwidth (Hz) 2.1M

SEC Consult
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Live Demo
Modifying Tag Contents

File Edit View Bookmarks Plugins Settings Help

T A ENE python esl_sender_full.py[]

=sash hackrf-tests : 2sh

Title: Self-Labeling Electronic Shelf Labels. | Responsible: S. Robertz | Version / Date: V1.0/2022-06 | Confidentiality Class: public
© 2022 SEC Consult |All rights reserved

39

E SEC Consult

an atos company



Conclusion

 |dentified unknown MCU
» Gained access via debug port
«  Confirmed replay vulnerability

* Reverse engineered the RF protocol
«  Galined ability to send and receive valid frames

« Able to recelve and decode ESL price updates
« Able to change tag content to arbitrary information
« Range limited by RF power

Title: Self-Labeling Electronic Shelf Labels. | Responsible: S. Robertz | Version / Date: V1.0/2022-06 | Confidentiality Class: public
© 2022 SEC Consult | Allrights reserved

40 ‘E SEC Consult

an atos company




Conclusion

| essons Learned

« Protocol does not contain any security measures

« Custom protocols at 433 MHz do not increase security

« Can bereceivedand impersonated with e.g. a C1101
(2%)

« Protocol robustness could have been increased by
using error correction algorithms

* Relabeling a MCU does not protect against finding the
correct MCU family

« All code will be released on GitHub within the next
weeks
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https://github.com/sec-consult

any further questions?

Don't hesitateto contact us: s.robertz@sec-consult.com

W\WW.sec-consult.com
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