-

CLOUDFLARE’

Armed to Boot

A Novel Enhancement to Arm's Secure Boot Chain

Derek Chamorro
Ryan Chow




Derek Ryan
- Staff Security Engineer - HW Security Engineer

CLOUDFLARE’



22

Overview CLOUDFLARE’

Cloudflare and Secure Boot Journey

e Hardware Root of Trust

e Background on Arm Secure Boot/Chain of Trust
e Single Domain Secure Boot

e Demo

e BMC

e Future
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What is Cloudflare?
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Secure Boot Chain
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| UEFI Vulnerabilities |

[ Result of Exploitation ] [ Compromised Supply Chain ]
[ Secure Boot Bypass ] [ UEFI Update Issues ] [ Poor Configuration ]
[ SMM Privilege Escalation ] [ Outdated BIOS ] [ Weak Protections
[ Unauthenticated Updates ] [ Insecure Root of Trust

[ UEFI Firmware Implant ]

[ Implanted BIOS Image ]

—

Malicious Peripherals

Persistent Non-SMM ]

Persistent SMM ] [ Non-Persistent Shellcode ]

CLOUDFLARE



Platform Secure Boot (PSB) £

CLOUDFLARE’

e Authenticates first block of BIOS/UEFI __AMDSAL
code before releasing x86 CPU from '
reset.

e Enabled at boot time with PSB-ready FW

image.
Root of Trust
e PSBis configured using a region of
one-time programmable (OTP) fuses, AMD
specified for the customer. Secure

Processor
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Verify BIOS Signing Key
Chain and Usage

Passed?

no

FUSE.VENDORL_ID ==
KEY.VENDORL_ID?

no

yes

l

FUSE.DISABLE_AMD_BI

no

fuse values

Update registers with

fail

FUSE.MODEL_ID ==
KEY.MODEL_ID?

FUSE.DISABLE_BIOS_KEY_ANTI_R
OLLBACK == 0 &&
FUSE.BIOS_KEY_REVISION_ID >
KEY.BIOS_KEY_REVISION_ID?

OS_KEY == 0 &&
KEY.VENDOR_ID ==

yes

FUSE.BIOS_KEY_REVISI
no ONL_ID <

KEY.BIOS_KEY_REVISI
ON_ID?

no

yes

Set FUSE.BIOS_KEY_REVISION_ID =

PSB error status and

fail

Fail to boot.
Lock x86 cores

Verify BIOS RTM Image Signature
using BIOS Signing Key

KEY.BIOS_KEY_REVISION_ID

pass Update registers with
PSB status and fuse

values

Release x86 cores
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ARM Secure Boot
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Background CLOUDFLARE

Arm Trusted Board Boot Requirements aka "ATF Secure Boot".

How to build a “Chain of Trust” from the first ROM executed (BL1) to “Normal World” firmware (BL33)

System on a Chip (SOC) manufacturer heavily involved in secure boot chain

® Requires unique SOC stock keeping unit (SKU) per customer

® SOC manufacturer has end-to-end signing responsibility
e Complicated infrastructure

e Doesn’t scale




Y

Ampere Computing CLOUDFLARE

e 128+ core ARM M1 core processor

e ARM V8.2+ extensions

e High memory, I/O, network bandwidth

® Lower TDP than x86




HARDWARE | EXECUTION -
PATH ARM TRUSTED BL32 (SEC PART)
FIRMWARE ‘
POS%ER | BL31 (RUNTIME EL3) |-—>| BL33 / UEFI / BIOS |—>| GRUB BL |—-| 0s
: |
S0 CPUO i BL1 (BOOTLOADER) BL2 (LOADER)
! |
|SMPro BL |—>| SMPro Firmware
v
| PMPro Firmware
AUTHENTICATION VALIDATED BY eFUSED SIGNATURES MEASURED
FLOW AMPERE PUBLIC KEY HASH BY ATF AND STORED IN TPM
ATTEST
BL32 PUB BL33 SERVER
KEY HASH I
AMPERE SCP PUB BL1 PUB TWPUB| [ _|BL31PUB BL32 TPM
CREDENTIAL (o sk 1 RO™K " kev [ 7] kev [ ] key [ | ey veas [ ] dob [ VR GRUB e OS mest
LOCATION SOC SCP SCpP UEFI UEFI UEEI PM UEFI TPM
eFUSE EEPROM  EEPROM FLASH FLASH FLASH FLASH
* eFUSE ROOT OF TRUST

DOMAIN




AUTHENTICATION FLOW

CREDENTIAL

LOCATION

VALIDATED BY eFUSED
AMPERE PUBLIC KEY HASH

SIGNATURES MEASURED

BY ATF AND STORED IN TPM

AMPERE ROTPK SCP PUB BL1 PUB TW PUB
PK HASH KEY KEY KEY
socC SCP SCP UEFI UEFI
eFUSE EEPROM EEPROM FLASH FLASH

A

eFUSE SINGLE ROOT OF

BL32 PUB
KEY
| ,|BL31PUB CUST PUB
KEY KEY HASH
UEFI socC
FLASH eFUSE

A

TRUST DOMAIN

CUST PUB SIGNED GRUB / 0S
KEY UEFI PXE
UEFI UEFI
SECURE FLASH
VARIABLE
(dbb, dbu)




CUSTOMER OobM
Provides Pub Key CUSTOMIZES SRP

ADDS PUB KEY TO
AMPERE > UEFI
Provides SRP CREATES UEFI ROM

CUSTOMER

USES ATF, BRD, ROM
CREATES SIGNED
UEFI SLIM

obm
PACKAGES SIGNED
UEFI TO .HPM

CF Or
PRIV KEY

SIG HASH
~~

SIGNED UEFI SLIM

SIGNED

UEFI
HPM

CUSTOMER
PROVIDES PUB KEY HASH
DEBUG FUSES

CUSTOMER
CREATES SIGNED
SECPROV.SLIM

OoDM
PACKAGES SIGNED
SECPROV TO .HPM

—_ AMPERE

DEBUG PRIVATE KEY

SIGNED SECPROV. SLIM

——
SECPROV
: BIN |:> SIGNED
O

SECPROV
.HPM

BMC FW SCP FW

CPLD FW UEFI FW

ODM
MANUFACTURING
FLOW
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CUSTOMER OobM
Provides Pub Key CUSTOMIZES SRP
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CUSTOMER

USES ATF, BRD, ROM
CREATES SIGNED
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CUSTOMER obm CUSTOMER
Provides Pub Key CUSTOMIZES SRP USES ATF. BRD. ROM obM
ADDS PUB KEY TO CREATES’SIGN’ED PACKAGES SIGNED
AMPERE > UEFI UEFI TO .HPM
Provides SRP CREATES UEFI ROM UEFI SLIM
o
ATF SCP
P —— 0 SIGNED
m PRISFKEY UEF!
U

SIG HASH
~~

SIGNED UEFI SLIM

CUSTOMER CUSTOMER OoDM
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eFuse Key Provisioning

BMC FW

CPLD FW
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FLOW
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Final Manufacturing Flow

@ [ ] )

@ POWER ON SYSTEM

3
@ SIGNED
UEFI FW

@ SYSTEM REBOOTS
@ AMPERE PUB KEY
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@ CUSTOMER PUB KEY
VALIDATES UEFI
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Validation

ODM
CREATES
MFG
FLOW

1 FIRST POWER ON

IPMI OEM COMMAND TRIGGERS SECPROV

SECPROV WRITES CUST eHUSt
CUSTOMER
PUB KEY HASH TO eFUSE PUBLIC KEY HASH _
4 POLL SECPROV STATUS WITH IPMI OEM COMMAND
5 POWER OFF
— W Bl
6 REPROGRAM SCP SIGNED —
EE \WITH SRP EW lipmitool »| SCP EE
SCP HPM OO
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11 power cYCLE
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ATF COMPARES eFUSE KEY HASH WITH DBB/DBU HASH.

13 800710 05 IF KEYS MATCH _



AUTHENTICATION FLOW

CREDENTIAL

LOCATION

VALIDATED BY eFUSED
AMPERE PUBLIC KEY HASH
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Demo





https://docs.google.com/file/d/150eYdShuaLL1lgNn1tpqg39sAfV94kOZ/preview

BMC Protection




CPU-based Root of Trust

CPU RoT
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Why Attack a BMC? CLOUDFLARE

e Highly privileged access to host

e Network accessible

e Connected to both host and management network
® Persistence independent from host

® Poor firmware security history

e https://blog.cloudflare.com/bmc-vuln/



https://blog.cloudflare.com/bmc-vuln/

Future
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Security Co-Processors CLOUDFLARE’
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Thank you




Invasive Debug

Non-Invasive Debug

SPIDEN DBGEN SPNIDEN NIDEN Secure Not Secure Secure Not Secure
0 0 0 0 N N N N
0 0 0 1 N N N Y
0 0 1 1 N N Y Y
0 1 0 1 N Y N Y
0 1 1 1 N Y Y Y
1 1 1 1 Y Y Y Y




