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Lots of cities = Lots of servers
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UEFI Vulnerabilities
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Insecure Root of Trust



● Authenticates first block of BIOS/UEFI 

code before releasing x86 CPU from 

reset.

● Enabled at boot time with PSB-ready FW 

image.

● PSB is configured using a region of 
one-time programmable (OTP) fuses, 
specified for the customer.

Platform Secure Boot (PSB)



Start Verify BIOS Signing Key 
Chain and Usage Passed? FUSE.VENDOR_ID == 

KEY.VENDOR_ID?

FUSE.MODEL_ID == 
KEY.MODEL_ID?

FUSE.DISABLE_BIOS_KEY_ANTI_R
OLLBACK == 0 && 

FUSE.BIOS_KEY_REVISION_ID > 
KEY.BIOS_KEY_REVISION_ID?

Verify BIOS RTM Image Signature 
using BIOS Signing Key

Release x86 cores

Update registers with 
PSB error status and 

fuse values

Fail to boot.
Lock x86 cores

Update registers with 
PSB status and fuse 

values

FUSE.DISABLE_AMD_BI
OS_KEY == 0 && 

KEY.VENDOR_ID == 0

FUSE.BIOS_KEY_REVISI
ON_ID < 

KEY.BIOS_KEY_REVISI
ON_ID?

Set FUSE.BIOS_KEY_REVISION_ID = 
KEY.BIOS_KEY_REVISION_ID

yes

no

no

no yes

yes

no

no

pass

fail

yes

fail



AMD 
PSP

BMC

Power 
On / 

Reset

UEFI 
Firmware

iPXE 
Chainload 

Scripts

OS / Kernel 
/ DriversPXE / iPXE

Apps / 
Services

Updated Secure Boot Chain



AMD 
PSP

BMC

Power 
On / 

Reset

UEFI 
Firmware

iPXE 
Chainload 

Scripts

OS / Kernel 
/ DriversPXE / iPXE

Apps / 
Services

Updated Secure Boot Chain



AMD 
PSP

BMC

Power 
On / 

Reset

UEFI 
Firmware

iPXE 
Chainload 

Scripts

OS / Kernel 
/ DriversPXE / iPXE

Apps / 
Services

Updated Secure Boot Chain



ARM Secure Boot



Arm Trusted Board Boot Requirements aka "ATF Secure Boot".

System on a Chip (SOC) manufacturer heavily involved in secure boot chain

● Requires unique SOC stock keeping unit (SKU) per customer

● SOC manufacturer has end-to-end signing responsibility

● Complicated infrastructure

● Doesn’t scale

≠

How to build a “Chain of Trust” from the first ROM executed (BL1) to “Normal World” firmware (BL33)

Background



● 128+ core ARM M1 core processor

● ARM V8.2+ extensions

● High memory, I/O, network bandwidth

● Lower TDP than x86

Ampere Computing
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Demo



https://docs.google.com/file/d/150eYdShuaLL1lgNn1tpqg39sAfV94kOZ/preview


BMC Protection
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● Highly privileged access to host

● Network accessible

● Connected to both host and management network

● Persistence independent from host

● Poor firmware security history

● https://blog.cloudflare.com/bmc-vuln/ 

Why Attack a BMC?

https://blog.cloudflare.com/bmc-vuln/


Future



● Platform Secure Boot

● Firmware integrity

● PUF-based identity

● Peripheral attestation

● Key transition 

Security Co-Processors



blog.cloudflare.com

https://blog.cloudflare.com


Thank you
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