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About Me

» /5% of my time is spent making free (as in beer), open
access, and open source (CreativeCommons licensed)
classes for a non-profit | started,
OpenSecurityTraining2 (ost2.fyi)

« 25% of my time doing consulting and research for
Dark Mentor LLC

 The research is for fun, but is also a trojan horse to
get me into conferences to tell you about OST2 ;)
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Xeno Kovah

Arch1001 ~28 hours, Arch2001 ~27 hours
Arch4001 ~14 hours, HW1101 ~6 hours

OST2 Cr Vulns1001 ~15 hours, Vulns1002 ~23 hours

In order of appearance

Piotr Krdl Michat Zygowski  Thais Moreira Hamasaki

Arch4021 ~6 hours Arch4021 ~6 hours RE3201 ~6 hours
Arch4031 ~6 hours

Gal Zaban Kc Udonsi Cedric Halbronn Sina Karvandi
RE3011 ~6 hours Vulns1001 ~15 hours Dbg3011 ~6 hours Dbg3301 ~16 hours

Arch2821 ~5 hours
Exp4011 ~33(!) hours



What | Want 1o Know:

What Bluetooth Chip
Is Inside Any Device
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Why | Want To Know |It:

So | Know if it's Vulnerable
To a Firmware-Level Exploit
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RTLET20DN

sSMID-16

Antenna
Frequency range
Bluetooth
Operating temperature

Storage temperature

24 x 16X 3mm (LxWxH) 20 2mm
on-board PCB/ IPEX antenna
24 Module 1=

40 ~125°C

S0 5%*29 2*3 3 (H) 2 ) mm
on-board PCB/ IPEX antenna

240 Module H=

-20C~70C

-40C~1257C

24%*]6*3(=0.2)MM
on-board PCBY IPEX antenna
240 Module GHz

40 C ~85 7T

40 C ~ 125 C |, < 90%EH

24*16* 3(+0.2 )MM
on-board PCB/ IPEX antenna
2400-248 Module 180-3825MHz=

20CT~70C
-40 'C ~ 125 T, <90%RH

Power supply

Interface

From

3.3+ 10%Y

UART.12C, 5P1, GP1O, SWD, PWM

https://docs.ai-thinker.com/en/rtI87xx

SV~ 12V

Voltage 3.0V ~3.6 V, current =300 mA

UART/GPIOVADC/PWM AI1C /5P

Voltage 3.0V ~ 3.6V, Typical 3.3V,
Current >450mA

UART/GPIOYADC/PWMAIC/SPESWD
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Antenna
Frequency range
Bluetooth
Operating temperature

Storage temperature

24 x16x 3mm (LxWxH) 20 2mm
on-board PCB/ IPEX antenna
24 Module 1=

40 ~125°C

50.5%202%3 3 ().2) mm
on-board PCB/ IPEX antenna
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240 Module GHz
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24*16* =02 )MM
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2400-248 Module 180-3825MHz=

=20 C~70C

40 T ~ 125 C , <90%RH

Power supply

Interface

From

3.3+ 10%Y

UART.L2C, 5P1, GPIO, SWD, PWM

https://docs.ai-thinker.com/en/rtI87xx

SV~ 12V

Voltage 3.0V ~3.6 V, current =300 mA

Voltage 3.0V ~ 3.6V, Typical 3.3V,
Current >450mA

UART/GPIOYADC/PWMAIC/SPESWD
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3330 Product Makers registered with Bluetooth SIG as of the time of writing!
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My Terminology

« BTC = Bluetooth Classic

 BLE = Bluetooth Low Energy
« BDADDR = Bluetooth Device Address (like MAC address)



So you've got a couple million datapoints...

Is any of it useful?
» | started doing basic naive BT data collection as a hobby during the pandemic
as a way to get out of the house and drive around

 See "It was harder to sniff Bluetooth through my mask during the Pandemic"
talk from summer 2023

 The majority of my data is Linux "HCI" logs

 HCI is the Host-Controller-Interface, between Linux, and the BT chip on my
logging platform (mostly Raspberry Pi Zeros or 4Bs)

e | started work on customized 2thprinting in May 2023, once | had a chance to
start looking at what the HCI logs could, and couldn't, provide for 2thprinting



® Classic

Overall BDADDR Data

My data as of 2023-10-26

e 73,047 unique BT Classic BDADDRs
» 8,392,322 unique BLE BDADDRs
* 194,151 "public" BDADDRs
e 2.7/731,623 "random static" BDADDRs
e 4 950,427 "random resolvable" BDADDRs
e 299 244 "random non-resolvable" BDADDRs

Public
() Random Static
@ Random Resolvable
Random Non-resolvable



What | Want 1o Know:

What Bluetooth Chip
Is Inside Any Device



Why | Want To Know |It:

So | Know if it's Vulnerable
To a Firmware-Level Exploit



Some Possible Information Relationships

““Individual Device @ Device Typesp ModeI)
“"Firmware Version <a BT Chip €= Manufacturer



Prior Work

"Bluesniff - The Next Wardriving Frontier"

Exhibit G: Bluesniff

* [1] by Potter from 2003 "Focused on providing
a Ul", provided information about discoverable
BTC devices

Flistooth Scarmer 0.1 LScarmingd Hon Jul 14 15:50:34 203

[1] https://web.archive.org/web/20031115220513/http://www.shmoo.com/~gdead/dc-11-brucepotter.ppt
Image from https://web.archive.org/web/20040303230609/http://www.atstake.com/research/reports/acrobat/atstake_war_nibbling.pdf
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Prior Work

"BluelD: A Practical System for Bluetooth Device Identification"

* [1] by Jun Huang et al. from 2014 is focused on identifying individual devices,
within a collection of potentially address-randomizing devices, based on clock
skew over time

600 600 | "
3 450 3 450 g
2 300 2 300 —-""f'::/"’
£ 150 | £ 150

O O ’:f "

O 5 10 15 20
Timestamp (second) Timestamp (second)

(a) Before noise filtering. (b) After noise filtering.
Fig. 2. Effect of noise filtering on Bluetooth preamble detections.

[1] https://www.cse.msu.edu/~huangjun/docs/blueid_infocom14.pdf
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Prior Work

Only mentioning for completeness

* "Bluetooth devices fingerprinting using low cost SDR"[1]

 "Bluetooth Low Energy Device ldentification Based on Link Layer Broadcast
Packet Fingerprinting" [2]

* Both test so few devices as to be meaningless

* [2] "An experimental result on a dataset with 15 types of BLE devices"

[1] https://inria.hal.science/hal-02359914/file/paper.pdf
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BT Timeline wiki plug!: https://darkmentor.com/bt.html

Bluetooth Security Timeline

Submit additions or corrections via Merge Requests at
https://gitlab.com/XenoKovah/bluetooth security timeline

Read this Contributor Guidance before sending Merge
Requests

Key:

#® = High Impact!
# = PoC exploit available

4 = Tool

Bluetooth Security Timeline

@ X¥enoKovah f @DarkMentorLLC

fingerprint 15 matches

2023

11

Blue2thprinting (blue-[tooth)-printing]: answering the question of "'WTF am | even looking

at?!'

10

Open Wounds: The last 5 years have left Bluetooth to bleed

08

Snoop on to them as they snoop on to us %

A PSD-based fingerprinting approach to detect loT device spoofing

An overview of bluetooth I,Ivf.. ice discovery and fingerprinting technigues — assessin '| the

i[HfWT“H*r :Hﬂwﬁ'r“”wﬂwr":ﬁ“"lHni“arli-Ew_E loT Devices with Static Ljuujm; from M
lueprinting - Remote Device Identification i
ngerprinting and f;‘~:."1.a.|j~,f:~:-':i- of Bluetooth devices with automata learning

!
Fingerprinting Blueto rrrl" Lov E|I'—'w|" Devices Based on the Generic Attribute Profile

Tech: Fingerprinting

A PSD-based fingerprinting approach to detect loT device spoofing

An overview of bluetooth l,lr.. ice discovery and fingerprinting techniques — assessing the

Bluetooth Fingerprinting Techniques

Reverse Engineering App IH BLE Continuity Protocol for Tracking, OS Fingerprinting, anc

Automatic Fingerprinting of Vulnerable BLE loT Devices with Static UUIDs from Mobile A

Blue2thprinting (blue-[tooth)-printing]: answering the question of " WTF am | even look

uelD: A Practical Systen T " Bluetooth Device ldentification
Leprinting - Ren |HT— )evice ldentification based on Bluetooth Fingerprinting Techni
uetooth 'Z-'—u urity Tir ||r_~||||:~
raluating Physical-Layer BLE Location Tracking Attacks on Mobile Devices
y Byte Matters: Traffic Analysis of EII_. etooth Wearable Devices

|H|| inting and :3."r.a.|},.f:r:-':.-:~ of Bluetooth devices with automata leaming

|H|| inting Bluetooth-Low-Energy Devices Based on the Generic Attribute Profile
Vas —i.i.l':li' to Sniff Bluetooth Through My Mask During the Pandemic...
Ma .—'~..—:-.—|:|".::.f|‘|il'lg;g with a small [oT spy |.ZII_.';;|

Reverse Engineering Apple's BLE Continuity Protocol for Tracking, OS Fingerprinting,

Tech: Fingerprinting

e Apps

ng at?!’

......

and Behavio

ocal context

LA
- —
1Ll 1

ocal context

=
i

Profiling

Profiling



Prior Work - What | Get

Individual Device wp Device Type
Firmware Version <a BT Chip 4=



What | Want

Individual Device p Device Typesp Model)
[Firmware Version]«4s[BT Chip 4= Manufacturer



4. Passive

2thprinting Approaches

« Mostly-Passive %" Active



Bluetooth: The Gathering: .. Passive

* Run a sniffer, never send any packets
« BLE: Sniffle, Ice9 Sniffer, BTC: Ubertooth
« BLE ADV_IND, NONCONN_ADV_IND

Sniffer (
1@ Devices




Bluetooth: The Gathering: . Mostly-Passive

* Ask your OS "What Bluetooth devices are currently visible?"

* It will scan for any advertisements, and potentially,
autonomously, query some limited information about devices it
finds, such as device name, class of device, etc (depends on
OS & Bluetooth stack version)

* This iIs most of my data

Con?;lc-)ller ))) (((

Application OS



v Active

Bluetooth: The Gathering:

 Send custom BLE LL / BTC LMP packets (requires custom
controller firmware)

* Connect to all connectable interfaces, query all queryable
iInformation

Appllcatlon Controller ))) (((
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Background - BT Device Address (BDADDR)

BT Classic Addresses

Image & slide-in text from
https://novelbits.io/bluetooth-address-privacy-ble/
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Company Assigned Company ID 3

24 bits 24 bits
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Background - BT Device Address (BDADDR)

BT Classic Addresses

Company Assigned Company ID 3

24 bits 24 bits

IEEE "Organizationally Unique Identifier" (OUI),
like with Ethernet MAC addresses

Image & slide-in text from
https://novelbits.io/bluetooth-address-privacy-ble/



Background - BT Device Address (BDADDR)

BT Classic Addresses
eG.P0-4G.4-11.00
Company Assigned Company ID 3

24 bits 24 bits

IEEE "Organizationally Unique Identifier" (OUI),
like with Ethernet MAC addresses

Image & slide-in text from
https://novelbits.io/bluetooth-address-privacy-ble/



Background - BT Device Address (BDADDR)

BT Classic Addresses

00:11:ff:51:0d:5a

Company Assigned Company ID 3

24 bits 24 bits

IEEE "Organizationally Unique Identifier" (OUI),
like with Ethernet MAC addresses

Image & slide-in text from
https://novelbits.io/bluetooth-address-privacy-ble/



Background - BT Device Address (BDADDR)

BT Classic Addresses
00:11:ff:51:0d:5a
Company Assigned | Company ID 5 (00:1f:ff): Respironics, Inc.

24 bits 24 bits

IEEE "Organizationally Unique Identifier" (OUI),
like with Ethernet MAC addresses

Image & slide-in text from
https://novelbits.io/bluetooth-address-privacy-ble/



Background - BT Device Address (BDADDR)

Bluetooth Address Types (Low Energy)

Public Address Random Address

Static Address Private Address

Non-Resolvable

Resolvable Address Address

Image & slide-in text from
https://novelbits.io/bluetooth-address-privacy-ble/



Background - BT Device Address (BDADDR)

Bluetooth Address Types (Low Energy)

e e S e .
T =" e e — -

Public Address ) Random Address

===

=3 .
_ — o — —0 i —
S T S e
= = e = =
s — e -5

~ Static Address Private Address

Non-Resolvable
Address

Resolvable Address

Image & slide-in text from
https://novelbits.io/bluetooth-address-privacy-ble/



Background - BT Device Address (BDADDR)

Bluetooth Address Types (Low Energy)

e == T - . ’ A

= |
o=

Public Address ) Random Address
Company Assigned Company ID | 4
24 bits 24 bits Private Address
a ) ) AN
Non-Resolvable
Resolvable Address
Address

Image & slide-in text from
https://novelbits.io/bluetooth-address-privacy-ble/



Background - BT Device Address (BDADDR)

Bluetooth Address Types (Low Energy)

T e == e - -
——— n —_ -~ -
/ -~

Public Address ) Random Address

/’/

Company Assigned Company ID

24 bits 24 bits Private Address

IEEE "Organizationally Unique Identifier" (OUI), . .
like with Ethernet MAC addresses Non-Resolvable

A Address

Image & slide-in text from
https://novelbits.io/bluetooth-address-privacy-ble/



® Classic

Overall BDADDR Data

IEEE OUI Applicability

e 73,047 unique BT Classic BDADDRs . -
e 8,392,322 unique BLE BDADDRs
« 194,151 "public" BDADDRs . -

P ~ - a¥alaYaa i~ BNADNE
; y U C A o -y waw
o /1 CQLI() / - a¥alaVYaall Ja¥YeYa Al PNADNE
, , ( \A \\J \JI1 V CALNJ L J L L J L S
o 10 AA "ranAdAnm noar aYaYa Al RPNDADNDNDE
WIRA® W 1= »aw

e So OUIPrints applicable to only ~3.2% of the BDADDRSs

Public
(73,047+194,151)/(73,047+8,392,322) o PUBle e

© Random Resolvable
Random Non-resolvable



@ = phone-related, & = car-related, )¢ = audio-related, @ = chip-related, <©* = module-related

BTC Data (top 20 of 593 companies seen)

I company_by_bdaddr I found I

i et T et et e T T +-—————- +
GPSANatches/etc Garmin International 10423
W | Samsung Electronics Co.,Ltd Qualcomm, Broadcom, MediaTek, Samsung & | 6359
ﬂ OnePlus Technology (Shenzhen) Co., Ltd 3682
&Y | Actions Semiconductor Co.,Ltd.(Cayman Islands) 3036
ﬂ Apple, Inc. Mostly Broadcom, Sometimes Apple (e.g. AirPods) &| 2604
Mg * | Panasonic Automotive Systems Co.,Ltd 2491
Mg> | Laird Connectivity 2238
&< | PIONEER CORPORATION 1977
& | Intel Corporate 1960
é% | ALPSALPINE CO,.LTD 1919
B | GUANGDONG OPPO MOBILE TELECOMMUNICATIONS CORP.,LTD 1648
7~ | AzureWave Technology Inc. NXP, Cypress, MediaTek &@| 1369
& | Texas Instruments 974
@ Wistron Neweb Corporation 920
<7 | silex technology, Inc. Qualcomm & 390
& | Shinwa Industries(China) Ltd.  Qualcomm/CSR, T, Cypress, Sunplus @| 858
I}.IQ\\;;& MITSUMI ELECTRIC CO.,LTD. CSR->Qualcomm & 845
hlga~ | PARROT SA Tl & 741
@ integrator? | Wingtech Mobile Communications Co., Ltd. MediaTek? & 690
D& | Sunplus Technology Co., Ltd. 606



@ = phone-related, & = car-related, )¢ = audio-related, @ = chip-related, <©* = module-related

BTC Data (top 20 of 593 companies seen)

I company_by_bdaddr I found I
it ittt it - +
GPSANatches/etc Garmin International 10423
W | Samsung Electronics Co.,Ltd Qualcomm, Broadcom, MediaTek, Samsung & | 6359
ﬂ OnePlus Technology (Shenzhen) Co., Ltd 3682
&Y | Actions Semiconductor Co.,Ltd.(Cayman Islands) 3036
ﬂ Apple, Inc. Mostly Broadcom, Sometj pple (e.qg. AirPods) &| 2604
Mg * | Panasonic Automotive Systems Co.,Ltd
Mg> | Laird Connectivity
yﬁ&i}f PIONEER CORPORATION \y Note! My data is skewed towards vehicles,
& | Intel Corporate — because | like to put my sniffers over freeways!
é% | ALPSALPINE CO,.LTD
B | GUANGDONG OPPO MOBILE TELECOMMUNICATIONS CORP.,LTD 1648
7~ | AzureWave Technology Inc. NXP, Cypress, MediaTek &@| 1369
&’ | Texas Instruments 974
@ Wistron Neweb Corporation 920
<7 | silex technology, Inc. Qualcomm & 390
Mg> | Shinwa Industries(China) Ltd. Qualcomm/CSR, Tl, Cypress, Sunplus & 858
I}.IQ\\;;& MITSUMI ELECTRIC CO.,LTD. CSR->Qualcomm & 845
hlga~ | PARROT SA Tl & 741
@ integrator? | Wingtech Mobile Communications Co., Ltd. MediaTek? & 690
D& | Sunplus Technology Co., Ltd. 606




@ = phone-related, & = car-related, )¢ = audio-related, @ = chip-related, <©* = module-related

BLE Data (top 20 of 608 companles seen)

BLE beacons

»
b

S + @7
GPS/Watches/etc

BLE beacons

LED lights & sensors

Teslas

=

) Hearing aids

I company_by_bdaddr I Found
e +-—————- +
Texas Instruments 31799
VX1 Corporation 25190
Samsung Electronics Co.,Ltd Qualcomm, Broadcom, MediaTek, Samsung &l 12340
Bose Corporation 8475
Logitech, Inc 4980
Cambridge Mobile Telematics, Inc. CSR->Qualcomm @| 4958
Apple, Inc. Mostly Broadcom, Sometimes Apple (e.g. AirPods) &| 4821
Silicon Laboratories 3802
Espressif Inc. 2975
Shenzhen Minew Technologies Co., Ltd. 2462
Murata Manufacturing Co., Ltd. Nordic, Cypress, CSR, Onsemi, Dialog @| 2276
Telink Semiconductor (Taipei) Co. Ltd. 1943
Shenzhen Jingxun Software Telecommunication Technology Co.,Ltd 1879
Garmin International 1651
Sunitec Enterprise Co.,Ltd Broadcom &| 1426
Aruba, a Hewlett Packard Enterprise Company 1388
Shenzhen Intellirocks Tech co.,ltd Telink &1 1139
Shanghai Rui Rui Communication Technology Co.Ltd. 1070
ALPSALPINE CO,.LTD 969
Starkey Labs Inc. 934

RealTek, Airoha &

(Tl bought OUI?)



Of what | want to know

e |f the BDADDR maps to a chip-maker, we have an idea of what chip maker is
being used with high probability

"Texas Instruments”

"Silicon Laboratories"

"Intel Corporate”

"Telink Semiconductor (Taipei) Co. Ltd."

"Cambridge Silicon Radio”

"Espressif Inc.”

"Nordic Semiconductor ASA"

"NXP Semiconductors”

"NXP France Semiconductors France"

"NXP Semiconductor (Tianjin) LTD."

"NXP (China) Management Ltd."

"Microchip Technology Inc.”

"Broadcom"”

"Qualcomm Technologies International,
Ltd. (QTIL)"

"REALTEK SEMICONDUC

OR CORP"

 For some other names (like module-makers), we might know that there's only
1 or 2 chips they ever use, though of course that can change

e Need to collect that data over time




The First Traces

Of what | want to know

e |f the BDADDR maps to a chip-maker, we have an idea of what chip maker is
being used with high probability

"Texas Instruments”

"Silicon Laboratories"

"Intel Corporate”

"Telink Semiconductor (Taipei) Co. Ltd."

"Cambridge Silicon Radio”

"Espressif Inc.”

"Nordic Semiconductor ASA"

"NXP Semiconductors”

"NXP France Semiconductors France"

"NXP Semiconductor (Tianjin) LTD."

"NXP (China) Management Ltd."

"Microchip Technology Inc.”

"Broadcom"”

"Qualcomm Technologies International,
Ltd. (QTIL)"

"REALTEK SEMICONDUC

OR CORP"

 For some other names (like module-makers), we might know that there's only
1 or 2 chips they ever use, though of course that can change

e Need to collect that data over time




What | Want

Individual Device ®p Device Typesp Model)
Firmware Version 4= BT Chip 4= Manufacturer



What | Want

BDADDR = FC:A8:9B:11:22:33
Individual Device ®p Device Typesp Model)
Firmware Version 4= BT Chip 4= Manufacturer




What | Want

IEEE OUI
DATABASE LOOKUP

BDADDR = FC:A8:9B:11:22:33

Individual Device wp Device Typesp Model
Firmware Version 4m BT Chip <=

"Texas Instruments”




What | Want

IEEE OUI
DATABASE LOOKUP

BDADDR = FC:A8:9B:11:22:33

Individual Device wp Device Typesp Model
Firmware Version 4m BT Chip <=

"Texas Instruments”

ASSUMPTION:
OUIPrint == ChipPrint, for OUl == {Silicon Vendor OUIls}



What | Want

IEEE OUI
DATABASE LOOKUP

BDADDR = FC:A8:9B:11:22:33

Individual Device sp Device Typesp Model
Firmware Version 4m:BT Chip <=

"Texas Instruments" " Iexas Instruments”

ASSUMPTION:
OUIPrint == ChipPrint, for OUl == {Silicon Vendor OUIls}



OUIPrints Beget Names

* |f we have the company name from a BDADDR, it may help us track down
model names from a company, and consequently create more 2thprints-by-
name.

 Example;

00:1e
00:1e
00:1e

00:1e
P0:1e

:42:33:59:e5
:42:35:51:064
:42:50:9f :ea
:42:58:15:df
:42:a7:bd:49

Teltonika
Teltonika
Teltonika

Teltonika
Teltonika

MCX201_1689933
MCX201_1689933
FMMOOA_8585657

862404006707824
FMB122_0048388

https://www.moreycorp.com/products/mcx201/

(V)T



OUIPrints Beget Names

* |f we have the company name from a BDADDR, it may I
model names from a company, and consequently create

Nname.

 Example;

00:1e
00:1e
00:1e

00:1e
P0:1e

:42:33:59:e5
:42:35:51:064
:42:50:9f:ea
:42:58:15:df
:42:a7:bd:49

Teltonika
Teltonika
Teltonika

Teltonika
Teltonika

MCX201_1689933
MCX201_1689933
FMMOOA_8585657

862404006707824
FMB122_0048388

W MOREY
MCX201..

https://www.moreycorp.com/products/mcx201/

(V)T
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OUIPrints Beget Names

* |f we have the company name from a BDADDR, it may help us track down
model names from a company, and consequently create more 2thprints-by-
name.

 Example;

00:1e
00:1e
00:1e

00:1e
P0:1e

:42:33:59:e5
:42:35:51:064
:42:50:9f :ea
:42:58:15:df
:42:a7:bd:49

Teltonika
Teltonika
Teltonika

Teltonika
Teltonika
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FMMOOA_8585657

862404006707824
FMB122_0048388
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OUIPrints Beget Names

* |f we have the company name from a BDADDR, it may help us track down
model names from a company, and consequently create more 2thprints-by-
name.

 Example;

00:1e
00:1e
00:1e

00:1e
P0:1e

:42:33:59:e5
:42:35:51:04
:42:50:9f:ea
:42:58:15:df
:42:a7:bd:49

Teltonika
Teltonika
Teltonika

Teltonika
Teltonika

MCX201_1689933
MCX201_1689933
FMMOOA_8585657

| https://www.moreycorp.com/products/mex201/

| https://wiki.teltonika-gps.com/view/FMMOOA_Bluetooth_settings

8624640006707824 | "\_(V)_/"

FMB122_0048388

| https://wiki.teltonika-gps.com/view/FMB122_Bluetooth_settings



OUIPrints Beget Names

https://wiki.teltonika-gps.com/view/FMMOOA_Bluetooth_settings
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FAST & EASY TRACKERS
FREQUENTLY ASKED QUESTIONS - FAQ
OBD TRACKERS

o https://wiki.teltonika-gps.com/view/FMMOOA _Bluetooth_settings




EOL PRODUCTS

3eget Names

FAST & EASY TRACKERS
FREQUENTLY ASKED QUESTIONS - FAQ
OBD TRACKERS

o https://wiki.teltonika-gps.com/view/FMMOOA _Bluetooth_settings




g View Uploads ' Info g Stats Q Tools
—

' . . N P E
* FMMOOA 8488746 QoS: 0 type: BT _ NESOTA | o

se arch for networks 00:1e:42:50:26:98 P  2023-04-13 - 2023-04-13 Search “CidrmS _ o

N Minneapoli
* FMMOOA 8585657 QoS: 0 type: BT Yy Sr TN S etie SRS ) : an[!JO < |
AR _ : SOUTH | . WISCONSIN

- 00:1e:42:51:77:e9 ? 2023-06-01 - 2023-06-01 T g : : “,
T wr @ oca B BT ' 4 % PAKOTA :

* FMMOOA 8682488 QoS: 0 type: BT

00:1e:42:52:72:6¢C ? 2023-04-22 - 2023-04-24 5 WYOMING .......................... - & VoL
Lat: 13.0374 to: 48291 : __ . ] " o YL, S

* FMMOOA 3268558 QoS: 0 type: BT bi IOWA N Chicago

I . - - " " - | £ 1 i . ;T__.-
Lon: -112.87 to: | -75.077 00:1€:42:55:00:22  2023-04-25 - 2023-04-25 hﬁake S wiGLCE. ey NEBRASKA - (niRcy e.naeT
%o e T BT W E .o . _." i

* FMMOOA 8585657 QoS: 0 type: BT

R e R EEELT
Last Updated: 20010925174546 00:1e:42:56:92:a9 P 2023-05-27 - 2023-05-30 A -

~. RN { SJLLINOIS % INDIANA

---------------------------

Denverc Umtqd States Kangas City - ™. |ndlaannaf:«:rlismI Cl"ég

' ~—3 St. Louis. _
. : "~ MISSOURI o
Network Name (wildcardsl: % and ): * FMMOOA 8682488 QoS: 0 type: BT ¢ ' " . | ’ T
00:1e:42:58:a8:0f P  2023-05-09 - 2023-05-09 R« ™~ UL b |
FMMOOA% ; M bt et Nashvill o
* FMMOOA_56824588 QoS: 0 type: BT i e, . OKLAHOMA = | » o fENNESS’
| Only Nets | Was the First to See 00:1e:42:59:88:4e P  2023-05-23 - 2023-05-23 g Albquerque . ; bl Mefﬂ’_’_’f'_‘_ _____ N/ 4
| ' ARKANSAS ¢ [ .~ i
NEW MEXICO g TN I v Atla

o ; 3 b L e MISSISSIPPI ¥

hoenix 5 : o Dallas i Lo D ALABAMAL

$ FMMOOA 8585657 QoS: 0 type: BT ) ; . i
00:1e:42:5b:07:a8 P  2023-04-30 - 2023-04-30 | °Tucson ~WWRCsL C.FRCET A e i

- - - *FMMOGA_BSBSGSTQDS:G type: BT UTAH .
BSSIDIMAC: 0A2CEF32D:251B or DA2C 00:1e:42:58:23:6f P  2023-04-19 - 2023-04-19 o COLORADO § KANSAS

-

-

— * FMMOOA 8585657 QoS: 0 type: BT ARIZONA
‘ Query ‘ 00:1e:42:5a:1c:07 ? 2023-06-06 - 2023-06-06

L'9g": 0-or-more characters, ' " a single character.

W ! -

B S I - TEXAS . = £

]
5~
u' .

» FMMOOT
> FMMO03
:M M
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EOL PRODUCTS

3eget Names

FAST & EASY TRACKERS
FREQUENTLY ASKED QUESTIONS - FAQ
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Uploads Info

Q View

search for networks

D wri 4 e} BT
Lat: | 36.4227 to: | 62.7957
Lon: -12.8051 to: 249878

Last Updated: 20010925174546
BSSIDIMAC: | 0A:2C:EF:3D:25:1B or 0A:2C
Network Name (wildcards!: % and ):
FMMOO03%

| Only Nets | Was the First to See
FMGO0T
FMGO03
FMGODA
FMMO0T

FMMOOA

WOl W W NN

L

. Stats . Tools

* FMMOO03_ 2524025 Qo5: 2 type: BT
00:1e:42:2c:b1:10 2 2022-09-25 - 2022-12-03

* FMMO003 2524025 QoS: 0 type: BT
00:1e:42:2d:8f:f0 P 2022-12-03 - 2022-12-02

* FMMO03_ 2524025 Qo5: 0 type: BT
00:1e:42:32:92:03 ? 2022-10-30 - 2022-10-29

$ FMM003 2524025 QoS: 0 type: BT
00:1e:42:32:¢6:73 P 2022-10-08 - 2022-10-08
3} FMM003 6805451 Qos: 0 type: BT
00:1e:42:5b:c0:4d P 2023-05-01 - 2023-05-01

* FMMOO03 DTM449 QoS- 0 type: BT
00:1e:42:5c:dc:68  ? 2023-05-23 - 2023-05-23

* FMMO0O03_ 6805451 Qo5: 0 type: BT
00:1e:42:5e:db:6b 2 2023-02-20 - 2023-02-20

* FMMO003_ 6735591 Qo5: 0 type: BT
4d:05:95:2b:62:61 2 2019-01-15 - 2023-05-05

b

Search Address

a._ ;h L] . o o
‘ " -
' l'
Il
'

-
| utnbu[rg

United
. Kingdom
- Isle of Ma

<+ Dublin Mafcgiester-.

Iraland




vy @

* FMMOO03 2524025 Qo5: 2 type: BT

searc h fo rn etWO I’kS 00:1e:42:2c:b1:10 2022-09-25 - 2022-12-03

* FMMO003_ 2524025 QoS: 0 type: BT Bergen
—~ (el § _ 00:1e:42:2d:8f:f0 ? 2022-12-03 - 2022-12-02 Oslo
* FMMO0O03 2524025 QoS: 0 type: BT
- o 00:1e:42:32:92:03 2022-10-30 - 2022-10-29 Stavanger

Lat: 36.4227 to:  62.7957 R
* FMMO03 2524025 QoS: 0 type: BT

Lon:  -178051 to: 249878 00:1e:42:32:¢6:73 ? 2022-10-08 - 2022-10-08 Gothenburg

o

* FMMO003 6805451 QoS: 0 type: BT

Last Updated.: 00:1e:42:5b:c0:4d 2023-05-01 - 2023-05-01

North Sea

* FMMO003 DTM449 QoS- 0 type: BT
MRS 1 < W Cope\f

= . _Edinbur
BSSIDIMAC: 00:1e:42:5c:dc:68 2 2023-05-23 - 2023-05-23 =T U T e qh' ﬂ._——r agen
Network Name (wildcards™: % and _): $ FMMO003_ 6805451 QoS: 0 type: BT United Denmark
00:1e:42:5e:db:6b ? 2023-02-20 - 2023-02-20 Kingdom
FMMOO3%
$ FMM003 6735591 QoS: 0 type: BT Isle of Man
[ Only Nets | Was the First to See 4d:05:95:2b:62:61 ? 2019-01-15 - 2023-05-05 Duglin Manc{?ester Ham:burg
. lraland

"Morey (Teltonika two different BDADDRs with the same last 7..
"Teltonika FMMOOA

"Teltonika FMB122

by BDADDR)
telematics
telematics

MCX201 telematics LTE/GNSS/BLE tracker (https://www.moreycorp.com/products/mcx201/, http://3.126.97.106/view/MCX201_First_Start,
tracker (https://wiki.teltonika-gps.com/view/FMMOOA Bluetooth settings)","~FMMOOA [0-9]{7}%"
tracker (https://wiki.teltonika-gps.com/view/FMB122 Bluetooth settings)","~FMB122 [0-9]{7}%"
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2thprint by Link Layer Version Information
LL_VERSION IND (BLE), LMP_version_res (BTC)

 BTC has Link Management Protocol (LMP) and BLE has Link-Layer (LL)

Control packets, that can be sent to request some chip and firmware version
iInformation

 These can be sent/received without any sort of BT pairing/bonding!

Individual Device wp Device Typesp Model)
Firmware Version|«4mBT Chip 4= Manufacturer



2thprint by

LMP_version_res (BTC)

From BT
Core Spec v4.2

M/O

PDU

Contents

M

LMP_version_req

LMP_version_res

VersNr
Compld
SubVersNr

VersNr
Compld
SubVersNr

Table 4.26: PDUs used for LMP version request

A A
Initli_?\jling LM
y y
> LMP_version_req
4 LMP_version_res

Sequence 77: Request for LMP version




2thprint by
LL_ VERSION_IND (BLE)

2.4.2.13 LL VERSION IND

The format of the CtrData field is shown in Figure 2.23.

CtrData
VersNr Compld SubVersNr
(1 octet) (2 octets) (2 octets)

Figure 2.23: CltrData field of the LL_VERSION_IND PDU

The LL_VERSION IND CtrData consists of three fields:

* \ersNr field shall contain the version of the Bluetooth Controller specification
(see Bluetooth Assigned Numbers).

« Compld field shall contain the company identifier of the manufacturer of the
Bluetooth Controller (see Bluetooth Assigned Numbers).

« SubVersNr field shall contain a unique value for each implementation or

com BT revision of an implementation of the Bluetooth Controller.

Core Spec v4.2



Prior Work

"ESPwn32: Hacking with ESP32 System-on-Chips"

_ Remote BLE stack fingerprinting !  cuscou Quarksiab
 Oh no! | got scooped! (Or did 1?)

* [1] by Cayre et al. from May 2023
recognized that LL_VERSION_IND
packets contains useful information

» But it subsequently assumes this
iInformation is sufficient for
vulnerability applicability
assessment, without offering any
proof / data analysis

11

[1] https://wootconference.org/papers/woot23-paper22.pdf
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LMP/LL 2thprints useful, but not definitive

* |t turns out that for MediaTek (CID = 70), the most common value for the sub
version is 0
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LMP/LL 2thprints useful, but not definitive

* |t turns out that for MediaTek (CID = 70), the most common value for the sub
version is 0

Remote BLE stack fingerprinting !  cvrecon Quarkslab

\er.: -
| Yendor. @ MediaTek
oft. ¢ 0.0
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(Link Layer) Version Number

VersNr (1 byte)

Last Modified: 2023-02-21

From BT
Assigned Numbers document

CtrData

VersNr
(1 octet)

Compld
(2 octets)

SubVersNr
(2 octets)

Figure 2.

Core Specification Name Version
Bluetooth® Core Specification 1.0b (Withdrawn) Ox00
Bluetooth® Core Specification 1.1 (Withdrawn) 0x01
Bluetooth® Core Specification 1.2 (Withdrawn) 0x02
Bluetooth® Core Specification 2.0+EDR (Withdrawn) 0x03
Bluetooth® Core Specification 2.1+EDR (Withdrawn) Ox04
Bluetooth® Core Specification 3.0+HS (Withdrawn) Ox05
Bluetooth® Core Specification 4.0 (Withdrawn) Ox06
Bluetooth® Core Specification 4.1 (Deprecated) Ox07
Bluetooth® Core Specification 4.2 Ox08
Bluetooth® Core Specification 5.0 Ox09
Bluetooth® Core Specification 5.1 OX0A
Bluetooth® Core Specification 5.2 Ox0B
Bluetooth® Core Specification 5.3 Ox0C
Bluetooth® Core Specification 5.4 Ox0D

- CtrData field of the LL_VERSION_IND PDU




CtrData

VersNr Compld SubVersNr
(1 octet) (2 qctets) (2 octets)

(Link Layer) Compa ny Identifier Figure 2.23: CtrData fiel LL VERSION IND PDU
Compld (2 bytes) - 3330 defined at time of writing

company_identifiers:

— value: 0Ox0CA5
name: 'Princess Cruise Lines, Ltd.'

— value: 0x0CA4
name: 'MITSUBISHI ELECTRIC LIGHTING CO, LTD'

— value: 0x0CA3
name: 'MAQUET GmbH'

— value: 0x0CA2
name: 'XSENSE LTD'

— value: 0x0CA1l
name: 'YAMAHA MOTOR CO.,LTD.’

— value: 0x0CAQ
name: 'BIGBEN'

— value: 0x0C9F
name: 'Dragonfly Energy Corp.'

From htt  — value: 0x0C9E
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name.

value:

name.

value:

name.

value:

name.

value:

name.

value:

name.

value:

name.

value:

name.

value:

name.

value:

name.

value:

name.

'H+B Hightech GmbH'

0x0C95
'‘Gemstone Lights Canada Ltd.'

0x0C94
'‘Baxter Healthcare Corporation'’

0x0C93
‘Movesense 0Oy’

0x0C92
'Kessebohmer Ergonomietechnik GmbH'

0x0C91
'Yashu Systems'

0x0C90
'"WESCO AG'

Ox0C8F
'Radar Automobile Sales(Shandong)Co.,Ltd."

Ox0C8E
‘Technocon Engineering Ltd.'

Ox0C8D
"tonies GmbH'

0x0C8C
'T-Mobile USA'

VersNr
(1 octet)

Compld SubVersNr
(2 qctets) (2 octets)

Figure 2.23: CtrData fiel
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LL_VERSION_IND PDU



From htt

name.

value:

name.

value:

name.

value:

name.

value:

name.

value:

name.

value:

name.

value:

(Link Layer) Company ldentifier

Compld (2 bytes) - 3330 defined at time of writing

company_1identifiers:

— value: 0Ox0OCAS5

'Princess Cruise Lines, Ltd.'

Ox0CA4
'MITSUBISHI ELECTRIC LIGHTING CO, LTD'

0x0CA3
'"MAQUET GmbH'

Ox0CA2
'XSENSE LTD'

0x0CAl
'YAMAHA MOTOR CO.,LTD."

0x0CA0Q
'BIGBEN

Ox0COF
'‘Dragonfly Energy Corp.'

Ox0C9OE



From htt

(Link Layer) Company ldentifier
Compld (2 bytes) - 3330 defined at time of writing

company_identifiers:

: Ox0CA4
: '"MITSUBISHI ELECTRIC LIGHTING CO, LTD'

: Ox0CA3
: '"MAQUET GmbH'

: Ox0CA2
: "XSENSE LTD’

: Ox0CA1
: 'YAMAHA MOTOR CO.,LTD.'

: 0x0CA0Q
: 'BIGBEN

: Ox0C9F
: 'Dragonfly Energy Corp.'

: 0x0C9E



From htt

(Link Layer) Compar
Compld (2 bytes) - 3330 define

company_identifiers:

: Ox0CA4 —
'MITSUBISHI ELECTRIC LIGHTING CO, LTD'

: Ox0CA3

'"MAQUET GmbH'

: Ox0CA2

'XSENSE LTD

: Ox0CA1l

'YAMAHA MOTOR CO.,LTD."

: Ox0CA0

"BIGBEN'

: Ox0C9F

‘Dragonfly Energy Corp.'

: Ox0C9E




(Link Layer) Compa
Compld (2 bytes) - 3330 define

company_identifiers:

— value: 0x0CA4 —r
name: 'MITSUBISHI ELECTRIC LIGHTING CO, LTD

— value: 0x0CA3
name: 'MAQUET GmbH'

— value: 0x0CA2
name: 'XSENSE LTD'

— value: 0x0CAl
name: 'YAMAHA MOTOR CO.,LTD.'

— value: 0x0CAQ
name: 'BIGBEN’

— value: 0x0C9F
name: 'Dragonfly Energy Corp.'

Fromhtt — value: Ox0C9E | y!



(Link Layer) Compa

Compld (2 bytes) - 3330 define

company identifiers:

Hands Full? No
Problem

You walk along the corridor and voila! Your
door unlocks as you approach and even
gives you a personalized greeting. You'll
enjoy keyless entry with automatic door
locks every time you enter your stateroom.
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Compld (2 bytes) - 3330 define

company identifiers:

Hands Full? No
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Vendor Prevalence
BLE - 2023-10-26

Broadcom Corporation

* In general though this seems to » | Apple, Inc.
: ® | Nordic Semiconductor ASA
hgve a hlgher prevalence of ® | Qualcomm Technologies International, Ltd. (QTIL)
silicon makers than other BT ~ ged{aTek, Inc.
COmpany/Ven.dOr ID fields, SO a. H C;SrggzmSemjconductor
better S/N ratio for what | want ®| Texas Instruments Inc.
| Samsung Electronics Co. Ltd.
to know ®| Dialog Semiconductor B.V.
®| RivieraWaves S.A.S
®| Telink Semiconductor Co. Ltd
e | have Only seen ~ 11466 / ® | Bestechnic(Shanghai),Ltd
0 : ® | Realtek Semiconductor Corporation
92854 (12.3%) success in my LL POttt
2thpr|nt |Og ®| Marvell Technology Group Ltd.
Casambi Technologies Oy
_ ® | Zhuhai Jieli technology Co.,Ltd
e Future work will take RSSI ® | Airoha Technology Corp.
- ®| Silicon Laboratories
INto account ® | Ambic

Atheros Communications, Inc.
Universal Electronics, Inc.
Shenzhen Goodix Technology Co., Ltd




Vendor Prevalence
BLE - 2023-10-26

* |n general though this seems to
have a higher prevalence of
silicon makers than other BT
company/vendor ID fields, so a
better S/N ratio for what | want
to know

* | have only seen ~ 11466 /
92854 (12.3%) success in my LL
2thprint log

e Future work will take RSSI
INto account

Broadcom Corporation

Apple, Inc.

Nordic Semiconductor ASA

Qualcomm Technologies International, Ltd.
MediaTek, Inc.

Qualcomm

Cypress Semiconductor

Texas Instruments Inc.

Samsung Electronics Co. Ltd.
Dialog Semiconductor B.V.
RivieraWaves S.A.S

Telink Semiconductor Co. Ltd
Bestechnic(Shanghai),Ltd

Realtek Semiconductor Corporation
ST Microelectronics

Marvell Technology Group Ltd.
Casambi Technologies Oy

Zhuhai Jieli technology Co.,Ltd
Airoha Technology Corp.

Silicon Laboratories

Ambiq

Atheros Communications, Inc.
Universal Electronics, Inc.
Shenzhen Goodix Technology Co., Ltd

(QTIL)

Yichip Microelectronics (Hangzhou) Co.,Ltd.

UNKNOWN_COMP_BY BT CID

beken

Actions (Zhuhai) Technology Co., Limited
PHYPLUS Inc

Intel Corp.

Toshiba Corp.

Shanghai wuqgi microelectronics Co.,Ltd
Barrot Technology Co.,Ltd.

Hong Kong HunterSun Electronic Limited
WuXi Vimicro

NXP B.V.

Ingchips Technology Co., Ltd.

LAPIS Semiconductor Co.,Ltd

Bluetrum Technology Co

ON Semiconductor

MindTree Ltd.




Vendor Prevalence
BTC - 2023-10-26

* |In general though this seems to Qualcomn
: ® MediaTek, Inc.
have a higher prevalence of Broadcom Corporation
1 Intel Corp.
SIlICOn makers than O.ther BT Qualcomm Technologies International, Ltd. (QTIL)
Company/vendor 1D fle|dS, SO d Zhuhai Jieli technology Co.,Ltd
better S/N ratio for what | want S orees comiconducroy rporatien
to know I‘S’Iarvell Eichnology G(I;oupLL’éd.
® Samsung ectronics Co. Ltd.
RivieraWaves S.A.S
. | have only seen ~ 7916 / 25125 sluegigs
. Equinux AG
(31.5%) success in my LMP G-wearables inc.
_ . o
2thprint log o Freeene

® Jexas Instruments Inc.

Lumens For Less, Inc

 Future work will take RSSI Nokia Mobile Phones
intO aCCOunt ® Actions (Zhuhai) Technology Co., Limited

Shenzhen Feasycom Technology Co.,




Vendor Prevalence
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* In general though this seems to Qualcomm
: ® MediaTek, Inc.
have a higher prevalence of Broadcom Corporation
- Intel Corp.
SIlICOn makers than O.ther BT Qualcomm Technologies International, Ltd. (QTIL)
company/vendor ID fields, so a Zhuhai Jieli technology Co.,Ltd
better S/N ratio for what | want S orees oo oy CorPoratien
tO knOW I‘S’Iarvell Eichnology GEoupLL’éd.
® Samsung ectronics Co. Ltd.
RivieraWaves S.A.S
* | have only seen ~ 7916 / 25125 Eig%ﬁlia;
(31.5%) success in my LMP Sllllely -« O-vcorables inc.
. nova ie ectronics
2thprln’[ |Og Toshibapgorp.

Texas Instruments Inc.

Lumens For Less, Inc

e Future work will take RSSI Nokia Mobile Phones
intO aCCOunt ® Actions (Zhuhai) Technology Co., Limited

Shenzhen Feasycom Technology Co.,




| device bdaddr | comp_by bdaddr | VersNr | SubVersNr | CompId | comp_ by Compld | device name |
+ o P N oo e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o = S S e e e o e oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m o = oo e e e e e e e e e e e e e e e e — -
| FE:86:B6:4F:FC:0D | UNKNOWN COMP_BY BDADDR | 8 | 3120 | 5DO | Anova Applied Electronics | BT201-AUDIO

| 70:09:71:69:80:D1 | Samsung Electronics Co.,Ltd | 9 | 1005 | 47 | Bluegiga | [TV] Samsung TU7000 50 TV
| 10:2C:6B:91:A8:F5 | AMPAK Technology, Inc. | A | 2306 | F | Broadcom Corporation | Stream TV

| 10:2C:6B:99:75:63 | AMPAK Technology, Inc. | A | 6BO6 | F | Broadcom Corporation | Living Room

| 14:7D:DA:0F:66:E8 | Apple, Inc. | 9 | 4406 | F | Broadcom Corporation | mbp

| CO0:97:27:1C:2C:6B | SAMSUNG ELECTRO-MECHANICS (THAILAND) | 7 | 2304 | F | Broadcom Corporation | [TV] Samsung 8 Series (65)
| F8:04:2E:81:2F:33 | SAMSUNG ELECTRO-MECHANICS (THAILAND) | 7 | 2304 | F | Broadcom Corporation | [TV] UN55JU650D

| 84:A4:66:BA:96:6D | Samsung Electronics Co.,Ltd | 6 | 410E | F | Broadcom Corporation | [TV]Samsung LED55

| 6C:56:97:31:8E:DA | Amazon Technologies Inc. | 8 | 2304 | 131 | Cypress Semiconductor | Echo Show-2N2

| 2C:33:61:E6:E2:07 | Apple, Inc. | B | 240C | 131 | Cypress Semiconductor | apple’s Keyboard

| 2C:33:61:E6:E2:07 | Apple, Inc. | B | 240C | 131 | Cypress Semiconductor | wkeybd KPAL

| FE:86:B6:4F:FC:0D | UNKNOWN_ COMP_BY BDADDR | 8 | 3120 | 1D6 | G-wearables inc. | BT201-AUDIO

| AC:67:5D:CA:0A:8E | Intel Corporate | 9 | 100 | 2 | Intel Corp. | EXPCQ6092

| C8:B2:9B:B0:25:83 | Intel Corporate | B | 216E | 2 | Intel Corp. | DESKTOP-EC66KUJ

| 00:42:38:F7:73:8E | Intel Corporate | B | 2237 | 2 | Intel Corp. | CVLAPTOPO7/

| 34:C9:3D:2D:B5:B2 | Intel Corporate | B | 226A | 2 | Intel Corp. | FCS00200079

| AC:3F:A4:D2:3F:65 | TAIYO YUDEN CO.,LTD | 5 | 4633 | 48 | Marvell Technology Group Ltd. | TJQLJ175205968

| 10:4E:89:69:FD:70 | Garmin International | 7 | © | 46 | MediaTek, Inc. | BT _Garmin DriveSmart #3972245662
| E8:9E:B4:18:AE:70 | Hon Hai Precision Ind. Co.,Ltd. | 6 | 928 | 46 | MediaTek, Inc. | XBR-75X850E

| E8:51:77:E8:C6:B9 | Qingdao Intelligent&Precise Electronics Co.,Ltd. | A | 12E4 | 46 | MediaTek, Inc. | SmartTV 4K

| 70:09:71:34:21:95 | Samsung Electronics Co.,Ltd | 9 | 1005 | 46 | MediaTek, Inc. | [TV] Samsung TU7060D 50 TV
| 70:09:71:69:80:D1 | Samsung Electronics Co.,Ltd | 9 | 1005 | 46 | MediaTek, Inc. | [TV] Samsung TU/7000 50 TV
| CO:23:8D:74:A2:EF | Samsung Electronics Co.,Ltd | 9 | 1005 | 46 | MediaTek, Inc. | [TV] Samsung Q60AA 65 TV

| BC:7E:8B:2B:13:0D | Samsung Electronics Co.,Ltd | 9 | 1228 | 46 | MediaTek, Inc. | [TV] Samsung 7 Series (55)
| 00:7C:2D:29:B2:86 | Samsung Electronics Co.,Ltd | 9 | 308 | 46 | MediaTek, Inc. | [TV] Samsung 7 Series (55)
| DO:03:DF:D1:30:EF | Samsung Electronics Co.,Ltd | 9 | 308 | 46 | MediaTek, Inc. | [TV] Samsung 7 Series (43)
| D4:9D:C0O:96:1C.EF | Samsung Electronics Co.,Ltd | 9 | 317 | 46 | MediaTek, Inc. | [TV] Samsung 7 Series (50)
| 70:09:71:69:80:D1 | Samsung Electronics Co.,Ltd | 9 | 7003 | 46 | MediaTek, Inc. | [TV] Samsung TU/7000 50 TV
| 70:09:71:34:21:95 | Samsung Electronics Co.,Ltd | 9 | 7005 | 46 | MediaTek, Inc. | [TV] Samsung TU/7/060D 50 TV
| 4C:C9:5E:72:FE:93 | Samsung Electronics Co.,Ltd | 9 | 803 | 46 | MediaTek, Inc. | [TV] Samsung 7 Series (43)
| AC:67:5D:CA:0A:8E | Intel Corporate | 9 | 100 | 1 | Nokia Mobile Phones | EXPCQ6092

| 4C:CE:2D:1C:A7:BB | Danlaw Inc | 7 | 25A | 1D | Qualcomm | DL-2233301744

| 0C:02:BD:D3:05:67 | Samsung Electronics Co.,Ltd | 9 | 2BE | 1D | Qualcomm | NULL

| 5C:C1:D7:3F:57:1B | Samsung Electronics Co.,Ltd | 8 | 321 | 1D | Qualcomm | [TV] Samsung 6 Series (43)
| 5C:C1:D7:3F:5A:01 | Samsung Electronics Co.,Ltd | 8 | 321 | 1D | Qualcomm | [TV] Samsung 6 Series (43)
| 7C:64:56:B6:44:6F | Samsung Electronics Co.,Ltd | 8 | 321 | 1D | Qualcomm | [TV] Samsung 6 Series (43)
| 7C:64:56:B6:44:75 | Samsung Electronics Co.,Ltd | 8 | 321 | 1D | Qualcomm | [TV] Samsung 6 Series (43)
| DO:03:DF:EF:3A:CB | Samsung Electronics Co.,Ltd | 8 | 321 | 1D | Qualcomm | [Refrigerator] Samsung

| 00:06:66:0B:E4:1D | Roving Networks ) | 1A31 | A | Qualcomm Technologies International, Ltd. (QTIL) | PLREP-E41D

| 88:E0:34:08:DF:FA | Shinwa industries(China) 1td. | 8 | 2918 | A | Qualcomm Technologies International, Ltd. (QTIL) | NULL

| 80:5E:0C:CC:1C:F8 | YEALINK(XIAMEN) NETWORK TECHNOLOGY CO.,LTD. | 8 | 2918 | A | Qualcomm Technologies International, Ltd. (QTIL) | Yealink MP50

| EC:9C:32:4F:A0:A2 | Sichuan AI-Link Technology Co., Ltd. | 7 | 7E1C | 5D | Realtek Semiconductor Corporation | rk3328

| C9:5C:04:77:9A:DD | UNKNOWN_ COMP_BY BDADDR | 7 | 6AEG6 | 5D | Realtek Semiconductor Corporation | BOOMBOX

| DC:0D:30:F2:59:99 | Shenzhen Feasycom Technology Co., Ltd. | 9 | 6 | A2D | Shenzhen Feasycom Technology Co., Ltd. | 979869022455

| 14:8F:21:50:AB:18 | Garmin International | 6 R | D | Texas Instruments Inc. | BT _nuvi #3912042869

| 7C:64:56:B6:44:6F | Samsung Electronics Co.,Ltd | 8 | 6321 | 801D | UNKNOWN COMP_BY BT CID | [TV] Samsung 6 Series (43)
| BD:94:2C:C6:2D:74 | UNKNOWN_ COMP_BY BDADDR | 9 | 3520 | 39D6 | UNKNOWN COMP_BY BT CID | CAD-4057

| B7:89:B9:E1:05:00 | UNKNOWN COMP_BY BDADDR | 9 | 3120 | 5D6 | Zhuhai Jieli technology Co.,Ltd | CAD-6057

| FE:86:B6:4F:FC:0D | UNKNOWN_ COMP_BY BDADDR | 3 | 3120 | 5D6 | Zhuhai Jieli technology Co.,Ltd | BT201-AUDIO

| FE:86:B6:4F:FC:0D | UNKNOWN COMP_BY BDADDR | 8 | 3120 | 5D6 | Zhuhai Jieli technology Co.,Ltd | BT201-AUDIO

Example Data



| device bdaddr | comp_by bdaddr | VersNr | SubVersNr | Compld comp_by ComplId | device name |
+ o P N oo e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o = S S e e e o o o e o o o - - - — - - - — — — m m m o m e m o mm e mm e mm o mm o m -
| FE:86:B6:4F:FC:0D | UNKNOWN COMP_BY BDADDR | 8 | 3120 | 5DO Anova Applied Electronics BT201-AUDIO

| 70:09:71:69:80:D1 | Samsung Electronics Co.,Ltd | 9 | 1005 | 47 Bluegiga [TV] Samsung TU7000 50 TV
| 10:2C:6B:91:A8:F5 | AMPAK Technology, Inc. | A | 2306 | F Broadcom Corporation Stream TV

| 10:2C:6B:99:75:63 | AMPAK Technology, Inc. | A | 6BO6 | F Broadcom Corporation Living Room

| 14:7D:DA:0F:66:E8 | Apple, Inc. | 9 | 4406 | F Broadcom Corporation mbp

| CO0:97:27:1C:2C:6B | SAMSUNG ELECTRO-MECHANICS (THAILAND) | 7 | 2304 | F Broadcom Corporation [TV] Samsung 8 Series (65)
| F8:04:2E:81:2F:33 | SAMSUNG ELECTRO-MECHANICS (THAILAND) | 7 | 2304 | F Broadcom Corporation [TV] UN55JU650D

| 84:A4:66:BA:96:6D | Samsung Electronics Co.,Ltd | 6 | 410E | F Broadcom Corporation [TV]Samsung LEDS5

| 6C:56:97:31:8E:DA | Amazon Technologies Inc. | 8 | 2304 | 131 Cypress Semiconductor Echo Show-2N2

| 2C:33:61:E6:E2:07 | Apple, Inc. | B | 240C | 131 Cypress Semiconductor apple’s Keyboard

| 2C:33:61:E6:E2:07 | Apple, Inc. | B | 240C | 131 Cypress Semiconductor wkeybd KPAL

| FE:86:B6:4F:FC:0D | UNKNOWN_ COMP_BY BDADDR | 8 | 3120 | 1D6 G-wearables inc. BT201-AUDIO

| AC:67:5D:CA:0A:8E | Intel Corporate | 9 | 100 | 2 Intel Corp. EXPCQ6092

| C8:B2:9B:B0:25:83 | Intel Corporate | B | 216E | 2 Intel Corp. DESKTOP-EC66KUJ

| 00:42:38:F7:73:8E | Intel Corporate | B | 2237 | 2 Intel Corp. CVLAPTOPO7/

| 34:C9:3D:2D:B5:B2 | Intel Corporate | B | 226A | 2 Intel Corp. FCS0020007/9

| AC:3F:A4:D2:3F:65 | TAIYO YUDEN CO.,LTD | 5 | 4633 | 48 Marvell Technology Group Ltd. TJQLJ175205968

| 10:4E:89:69:FD:70 | Garmin International | 7 | © | 46 MediaTek, Inc. BT Garmin DriveSmart #3972245662
| E8:9E:B4:18:AE:70 | Hon Hai Precision Ind. Co.,Ltd. | 6 | 928 | 46 MediaTek, Inc. XBR-75X850E

| E8:51:77:E8:C6:B9 | Qingdao Intelligent&Precise Electronics Co.,Ltd. | A | 12E4 | 46 MediaTek, Inc. SmartTV 4K

| 70:09:71:34:21:95 | Samsung Electronics Co.,Ltd | 9 | 1005 | 46 MediaTek, Inc. [TV] Samsung TU700D 50 TV
| 70:09:71:69:80:D1 | Samsung Electronics Co.,Ltd | 9 | 1005 | 46 MediaTek, Inc. [TV] Samsung TU/7000 50 TV
| CO:23:8D:74:A2:EF | Samsung Electronics Co.,Ltd | 9 | 1005 | 46 MediaTek, Inc. [TV] Samsung Q60AA 65 TV

| BC:7E:8B:2B:13:0D | Samsung Electronics Co.,Ltd | 9 | 1228 | 46 MediaTek, Inc. [TV] Samsung 7 Series (55)
| 00:7C:2D:29:B2:86 | Samsung Electronics Co.,Ltd | 9 | 308 | 46 MediaTek, Inc. [TV] Samsung 7 Series (55)
| DO:03:DF:D1:30:EF | Samsung Electronics Co.,Ltd | 9 | 308 | 46 MediaTek, Inc. [TV] Samsung 7 Series (43)
| D4:9D:C0O:96:1C.EF | Samsung Electronics Co.,Ltd | 9 | 317 | 46 MediaTek, Inc. [TV] Samsung 7 Series (50)
| 70:09:71:69:80:D1 | Samsung Electronics Co.,Ltd | 9 | 7003 | 46 MediaTek, Inc. [TV] Samsung TU/7000 50 TV
| 70:09:71:34:21:95 | Samsung Electronics Co.,Ltd | 9 | 7005 | 46 MediaTek, Inc. [TV] Samsung TU7060D 50 TV
| 4C:C9:5E:72:FE:93 | Samsung Electronics Co.,Ltd | 9 | 803 | 46 MediaTek, Inc. [TV] Samsung 7 Series (43)
| AC:67:5D:CA:0A:8E | Intel Corporate | 9 | 100 | 1 Nokia Mobile Phones EXPCQ6092

| 4C:CE:2D:1C:A7:BB | Danlaw Inc | 7 | 25A | 1D Qualcomm DL-2233301744

| 0C:02:BD:D3:05:67 | Samsung Electronics Co.,Ltd | 9 | 2BE | 1D Qualcomm NULL

| 5C:C1:D7:3F:57:1B | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| 5C:C1:D7:3F:5A:01 | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| 7C:64:56:B6:44:6F | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| 7C:64:56:B6:44:75 | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| DO:03:DF:EF:3A:CB | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [Refrigerator] Samsung

| 00:06:66:0B:E4:1D | Roving Networks | 5 | 1A31 | A Qualcomm Technologies International, Ltd. (QTIL) PLREP-E41D

| 88:E0:34:08:DF:FA | Shinwa industries(China) 1td. | 8 | 2918 | A Qualcomm Technologies International, Ltd. (QTIL) NULL

| 80:5E:0C:CC:1C:F8 | YEALINK(XIAMEN) NETWORK TECHNOLOGY CO.,LTD. | 8 | 2918 | A Qualcomm Technologies International, Ltd. (QTIL) Yealink MP50

| EC:9C:32:4F:A0:A2 | Sichuan AI-Link Technology Co., Ltd. | 7 | 7E1C | 5D Realtek Semiconductor Corporation rk3328

| C9:5C:04:77:9A:DD | UNKNOWN_ COMP_BY BDADDR | 7 | 6AEG6 | 5D Realtek Semiconductor Corporation BOOMBOX

| DC:0D:30:F2:59:99 | Shenzhen Feasycom Technology Co., Ltd. | 9 | 6 | A2D Shenzhen Feasycom Technology Co., Ltd. 979869022455

| 14:8F:21:50:AB:18 | Garmin International | 6 R | D Texas Instruments Inc. BT nuvi #3912042869

| 7C:64:56:B6:44:6F | Samsung Electronics Co.,Ltd | 8 | 6321 | 801D UNKNOWN_ COMP_BY BT CID [TV] Samsung 6 Series (43)
| BD:94:2C:C6:2D:74 | UNKNOWN_ COMP_BY BDADDR | 9 | 3520 | 39D6 UNKNOWN COMP_BY BT CID CAD-4057

| B7:89:B9:E1:05:00 | UNKNOWN COMP_BY BDADDR | 9 | 3120 | 5D6 Zhuhai Jieli technology Co.,Ltd CAD-6057

| FE:86:B6:4F:FC:0D | UNKNOWN_ COMP_BY BDADDR | 3 | 3120 | 5D6 Zhuhai Jieli technology Co.,Ltd BT201-AUDIO

| FE:86:B6:4F:FC:0D | UNKNOWN_COMP_BY BDADDR | 8 | 3120 | 5D6 Zhuhai Jieli technology Co.,Ltd

BT201-AUDIO

Example Data



| device bdaddr | comp_by bdaddr | VersNr | SubVersNr | Compld comp_by ComplId device name |
+ o P N oo e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o = S S e e e o o o e o o o - - - — - - - — — — m m m o m e m o mm e mm e mm o mm o m -
| FE:86:B6:4F:FC:0D | UNKNOWN COMP_BY BDADDR | 8 | 3120 | 5DO Anova Applied Electronics BT201-AUDIO

| 70:09:71:69:80:D1 | Samsung Electronics Co.,Ltd | 9 | 1005 | 47 Bluegiga [TV] Samsung TU7000 50 TV
| 10:2C:6B:91:A8:F5 | AMPAK Technology, Inc. | A | 2306 | F Broadcom Corporation Stream TV

| 10:2C:6B:99:75:63 | AMPAK Technology, Inc. | A | 6BO6 | F Broadcom Corporation Living Room

| 14:7D:DA:0F:66:E8 | Apple, Inc. | 9 | 4406 | F Broadcom Corporation mbp

| CO0:97:27:1C:2C:6B | SAMSUNG ELECTRO-MECHANICS (THAILAND) | 7 | 2304 | F Broadcom Corporation [TV] Samsung 8 Series (65)
| F8:04:2E:81:2F:33 | SAMSUNG ELECTRO-MECHANICS (THAILAND) | 7 | 2304 | F Broadcom Corporation [TV] UN55JU650D

| 84:A4:66:BA:96:6D | Samsung Electronics Co.,Ltd | 6 | 410E | F Broadcom Corporation [TV]Samsung LEDS5

| 6C:56:97:31:8E:DA | Amazon Technologies Inc. | 8 | 2304 | 131 Cypress Semiconductor Echo Show-2N2

| 2C:33:61:E6:E2:07 | Apple, Inc. | B | 240C | 131 Cypress Semiconductor apple’s Keyboard

| . . [ . o A Arninl -~ A D A0 N -~ ~Am 1 A~ A a A -- D A

| : UNKNOWN COMP BY BDADDR 8 G-wearables inc. BT201-AUDIO

| AL.O0/.OD.LA.UA.O f C OrNporacte v, Ul0 f C Orp. AFLUOUS

| C8:B2:9B:B0:25:83 | Intel Corporate | B | 216E | 2 Intel Corp. DESKTOP-EC66KUJ

| 00:42:38:F7:73:8E | Intel Corporate | B | 2237 | 2 Intel Corp. CVLAPTOPO7/

| 34:C9:3D:2D:B5:B2 | Intel Corporate | B | 226A | 2 Intel Corp. FCS0020007/9

| AC:3F:A4:D2:3F:65 | TAIYO YUDEN CO.,LTD | 5 | 4633 | 48 Marvell Technology Group Ltd. TJQLJ175205968

| 10:4E:89:69:FD:70 | Garmin International | 7 | © | 46 MediaTek, Inc. BT Garmin DriveSmart #3972245662
| E8:9E:B4:18:AE:70 | Hon Hai Precision Ind. Co.,Ltd. | 6 | 928 | 46 MediaTek, Inc. XBR-75X850E

| E8:51:77:E8:C6:B9 | Qingdao Intelligent&Precise Electronics Co.,Ltd. | A | 12E4 | 46 MediaTek, Inc. SmartTV 4K

| 70:09:71:34:21:95 | Samsung Electronics Co.,Ltd | 9 | 1005 | 46 MediaTek, Inc. [TV] Samsung TU700D 50 TV
| 70:09:71:69:80:D1 | Samsung Electronics Co.,Ltd | 9 | 1005 | 46 MediaTek, Inc. [TV] Samsung TU/7000 50 TV
| CO:23:8D:74:A2:EF | Samsung Electronics Co.,Ltd | 9 | 1005 | 46 MediaTek, Inc. [TV] Samsung Q60AA 65 TV

| BC:7E:8B:2B:13:0D | Samsung Electronics Co.,Ltd | 9 | 1228 | 46 MediaTek, Inc. [TV] Samsung 7 Series (55)
| 00:7C:2D:29:B2:86 | Samsung Electronics Co.,Ltd | 9 | 308 | 46 MediaTek, Inc. [TV] Samsung 7 Series (55)
| DO:03:DF:D1:30:EF | Samsung Electronics Co.,Ltd | 9 | 308 | 46 MediaTek, Inc. [TV] Samsung 7 Series (43)
| D4:9D:C0O:96:1C.EF | Samsung Electronics Co.,Ltd | 9 | 317 | 46 MediaTek, Inc. [TV] Samsung 7 Series (50)
| 70:09:71:69:80:D1 | Samsung Electronics Co.,Ltd | 9 | 7003 | 46 MediaTek, Inc. [TV] Samsung TU/7000 50 TV
| 70:09:71:34:21:95 | Samsung Electronics Co.,Ltd | 9 | 7005 | 46 MediaTek, Inc. [TV] Samsung TU7060D 50 TV
| 4C:C9:5E:72:FE:93 | Samsung Electronics Co.,Ltd | 9 | 803 | 46 MediaTek, Inc. [TV] Samsung 7 Series (43)
| AC:67:5D:CA:0A:8E | Intel Corporate | 9 | 100 | 1 Nokia Mobile Phones EXPCQ6092

| 4C:CE:2D:1C:A7:BB | Danlaw Inc | 7 | 25A | 1D Qualcomm DL-2233301744

| 0C:02:BD:D3:05:67 | Samsung Electronics Co.,Ltd | 9 | 2BE | 1D Qualcomm NULL

| 5C:C1:D7:3F:57:1B | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| 5C:C1:D7:3F:5A:01 | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| 7C:64:56:B6:44:6F | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| 7C:64:56:B6:44:75 | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| DO:03:DF:EF:3A:CB | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [Refrigerator] Samsung

| 00:06:66:0B:E4:1D | Roving Networks | 5 | 1A31 | A Qualcomm Technologies International, Ltd. (QTIL) PLREP-E41D

| 88:E0:34:08:DF:FA | Shinwa industries(China) 1td. | 8 | 2918 | A Qualcomm Technologies International, Ltd. (QTIL) NULL

| 80:5E:0C:CC:1C:F8 | YEALINK(XIAMEN) NETWORK TECHNOLOGY CO.,LTD. | 8 | 2918 | A Qualcomm Technologies International, Ltd. (QTIL) Yealink MP50

| EC:9C:32:4F:A0:A2 | Sichuan AI-Link Technology Co., Ltd. | 7 | 7E1C | 5D Realtek Semiconductor Corporation rk3328

| C9:5C:04:77:9A:DD | UNKNOWN_ COMP_BY BDADDR | 7 | 6AEG6 | 5D Realtek Semiconductor Corporation BOOMBOX

| DC:0D:30:F2:59:99 | Shenzhen Feasycom Technology Co., Ltd. | 9 | 6 | A2D Shenzhen Feasycom Technology Co., Ltd. 979869022455

| 14:8F:21:50:AB:18 | Garmin International | 6 R | D Texas Instruments Inc. BT nuvi #3912042869

| 7C:64:56:B6:44:6F | Samsung Electronics Co.,Ltd | 8 | 6321 | 801D UNKNOWN_ COMP_BY BT CID [TV] Samsung 6 Series (43)
| BD:94:2C:C6:2D:74 | UNKNOWN_ COMP_BY BDADDR | 9 | 3520 | 39D6 UNKNOWN COMP_BY BT CID CAD-4057

| B7:89:B9:E1:05:00 | UNKNOWN COMP_BY BDADDR | 9 | 3120 | 5D6 Zhuhai Jieli technology Co.,Ltd CAD-6057

| FE:86:B6:4F:FC:0D | UNKNOWN_ COMP_BY BDADDR | 3 | 3120 | 5D6 Zhuhai Jieli technology Co.,Ltd BT201-AUDIO

| FE:86:B6:4F:FC:0D | UNKNOWN_COMP_BY BDADDR | 8 | 3120 | 5D6 Zhuhai Jieli technology Co.,Ltd

BT201-AUDIO

Example Data



| device bdaddr | comp_by bdaddr | VersNr | SubVersNr | CompId | comp_ by Compld | device name |

| FE:86:B6:4F:FC:0D | UNKNOWN COMP_BY BDADDR | 8 | 3120 | 5DO Anova Applied Electronics BT201-AUDIO

| 70:09:71:69:80:D1 | Samsung Electronics Co.,Ltd | 9 | 1005 | 47 Bluegiga [TV] Samsung TU7000 50 TV
| 10:2C:6B:91:A8:F5 | AMPAK Technology, Inc. | A | 2306 | F Broadcom Corporation Stream TV

| 10:2C:6B:99:75:63 | AMPAK Technology, Inc. | A | 6BO6 | F Broadcom Corporation Living Room

| 14:7D:DA:0F:66:E8 | Apple, Inc. | 9 | 4406 | F Broadcom Corporation mbp

| CO0:97:27:1C:2C:6B | SAMSUNG ELECTRO-MECHANICS (THAILAND) | 7 | 2304 | F Broadcom Corporation [TV] Samsung 8 Series (65)
| F8:04:2E:81:2F:33 | SAMSUNG ELECTRO-MECHANICS (THAILAND) | 7 | 2304 | F Broadcom Corporation [TV] UN55JU650D

| 84:A4:66:BA:96:6D | Samsung Electronics Co.,Ltd | 6 | 410E | F Broadcom Corporation [TV]Samsung LEDS5

| 6C:56:97:31:8E:DA | Amazon Technologies Inc. | 8 | 2304 | 131 Cypress Semiconductor Echo Show-2N2

| 2C:33:61:E6:E2:07 | Apple, Inc. | B | 240C | 131 Cypress Semiconductor apple’s Keyboard

| . A . A Arninl -~ A D A0 N -~ ~Am 1 A~ A a A -- D A

| : UNKNOWN COMP BY BDADDR 8 G-wearables inc. BT201-AUDIO

| AL.O0/.OD.LA.UA.O f C OrNporacte v, Ul0 f C OINp . AFLUOUS

| C8:B2:9B:B0:25:83 | Intel Corporate | B | 216E | 2 Intel Corp. DESKTOP-EC66KUJ

| 00:42:38:F/7:73:8E | Intel Corporate | B | 2237 | 2 Intel Corp. CVLAPTOPO7/

| 34:C9:3D:2D:B5:B2 | Intel Corporate | B | 226A | 2 Intel Corp. FCS0020007/9

| AC:3F:A4:D2:3F:65 | TAIYO YUDEN CO.,LTD | 5 | 4633 | 48 Marvell Technology Group Ltd. TJQLJ175205968

| 10:4E:89:69:FD:70 | Garmin International | 7 | © | 46 MediaTek, Inc. BT Garmin DriveSmart #3972245662
| E8:9E:B4:18:AE:70 | Hon Hai Precision Ind. Co.,Ltd. | 6 | 928 | 46 MediaTek, Inc. XBR-75X850E

| E8:51:77:E8:C6:B9 | Qingdao Intelligent&Precise Electronics Co.,Ltd. | A | 12E4 | 46 MediaTek, Inc. SmartTV 4K

| 70:09:71:34:21:95 | Samsung Electronics Co.,Ltd | 9 | 1005 | 46 MediaTek, Inc. [TV] Samsung TU/7060D 50 TV
| 70:09:71:69:80:D1 | Samsung Electronics Co.,Ltd | 9 | 1005 | 46 MediaTek, Inc. [TV] Samsung TU/7000 50 TV
| CO:23:8D:74:A2:EF | Samsung Electronics Co.,Ltd | 9 | 1005 | 46 MediaTek, Inc. [TV] Samsung Q60AA 65 TV

| BC:7E:8B:2B:13:0D | Samsung Electronics Co.,Ltd | 9 | 1228 | 46 MediaTek, Inc. [TV] Samsung 7 Series (55)
| 00:7C:2D:29:B2:86 | Samsung Electronics Co.,Ltd | 9 | 308 | 46 MediaTek, Inc. [TV] Samsung 7 Series (55)
| DO:03:DF:D1:30:EF | Samsung Electronics Co.,Ltd | 9 | 308 | 46 MediaTek, Inc. [TV] Samsung 7 Series (43)
| D4:9D:C0O:96:1C:EF | Samsung Electronics Co.,Ltd | 9 | 317 | 46 MediaTek, Inc. [TV] Samsung 7 Series (50)
| 70:09:71:69:80:D1 | Samsung Electronics Co.,Ltd | 9 | 7003 | 46 MediaTek, Inc. [TV] Samsung TU/7000 50 TV
| 70:09:71:34:21:95 | Samsung Electronics Co.,Ltd | 9 | 7005 | 46 MediaTek, Inc. [TV] Samsung TU7060D 50 TV
| 4C:C9:5E:72:FE:93 | Samsung Electronics Co.,Ltd | 9 | 803 | 46 MediaTek, Inc. [TV] Samsung 7 Series (43)
| AC:67:5D:CA:0A:8E | Intel Corporate | 9 | 100 | 1 Nokia Mobile Phones EXPCQ6092

| 4C:CE:2D:1C:A7:BB | Danlaw Inc | 7 | 25A | 1D Qualcomm DL-2233301744

| 0C:02:BD:D3:05:67 | Samsung Electronics Co.,Ltd | 9 | 2BE | 1D Qualcomm NULL

| 5C:C1:D7:3F:57:1B | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| 5C:C1:D7:3F:5A:01 | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| 7C:64:56:B6:44:6F | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| 7C:64:56:B6:44:75 | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| DO:03:DF:EF:3A:CB | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [Refrigerator] Samsung

| 00:06:66:0B:E4:1D | Roving Networks ) | 1A31 | A Qualcomm Technologies International, Ltd. (QTIL) PLREP-E41D

| 88:E0:34:08:DF:FA | Shinwa industries(China) 1td. | 8 | 2918 | A Qualcomm Technologies International, Ltd. (QTIL) NULL

| 80:5E:0C:CC:1C:F8 | YEALINK(XIAMEN) NETWORK TECHNOLOGY CO.,LTD. | 8 | 2918 ) Qualcomm Technologies International, Ltd. (QTIL) Yealink MP50

| EC:9C:32:4F:A0:A2 | Sichuan AI-Link Technology Co., Ltd. | 7 | 7E1C | 5D Realtek Semiconductor Corporation rk3328

| C9:5C:04:77:9A:DD | UNKNOWN_ COMP_BY BDADDR | 7 | 6AE6 | 5D Realtek Semiconductor Corporation BOOMBOX

| DC:0D:30:F2:59:99 | Shenzhen Feasycom Technology Co., Ltd. | 9 | 6 | A2D Shenzhen Feasycom Technology Co., Ltd. 979869022455

| 14:8F:21:50:AB:18 | Garmin International | 6 | 1B5D | D Texas Instruments Inc. BT nuvi #3912042869

| 7C:64:56:B6:44:6F | Samsung Electronics Co.,Ltd | 8 | 6321 | 801D UNKNOWN_ COMP_BY BT CID [TV] Samsung 6 Series (43)
| BD:94:2C:C6:2D:74 | UNKNOWN_ COMP_BY BDADDR | 9 | 3520 | 39D6 UNKNOWN_ COMP_BY BT CID CAD-4057

| 2. -+ QO - RO - A M AYA NEZ&\NTALVVA () V| D 2. RIYAN P O A ) N N i i o i a aVa¥a¥l Wa¥o a a AMA ~NA

| : UNKNOWN COMP_BY BDADDR 3 Zhuhai Jieli technology Co.,Ltd BT201-AUDIO

| : UNKNOWN_COMP_BY_ BDADDR 8

Zhuhai Jieli technology Co.,Ltd BT201-AUDIO

Example Data



| device bdaddr | comp_by bdaddr | VersNr | SubVersNr | Compld comp_by ComplId device name |
+ o P N oo e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o = S S e e e o o o e o o o - - - — - - - — — — m m m o m e m o mm e mm e mm o mm o m -
| FE:86:B6:4F:FC:0D | UNKNOWN COMP_BY BDADDR | 8 | 3120 | 5DO Anova Applied Electronics BT201-AUDIO

| 70:09:71:69:80:D1 | Samsung Electronics Co.,Ltd | 9 | 1005 | 47 Bluegiga [TV] Samsung TU7000 50 TV
| 10:2C:6B:91:A8:F5 | AMPAK Technology, Inc. | A | 2306 | F Broadcom Corporation Stream TV

| 10:2C:6B:99:75:63 | AMPAK Technology, Inc. | A | 6BO6 | F Broadcom Corporation Living Room

| 14:7D:DA:0F:66:E8 | Apple, Inc. | 9 | 4406 | F Broadcom Corporation mbp

| CO0:97:27:1C:2C:6B | SAMSUNG ELECTRO-MECHANICS (THAILAND) | 7 | 2304 | F Broadcom Corporation [TV] Samsung 8 Series (65)
| F8:04:2E:81:2F:33 | SAMSUNG ELECTRO-MECHANICS (THAILAND) | 7 | 2304 | F Broadcom Corporation [TV] UN55JU656D

| 84:A4:66:BA:96:6D | Samsung Electronics Co.,Ltd | 6 | 410E | F Broadcom Corporation [TV]Samsung LEDS5

| 6C:56:97:31:8E:DA | Amazon Technologies Inc. | 8 | 2304 | 131 Cypress Semiconductor Echo Show-2N2

| 2C:33:61:E6:E2:07 | Apple, Inc. | B | 240C | 131 Cypress Semiconductor apple’s Keyboard

| . o A Arninl -~ A D A0 N -~ ~Am 1 A~ A a A -- D A

| : UNKNOWN COMP BY BDADDR 8 G-wearables inc. BT201-AUDIO

| = O J .UA. O f C OrNporacte v, UlV f C OINp . AFLUOUS

| C8:B2:9F 25:83 | Intel Corporate | B | 216E | 2 Intel Corp. DESKTOP-EC66KUJ

| 00:42 ":8E | Intel Corporate | B | 2237 | 2 Intel Corp. CVLAPTOPO7/

| 34:.r 22 | Intel Corporate | B | 226A | 2 Intel Corp. FCS0020007/9

| Ar | TAIYO YUDEN CO.,LTD | 5 | 4633 | 48 Marvell Technology Group Ltd. TJQLJ175205968

| Garmin International | 7 | © | 46 MediaTek, Inc. BT Garmin DriveSmart #3972245662
| LO.JL. L.,v | non Hai Precision Ind. Co.,Ltd. | 6 | 928 | 46 MediaTek, Inc. XBR-75X850E

| E8:51: 5:B9 | Qingdao Intelligent&Precise Electronics Co.,Ltd. | A | 12E4 | 46 MediaTek, Inc. SmartTV 4K

| 70:09: 1:95 | Samsung Electronics Co.,Ltd | 9 | 1005 | 46 MediaTek, Inc. [TV] Samsung TU/7060D 50 TV
| 70:09: 9:D1 | Samsung Electronics Co.,Ltd | 9 | 1005 | 46 MediaTek, Inc. [TV] Samsung TU/7000 50 TV
| CO:23: 2:EF | Samsung Electronics Co.,Ltd | 9 | 1005 | 46 MediaTek, Inc. [TV] Samsung Q60AA 65 TV

| BC:7E: 3:0D | Samsung Electronics Co.,Ltd | 9 | 1228 | 46 MediaTek, Inc. [TV] Samsung 7 Series (55)
| 00:7C: o 2:86 | Samsung Electronics Co.,Ltd | 9 | 308 | 46 MediaTek, Inc. [TV] Samsung 7 Series (55)
| DO:03: J:EF | Samsung Electronics Co.,Ltd | 9 | 308 | 46 MediaTek, Inc. [TV] Samsung 7 Series (43)
| D4:9D: D C:EF | Samsung Electronics Co.,Ltd | 9 | 317 | 46 MediaTek, Inc. [TV] Samsung 7 Series (50)
| 70:09: '<E 9:D1 | Samsung Electronics Co.,Ltd | 9 | 7003 | 46 MediaTek, Inc. [TV] Samsung TU/7000 50 TV
| 70:09: D 1:95 | Samsung Electronics Co.,Ltd | 9 | 7005 | 46 MediaTek, Inc. [TV] Samsung TU7060D 50 TV
| 4C:C9: m E:93 | Samsung Electronics Co.,Ltd | 9 | 803 | 46 MediaTek, Inc. [TV] Samsung 7 Series (43)
| AC:67: A:8E | Intel Corporate | 9 | 100 | 1 Nokia Mobile Phones EXPCQ6092

| 4C:.CE: QO 7:8B | Danlaw Inc | 7 | 25A | 1D Qualcomm DL-2233301744

| 0C:02: E 5:67 | Samsung Electronics Co.,Ltd | 9 | 2BE | 1D Qualcomm NULL

| 5C:C1: W /:1B | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| 5C:C1: d)p) A:01 | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| 7C:64: 4:6F | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| 7C:.64: 4.75 | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| DO:03: A:CB | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [Refrigerator] Samsung

| 00:06: 4:1D | Roving Networks ) | 1A31 | A Qualcomm Technologies International, Ltd. (QTIL) PLREP-E41D

| 88:E0: F:FA | Shinwa industries(China) 1td. | 8 | 2918 | A Qualcomm Technologies International, Ltd. (QTIL) NULL

| 80:5E: C:F8 | YEALINK(XIAMEN) NETWORK TECHNOLOGY CO.,LTD. | 8 | 2918 ) Qualcomm Technologies International, Ltd. (QTIL) Yealink MP50

LT ~of ' “dchuan AI-Link Technology Co., Ltd. | 7 | 7E1C | 5D Realtek Semiconductor Corporation rk3328

| - UNKNOWN_COMP_BY_ BDADDR | 7 | 6AE6 | 5D Realtek Semiconductor Corporation BOOMBOX

| DL | Shenzhen Feasycom Technology Co., Ltd. | 9 | 6 | A2D Shenzhen Feasycom Technology Co., Ltd. 979869022455

| 14:b +8 | Garmin International | 6 | 1B5D | D Texas Instruments Inc. BT nuvi #3912042869

| 7C:64. +:6F | Samsung Electronics Co.,Ltd | 8 | 6321 | 801D UNKNOWN_ COMP_BY BT CID [TV] Samsung 6 Series (43)
| BD:94:2¢L .2D:74 | UNKNOWN_COMP_BY_ BDADDR | 9 | 3520 | 39D6 UNKNOWN COMP_BY BT CID CAD-4057

| 2. A M AYA NEZ&\NTALVVA () V| D 2. RIYAN P O A ) N N i i o i a aVa¥a¥l Wa¥o a a AMA ~NA

| :B6:4F . FC: UNKNOWN COMP_BY BDADDR 3 Zhuhai Jieli technology Co.,Ltd BT201-AUDIO

| :B6:4F . FC: UNKNOWN_ COMP_BY BDADDR 8 Zhuhai Jieli technology Co.,Ltd

BT201-AUDIO

Example Data



| device bdaddr | comp_by bdaddr | VersNr | SubVersNr | Compld comp_by ComplId device name |
+ o P N oo e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o = S S e e e o o o e o o o - - - — - - - — — — m m m o m e m o mm e mm e mm o mm o m -
| FE:86:B6:4F:FC:0D | UNKNOWN COMP_BY BDADDR | 8 | 3120 | 5DO Anova Applied Electronics BT201-AUDIO

| 70:09:71:69:80:D1 | Samsung Electronics Co.,Ltd | 9 | 1005 | 47 Bluegiga [TV] Samsung TU7000 50 TV
| 10:2C:6B:91:A8:F5 | AMPAK Technology, Inc. | A | 2306 | F Broadcom Corporation Stream TV

| 10:2C:6B:99:75:63 | AMPAK Technology, Inc. | A | 6BO6 | F Broadcom Corporation Living Room

| 14:7D:DA:0F:66:E8 | Apple, Inc. | 9 | 4406 | F Broadcom Corporation mbp

| CO0:97:27:1C:2C:6B | SAMSUNG ELECTRO-MECHANICS (THAILAND) | 7 | 2304 | F Broadcom Corporation [TV] Samsung 8 Series (65)
| F8:04:2E:81:2F:33 | SAMSUNG ELECTRO-MECHANICS (THAILAND) | 7 | 2304 | F Broadcom Corporation [TV] UN55JU656D

| 84:A4:66:BA:96:6D | Samsung Electronics Co.,Ltd | 6 | 410E | F Broadcom Corporation [TV]Samsung LEDS5

| 6C:56:97:31:8E:DA | Amazon Technologies Inc. | 8 | 2304 | 131 Cypress Semiconductor Echo Show-2N2

| 2C:33:61:E6:E2:07 | Apple, Inc. | B | 240C | 131 Cypress Semiconductor apple’s Keyboard

| . o A Arninl -~ A D A0 N -~ ~Am 1 A~ A a A -- D A

| : UNKNOWN COMP BY BDADDR 8 G-wearables inc. BT201-AUDIO

| = O J .UA. O f C OrNporacte v, Ul0 f C OINp . AFLUOUS

| C8:B2:9F 25:83 | Intel Corporate | B | 216E | 2 Intel Corp. DESKTOP-EC66KUJ

| 00:42 ":8E | Intel Corporate | B | 2237 | 2 Intel Corp. CVLAPTOPO7/

| 34:.r 22 | Intel Corporate | B | 226A | 2 Intel Corp. FCS0020007/9

| Ar | TAIYO YUDEN CO.,LTD | 5 | 4633 | 48 Marvell Technology Group Ltd. TJQLJ175205968

| Garmin International | 7 | © | 46 MediaTek, Inc. BT Garmin DriveSmart #3972245662
| LO.JL. L.,v | non Hai Precision Ind. Co.,Ltd. | 6 | 928 | 46 MediaTek, Inc. XBR-75X850E

| E8:51: 5:B9 | Qingdao Intelligent&Precise Electronics Co.,Ltd. | A | 12E4 | 46 MediaTek, Inc. SmartTV 4K

| 70:09: 1:95 | Samsung Electronics Co.,Ltd | 9 | 1005 | 46 MediaTek, Inc. [TV] Samsung TU/7060D 50 TV
| 70:09: 9:D1 | Samsung Electronics Co.,Ltd | 9 | 1005 | 46 MediaTek, Inc. [TV] Samsung TU/7000 50 TV
| CO:23: 2:EF | Samsung Electronics Co.,Ltd | 9 | 1005 | 46 MediaTek, Inc. [TV] Samsung Q60AA 65 TV

| BC:7E: 3:0D | Samsung Electronics Co.,Ltd | 9 | 1228 | 46 MediaTek, Inc. [TV] Samsung 7 Series (55)
| 00:7C: o 2:86 | Samsung Electronics Co.,Ltd | 9 | 308 | 46 MediaTek, Inc. [TV] Samsung 7 Series (55)
| DO:03: J:EF | Samsung Electronics Co.,Ltd | 9 | 308 | 46 MediaTek, Inc. [TV] Samsung 7 Series (43)
| D4:9D: D C:EF | Samsung Electronics Co.,Ltd | 9 | 317 | 46 MediaTek, Inc. [TV] Samsung 7 Series (50)
| 70:09: '<E 9:D1 | Samsung Electronics Co.,Ltd | 9 | 7003 | 46 MediaTek, Inc. [TV] Samsung TU/7000 50 TV
| 70:09: D 1:95 | Samsung Electronics Co.,Ltd | 9 | 7005 | 46 MediaTek, Inc. [TV] Samsung TU7060D 50 TV
| 4C:C9: m E:93 | Samsung Electronics Co.,Ltd | 9 | 803 | 46 MediaTek, Inc. [TV] Samsung 7 Series (43)
| AC:67: A:8E | Intel Corporate | 9 | 100 | 1 Nokia Mobile Phones EXPCQ6092

| 4C:.CE: QO 7:8B | Danlaw Inc | 7 | 25A | 1D Qualcomm DL-2233301744

| 0C:02: E 5:67 | Samsung Electronics Co.,Ltd | 9 | 2BE | 1D Qualcomm NULL

| 5C:C1: W /:1B | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| 5C:C1: d)p) A:01 | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| 7C:64: 4:6F | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| 7C:.64: 4.75 | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [TV] Samsung 6 Series (43)
| DO:03: A:CB | Samsung Electronics Co.,Ltd | 8 | 321 | 1D Qualcomm [Refrigerator] Samsung

| 00:06: 4:1D | Roving Networks ) | 1A31 | A Qualcomm Technologies International, Ltd. (QTIL) PLREP-E41D

| 88:E0: F:FA | Shinwa industries(China) 1td. | 8 | 2918 | A Qualcomm Technologies International, Ltd. (QTIL) NULL

| 80:5E: C:F8 | YEALINK(XIAMEN) NETWORK TECHNOLOGY CO.,LTD. | 8 | 2918 ) Qualcomm Technologies International, Ltd. (QTIL) Yealink MP50

LT ~of ' “dchuan AI-Link Technology Co., Ltd. | 7 | 7E1C | 5D Realtek Semiconductor Corporation rk3328

| - UNKNOWN_COMP_BY_ BDADDR | 7 | 6AE6 | 5D Realtek Semiconductor Corporation BOOMBOX

| DL | Shenzhen Feasycom Technology Co., Ltd. | 9 | 6 | A2D Shenzhen Feasycom Technology Co., Ltd. 979869022455

| 14:b +8 | Garmin International | 6 | 1B5D | D Texas Instruments Inc. BT nuvi #3912042869

| 7C:64. +:6F | Samsung Electronics Co.,Ltd | 8 | 6321 | 801D UNKNOWN_ COMP_BY BT CID [TV] Samsung 6 Series (43)
| BD:94:2¢L .2D:74 | UNKNOWN_COMP_BY_ BDADDR | 9 | 3520 | 39D6 UNKNOWN COMP_BY BT CID CAD-4057

| 2. A M AYA NEZ&\NTALVVA () V| D 2. RIYAN P O A ) N N i i o i a aVa¥a¥l Wa¥o a a AMA ~NA

| :B6:4F . FC: UNKNOWN COMP_BY BDADDR G; k)'t11' t) 3 Zhuhai Jieli technology Co.,Ltd BT201-AUDIO

| 'B6:4F : FC: UNKNOWN_COMP_BY_BDADDR ITTHPOS ¢ s Zhuhai Jieli technology Co.,Ltd

BT201-AUDIO

Example Data



| device bdaddr | comp_by bdaddr | VersNr | SubVersNr | CompId | comp_ by Compld | device name |
+ o P N oo e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o = S S e e e o e oo o 4 T T — [N I — - - SR
| FE:86:B6:4F:FC:0D | UNKNOWN COMP_BY BDADDR | 8 | 3120 | 5DO Anova Applied Electronics BT201-AUDIO

| 70:09:71:69:80:D1 | Samsung Electronics Co.,Ltd | 9 | 1005 | 47 Bluegiga [TV] Samsung TU7000 50 TV
| 10:2C:6B:91:A8:F5 | AMPAK Technology, Inc. | A | 2306 | F Broadcom Corporation Stream TV

| 10:2C:6B:99:75:63 | AMPAK Technology, Inc. | A | 6BO6 | F Broadcom Corporation Living Room

| 14:7D:DA:0F:66:E8 | Apple, Inc. | 9 | 4406 | F Broadcom Corporation mbp

| CO0:97:27:1C:2C:6B | SAMSUNG ELECTRO-MECHANICS (THAILAND) | 7 | 2304 | F Broadcom Corporation [TV] Samsung 8 Series (65)
| F8:04:2E:81:2F:33 | SAMSUNG ELECTRO-MECHANICS (THAILAND) | 7 | 2304 | F Broadcom Corporation [TV] UN55JU650D

| 84:A4:66:BA:96:6D | Samsung Electronics Co.,Ltd | 6 | 410E | F Broadcom Corporation [TV]Samsung LEDS5

| 6C:56:97:31:8E:DA | Amazon Technologies Inc. | 8 | 2304 | 131 Cypress Semiconductor Echo Show-2N2

| 2C:33:61:E6:E2:07 | Apple, Inc. | B | 240C | 131 Cypress Semiconductor apple’s Keyboard

| A . A Arninl -~ A D A0 N -~ ~Am 1 A~ A a A -- D A

| UNKNOWN COMP BY BDADDR 8 G-wearables inc. BT201-AUDIO

| L0/ .O0D. T ALUA O f C OrNporacte v, Ul0 f C OIrp . AFLUOUS

| C8:B2:9F 25:83 | Intel Corporate | B | 216E l Intel Corp. DESKTOP-EC66KUJ

| 00:42- ":8E | Intel Corporate | B | 2237 Intel Corp. CVLAPTOPO7/

| 34:.r 22 | Intel Corporate | B | 226A Intel Corp. FCS0020007/9

| Ar | TAIYO YUDEN CO.,LTD | 5 | 4633 Marvell Technology Group Ltd. TJQLJ175205968

| Garmin International | 7 | © MediaTek, Inc. BT Garmin DriveSmart #3972245662
| LO.JL. L.s,v | non Hai Precision Ind. Co.,Ltd. | 6 | 928 MediaTek, Inc. XBR-75X850E

| E8:51: 5:B9 | Qingdao Intelligent&Precise Electronics Co.,Ltd. | A | 12F adiaTek, Inc. SmartTV 4K

| 70:09: 1:95 | Samsung Electronics Co.,Ltd | 9 | 1”7 1iaTek, Inc. [TV] Samsung TU/7060D 50 TV
| 70:09: 9:D1 | Samsung Electronics Co.,Ltd | 9 | ‘aTek, Inc. [TV] Samsung TU/7000 50 TV
| CO:23: 2:EF | Samsung Electronics Co.,Ltd | 9 ' P Tek, Inc. [TV] Samsung Q60AA 65 TV

| BC:7E: 3:0D | Samsung Electronics Co.,Ltd | 9 | 1228 ™ MediaTek, Inc. [TV] Samsung 7 Series (55)
| 00:7C: o 2:86 | Samsung Electronics Co.,Ltd | 9 | 308 o MediaTek, Inc. [TV] Samsung 7 Series (55)
| DO:03: J:EF | Samsung Electronics Co.,Ltd | 9 | 308 - MediaTek, Inc. [TV] Samsung 7 Series (43)
| D4:9D: D C:EF | Samsung Electronics Co.,Ltd | 9 | 317 o MediaTek, Inc. [TV] Samsung 7 Series (50)
| 70:09: < 9:D1 | Samsung Electronics Co.,Ltd | 9 | 7003 9— O MediaTek, Inc. [TV] Samsung TU/7000 50 TV
| 70:09: D 1:95 | Samsung Electronics Co.,Ltd | 9 | 7005 o o MediaTek, Inc. [TV] Samsung TU7060D 50 TV
| 4C:C9: m E:93 | Samsung Electronics Co.,Ltd | 9 | 803 — N\ MediaTek, Inc. [TV] Samsung 7 Series (43)
| AC:67: A:8E | Intel Corporate | 9 | 100 L Nokia Mobile Phones EXPCQ6092

| 4C:.CE: QO 7:8B | Danlaw Inc | 7 | 25A O — Qualcomm DL-2233301744

| 0C:02: E 5:67 | Samsung Electronics Co.,Ltd | 9 | 2BE - O Qualcomm NULL

| 5C:C1: W /:1B | Samsung Electronics Co.,Ltd | 8 | 321 — Qualcomm [TV] Samsung 6 Series (43)
| 5C:C1: d)p) A:01 | Samsung Electronics Co.,Ltd | 8 | 321 o Qualcomm [TV] Samsung 6 Series (43)
| 7C:64: 4:6F | Samsung Electronics Co.,Ltd | 8 | 321 0 Qualcomm [TV] Samsung 6 Series (43)
| 7C:.64: 4.75 | Samsung Electronics Co.,Ltd | 8 | 321 o Qualcomm [TV] Samsung 6 Series (43)
| DO:03: A:CB | Samsung Electronics Co.,Ltd | 8 | ~ omm [Refrigerator] Samsung

| 00:06: 4:1D | Roving Networks ) | . .comm Technologies International, Ltd. (QTIL) PLREP-E41D

| 88:E0: F:FA | Shinwa industries(China) 1td. | 8 | 2. alcomm Technologies International, Ltd. (QTIL) NULL

| 80:5E: C:F8 | YEALINK(XIAMEN) NETWORK TECHNOLOGY CO.,LTD. | 8 | 291 ualcomm Technologies International, Ltd. (QTIL) Yealink MP50

LT ~of ' “dchuan AI-Link Technology Co., Ltd. | 7 | 7E1C Realtek Semiconductor Corporation rk3328

| - UNKNOWN_COMP_BY_ BDADDR | 7 | 6AE6 Realtek Semiconductor Corporation BOOMBOX

| DL | Shenzhen Feasycom Technology Co., Ltd. | 9 | 6 Shenzhen Feasycom Technology Co., Ltd. 979869022455

| 14:b +8 | Garmin International | 6 | 1B5D Texas Instruments Inc. BT nuvi #3912042869

| 7C:64. +:6F | Samsung Electronics Co.,Ltd | 8 | 6321 0 UNKNOWN_ COMP_BY BT CID [TV] Samsung 6 Series (43)
| BD:94:2¢L .2D:74 | UNKNOWN_COMP_BY_ BDADDR | 9 | 3520 | .D6 UNKNOWN COMP_BY BT CID CAD-4057

| 2. A M AYA NEZ&\NTALVVA () V| D 2. RIYAN P O A FUAYA N N i i o i a aVa¥a¥l Wa¥o a a AMA ~NA

| UNKNOWN COMP_BY BDADDR . . 3 Zhuhai Jieli technology Co.,Ltd BT201-AUDIO

| UNKNOWN_COMP_BY_ BDADDR 3 bltﬂl Sr)l 8

Zhuhai Jieli technology Co.,Ltd BT201-AUDIO

Example Data



:B6:4F:FC:
:B6:4F:FC:

UNKNOWN_COMP_BY_BDADDR
UNKNOWN_COMP_BY_BDADDR

Zhuhai
Zhuhai

Jieli
Jieli

BT201-AUDIO
BT201-AUDIO

technology Co.,Ltd
technology Co.,Ltd

| device bdaddr | comp_by bdaddr | VersNr | SubVersNr | CompId | comp_ by Compld device name |
+ o P N oo e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o = S S e e e o e oo o 5 — — — — — — — — — — — — — = — — = = — = — = = = — = = - = - = — — =
| FE:86:B6:4F:FC:0D | UNKNOWN COMP_BY BDADDR | 8 | 3120 | 5DO Anova Applied Electronics BT201-AUDIO

| 70:09:71:69:80:D1 | Samsung Electronics Co.,Ltd | 9 | 1005 | 47 Bluegiga [TV] Samsung TU7000 50 TV
| 10:2C:6B:91:A8:F5 | AMPAK Technology, Inc. | A | 2306 | F Broadcom Corporation Stream TV

| 10:2C:6B:99:75:63 | AMPAK Technology, Inc. | A | 6BO6 | F Broadcom Corporation Living Room

| 14:7D:DA:0F:66:E8 | Apple, Inc. | 9 | 4406 | F Broadcom Corporation mbp

| CO0:97:27:1C:2C:6B | SAMSUNG ELECTRO-MECHANICS (THAILAND) | 7 | 2304 | F Broadcom Corporation [TV] Samsung 8 Series (65)
| F8:04:2E:81:2F:33 | SAMSUNG ELECTRO-MECHANICS (THAILAND) | 7 | 2304 | F Broadcom Corporation [TV] UN55JU656D

| 84:A4:66:BA:96:6D | Samsung Electronics Co.,Ltd | 6 | 410E | F Broadcom Corporation [TV]Samsung LEDS5

| 6C:56:97:31:8E:DA | Amazon Technologies Inc. | 8 | 2304 | 131 Cypress Semiconductor Echo Show-2N2

| 2C:33:61:E6:E2:07 | Apple, Inc. | B | 240C | 131 Cypress Semiconductor apple’s Keyboard

| . o A Arninl -~ A D A0 N -~ ~Am 1 A~ A a A -- D A

| : UNKNOWN COMP BY BDADDR 8 G-wearables inc. BT201-AUDIO

| = O J .UA. O f C OrNporacte UlV f C OINp . AFLUOUS

| C8:B2:9F 25:83 | Intel Corporate | | 216E l Intel Corp. DESKTOP-EC66KUJ

| 00:42 ":8E | Intel Corporate | 2237 Intel Corp. CVLAPTOPO7/

| 34:.r 22 | Intel Corporate | 226A Intel Corp. FCS0020007/9

| Ar | TAIYO YUDEN CO.,LTD | 4633 Marvell Technology Group Ltd. TJQLJ175205968

| Garmin International C) MediaTek, Inc. BT Garmin DriveSmart #3972245662
| LO.JL. L.s,v | non Hai Precision Ind. Co.,Ltd. 928 MediaTek, Inc. XBR-75X850E

| E8:51: 5:B9 | Qingdao Intelligent&Precise Electronics Cc 2F adiaTek, Inc. SmartTV 4K

| 70:09: 1:95 | Samsung Electronics Co.,Ltd 1iaTek, Inc. [TV] Samsung TU/7060D 50 TV
| 70:09: 9:D1 | Samsung Electronics Co.,Ltd ‘alTek, Inc. [TV] Samsung TU/7000 50 TV
| CO:23: 2:EF | Samsung Electronics Co.,Ltd — — Tek, Inc. [TV] Samsung Q60AA 65 TV

| BC:7E: 3:0D | Samsung Electronics Co.,Ltd ™ | 1228 ™ MediaTek, Inc. [TV] Samsung 7 Series (55)
| 00:7C: 2:86 | Samsung Electronics Co.,Ltd ™ | 308 o MediaTek, Inc. [TV] Samsung 7 Series (55)
| DO:03: m J:EF | Samsung Electronics Co.,Ltd o | 308 - MediaTek, Inc. [TV] Samsung 7 Series (43)
| D4:9D: D C:EF | Samsung Electronics Co.,Ltd Q- o | 317 o MediaTek, Inc. [TV] Samsung 7 Series (50)
| 70:09: < 9:D1 | Samsung Electronics Co.,Ltd n Q | 7003 9— O MediaTek, Inc. [TV] Samsung TU/7000 50 TV
| 70:09: D 1:95 | Samsung Electronics Co.,Ltd 9— o | 7005 o o MediaTek, Inc. [TV] Samsung TU7060D 50 TV
| 4C:C9: m E:93 | Samsung Electronics Co.,Ltd — A | 803 — N\ MediaTek, Inc. [TV] Samsung 7 Series (43)
| AC:67: A:8E | Intel Corporate g ! | 100 L Nokia Mobile Phones EXPCQ6092

| 4C:.CE: QO 7:8B | Danlaw Inc -~ O | 25A O — Qualcomm DL-2233301744

| 0C:02: E 5:67 | Samsung Electronics Co.,Ltd 0 () | 2BE - O Qualcomm NULL

| 5C:C1: W /:1B | Samsung Electronics Co.,Ltd N O | 321 — Qualcomm [TV] Samsung 6 Series (43)
| 5C:C1: d)p) A:01 | Samsung Electronics Co.,Ltd r— | 321 o Qualcomm [TV] Samsung 6 Series (43)
| 7C:64: 4:6F | Samsung Electronics Co.,Ltd 0 | 321 0 Qualcomm [TV] Samsung 6 Series (43)
| 7C:.64: 4.75 | Samsung Electronics Co.,Ltd () | 321 o Qualcomm [TV] Samsung 6 Series (43)
| DO:03: A:CB | Samsung Electronics Co.,Ltd ~ ~ omm [Refrigerator] Samsung

| 00:06: 4:1D | Roving Networks .comm Technologies International, Ltd. (QTIL) PLREP-E41D

| 88:E0: F:FA | Shinwa industries(China) 1td. alcomm Technologies International, Ltd. (QTIL) NULL

| 80:5E: C:F8 | YEALINK(XIAMEN) NETWORK TECHNOLOGY CO.,LTL J1 ualcomm Technologies International, Ltd. (QTIL) Yealink MP50

LT ~of ' “dchuan AI-Link Technology Co., Ltd. /E1C Realtek Semiconductor Corporation rk3328

| - UNKNOWN_COMP_BY_ BDADDR ( 6AE6 Realtek Semiconductor Corporation BOOMBOX

| DL | Shenzhen Feasycom Technology Co., Ltd. | 6 Shenzhen Feasycom Technology Co., Ltd. 979869022455

| 14:b +8 | Garmin International | 1B5D Texas Instruments Inc. BT nuvi #3912042869

| 7C:64. +:6F | Samsung Electronics Co.,Ltd | 6321 0 UNKNOWN_ COMP_BY BT CID [TV] Samsung 6 Series (43)
| BD:94:2¢L .2D:74 | UNKNOWN_COMP_BY_ BDADDR | | 3520 | .D6 UNKNOWN COMP_BY BT CID CAD-4057

| 2. -+ QO - RO - A M AYA NEZ&\NTALVVA () V| D 2. RIYAN P A FUAYA N N i i o i a aVa¥a¥l Wa¥o a a AMA ~NA

|

|

3 bitflios? 2

Example Data



NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR

Apple, Inc.
Apple, Inc.
Apple, Inc.

Murata Manufacturing Co., Ltd.
Samsung Electronics Co.,Ltd
Samsung Electronics Co.,Ltd
NON-PUBLIC BDADDR

UNKNOWN COMP_BY BDADDR
UNKNOWN COMP_BY BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR

Logitech, Inc
NON-PUBLIC BDADDR
Alarm.com

GE Lighting

Shenzhen Aikede Technology Co.,
Telink Semiconductor (Taipei) Co.
Telink Semiconductor (Taipei) Co.
Select Comfort

Sichuan Changhong Electric Ltd.
Texas Instruments

UNKNOWN COMP_BY BDADDR

UNKNOWN COMP_BY BDADDR

Ltd
Ltd.
Ltd.

211
211

Apple, Inc.
Apple, Inc.
Apple, Inc.
Apple, Inc.
Apple, Inc.
Apple, Inc.
Apple, Inc.
Apple, Inc.
Apple, Inc.
Apple, Inc.

Atheros Communications, Inc.
Bestechnic(Shanghai),Ltd

Broadcom Corporation

Broadcom Corporation

Broadcom Corporation

Broadcom Corporation

Broadcom Corporation

Broadcom Corporation

Cypress Semiconductor

Marvell Technology Group Ltd.
Marvell Technology Group Ltd.
Nordic Semiconductor ASA

Nordic Semiconductor ASA

Nordic Semiconductor ASA

Nordic Semiconductor ASA

Nordic Semiconductor ASA

Nordic Semiconductor ASA

Nordic Semiconductor ASA

Nordic Semiconductor ASA

Nordic Semiconductor ASA

Nordic Semiconductor ASA

Nordic Semiconductor ASA

Qualcomm

Qualcomm Technologies International,
Qualcomm Technologies International,
Realtek Semiconductor Corporation
Realtek Semiconductor Corporation
Telink Semiconductor Co. Ltd
Telink Semiconductor Co. Ltd
Telink Semiconductor Co. Ltd
Texas Instruments Inc.

Texas Instruments Inc.

Texas Instruments Inc.

Texas Instruments Inc.

Texas Instruments Inc.

Ltd.
Ltd.

(QTIL)
(QTIL)

Nest Cam

JBL TUNE230ONC TWS-LE
NULL

NULL

NULL

Venus 2C4CC61C9183
[TV] Family Room
[TV] Living room
906764167ECA33A8E9
NULL

NULL
SPD-BLE®O668517
rnet

FCAB620360822
IoTV9BB613
IoTVD35F29
IoTV74F735
IoTVEG67DAO
IoTV/7/651FA
IoTV81BA3C

NULL

NULL

NULL

NULL

FIXD

ALAM (8A:3B:D8)
AEA76C97625A
BLEOO3U

ihoment H6110 2ES8B
ihoment H6110 721C
cc:04:b4:0b:c5:21
Sbecb43f15400aaf6C
S6cPa’/c/71fda94e9bC
Se019cl1365abce9b9C
Se41358d612e55e20C



NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR

Apple, Inc.
Apple, Inc.
Apple, Inc.

Murata Manufacturing Co., Ltd.
Samsung Electronics Co.,Ltd
Samsung Electronics Co.,Ltd
NON-PUBLIC BDADDR

UNKNOWN COMP_BY BDADDR
UNKNOWN COMP_BY BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR
NON-PUBLIC BDADDR

Logitech, Inc
NON-PUBLIC BDADDR
Alarm.com

GE Lighting

Shenzhen Aikede Technology Co.,
Telink Semiconductor (Taipei) Co.
Telink Semiconductor (Taipei) Co.
Select Comfort

Sichuan Changhong Electric Ltd.
Texas Instruments

UNKNOWN COMP_BY BDADDR

UNKNOWN COMP_BY BDADDR

Ltd
Ltd.
Ltd.

211
211

Apple, Inc.
Apple, Inc.
Apple, Inc.
Apple, Inc.
Apple, Inc.
Apple, Inc.
Apple, Inc.
Apple, Inc.
Apple, Inc.
Apple, Inc.

Atheros Communications, Inc.
Bestechnic(Shanghai), Ltd

Broadcom Corporation

Broadcom Corporation

Broadcom Corporation

Broadcom Corporation

Broadcom Corporation

Broadcom Corporation

Cypress Semiconductor

Marvell Technology Group Ltd.
Marvell Technology Group Ltd.
Nordic Semiconductor ASA

Nordic Semiconductor ASA

Nordic Semiconductor ASA

Nordic Semiconductor ASA

Nordic Semiconductor ASA

Nordic Semiconductor ASA

Nordic Semiconductor ASA

Nordic Semiconductor ASA

Nordic Semiconductor ASA

Nordic Semiconductor ASA

Nordic Semiconductor ASA

Qualcomm

Qualcomm Technologies International,
Qualcomm Technologies International,
Realtek Semiconductor Corporation
Realtek Semiconductor Corporation
Telink Semiconductor Co. Ltd
Telink Semiconductor Co. Ltd
Telink Semiconductor Co. Ltd
Texas Instruments Inc.

Texas Instruments Inc.

Texas Instruments Inc.

Texas Instruments Inc.

Texas Instruments Inc.

Ltd.
Ltd.

(QTIL)
(QTIL)

Nest Cam

JBL TUNE230ONC TWS-LE
NULL

NULL

NULL

Venus 2C4CC61C9183
[TV] Family Room
[TV] Living room
906764167ECA33A8E9
NULL

NULL
SPD-BLE®O668517
rnet

FCAB620360822
IoTV9BB613
IoTVD35F29
IoTV74F735
IoTVEG67DAO
IoTV/7/651FA
IoTV81BA3C

NULL

NULL

NULL

NULL

FIXD

ALAM (8A:3B:D8)
AEA76C97625A
BLEOO3U

ihoment H6110 2ES8B
ihoment H6110 721C
cc:04:b4:0b:c5:21
Sbecb43f15400aaf6C
S6cPa’/c/71fda94e9bC
Se019cl1365abce9b9C
Se41358d612e55e20C



(Link Layer) Sub-Version Number
SubVersNr (2 bytes)

* [he vendor gets to make up whatever value they want here!

From BT
Assigned Numbers document



2.4.2.13 LL VERSION_IND

. The format of the CtrData field is shown in Figure 2.23.
(Link |

CtrData
SubVersl
VersNr Compld SubVersNr
(1 octet) (2 octets) (2 octets)

e [he venc Figure 2.23: CtrData field of the LL_VERSION_IND PDU

The LL_VERSION IND CtrData consists of three fields:

* \ersNr field shall contain the version of the Bluetooth Controller specification
(see Bluetooth Assigned Numbers).

« Compld field shall contain the company identifier of the manufacturer of the
Bluetooth Controller (see Bluetooth Assigned Numbers).

SubVersNr field shall contain a unique value for each implementation or
revision of an implementation of the Bluetooth Controller.

From BT
Assigned Numbers document



Does SubVersNr Imply OS/Firmware Version?

 Hypothesis: SubVersNr will increment per OS/firmware update, and thus can
be used to infer the OS/firmware version

e Conclusion:

 Rejected for Broadcom



Does SubVersNr Imply OS/Firmware Version?

 From BlueZ 5.66 monitor/packet.c

} broadcom usb subversion table[] = {

0x210b, "BCM43142A0" }, /* 001.001.011 =%/
0x2112, "BCM4314A0"}, /% 001.001.018 x/
0x2118, "BCM20702A0" }, /*x 001.001.024 %/
0x2126, '"BCM4335A0"}, /% 001.001.038 x/
0x220e, "BCM20702A1" }, /* 001.002.014 %/
Ox230f, '"BCM4354A2"}, /% 001.003.015 %/
0x4106, '"BCM4335B0"}, /% 002.001.006 %/
0x410e, '"BCM20702B0" }, /* 002.001.014 %/
Px6109, '"BCM4335C0"}, /% 003.001.009 x/
Ox610c, '"BCM4354" }, /x 003.001.012 x/
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Oh right...I remember something now...

* |nternalBlue has firmware files per Broadcom chip, and they're ordered by
numbers that look like those SubVersions!

¢ 2 (C & github.com/seemoo-lab/internalblue/tree/master/internalblue/fw

4] Files internalblue / internalblue / fw /
[ fw_0x2209.py

¥ master - + Q
[ fw_0x220b.py

() Goto file r
[ fw_0x220c.py

2 .Qithub
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| fw 0x2033.py
|9 fw 0x203a.py
|9 fw 0x2056.py
9 fw 0x21a9.py
9 fw 0x21d0.py
9 fw 0x2209.py
9 fw 0x220b.py
9 fw 0x220c.py
9 fw 0x220e.py
[ fw 0x2230.py
19 fw_0x240f.py
|9 fw 0x3032.py

[ fw 0x4196.py
[ fw 0x4208.py

[ fw 0x420e.py

| fw 0x420e iphone.py

[ fw 0x4228.py
[ fw Ox422a.py
[ fw 0x6103.py
[ fw 0x6109.py

[ fw 0x6119.py



L] fw 0x2033.py

c |9 fw 0x203a.py
|9 fw 0x2056.py

[ fw 0x4196.py
[ fw 0x4208.py

9 fw 0x21a9.py [ fw 0x420e.py

3 fw_0x21d0.py [ fw_0x420e_iphone.py
[ fw_0x2209.py
[ fw_0x4228.py

I'_h. N |

} broadcom usb ‘subversion ~tablel[] = {

0x210b, "BCM43142A0" }, /% 001.001.011 */ ~ .
0x2112, "BCMA314A0" Y}, /% 001.001.018 %/ [ fw_0x422a.py
0x2118, "BCM20702A0" }, /% 001.001.024 */

0x2126, "BCM4335A0" }, /x 001.001.038 %/ [ fw 0x6103.py
0x220e, “"BCM20702A1" }, /* 001.002.014 */
0x230f, "BCM4354A2" }, /x 001.003.015 %/
0x4106, “"BCM4335B0" }, /* 002.001.006 */
2¥410e . "BCM20702B0" }, /% 002.001.014 */
0x61090 "BCMA4335C0" Y}, /% 003.001.009 %/ Y fw 0x6119.py
oXo10C, "BCM4354" }, /x 003.001.012 %/ B
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Broadcom

S0 at least for Broadcom, the SubVersion is used to store a specific silicon
chip (& stepping revision) information!

. The ideal ChipPrint! =5

* (I would have preferred a VersionPrint, but oh well...)



Does SubVersNr Imply OS/Firmware Version?

 Hypothesis: SubVersNr will increment per OS/firmware update, and thus can
be used to infer the OS/firmware version

e Conclusion:

 Weak reject for MediaTek, which seems to default to SubVersNr == 0, but
where there are a range of versions seen, which probably then depends
on the device maker's behavior

® [Requires more investi<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>